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Dynamic Data Protection is a Forcepoint Risk-Adaptive Protection solution that
comprises the following Forcepoint security products or components:

e Forcepoint DLP
e Forcepoint One Endpoint (Forcepoint DLP endpoint)
e Forcepoint Behavioral Analytics (formerly Forcepoint UEBA)

See your product release notes for the specific product versions supported with
Dynamic Data Protection.

Dynamic Data Protection combines the data security collection capabilities in
Forcepoint DLP and its associated Forcepoint One Endpoint with the human-centric
analytics in Forcepoint Behavioral Analytics to provide an administrator with
risk-level profiles for specified individuals or groups. The administrator can then
create different DLP action plans to trigger for each risk level.

This Getting Started Guide assumes that Forcepoint DLP version 8.5.2, 8.6.0, or 8.7.0
is already installed, properly configured, and running. Ensure that all DLP servers are
also upgraded to version 8.5.2, 8.6.0, or 8.7.0. Contact Forcepoint Professional
Services regarding a Forcepoint DLP version 8.5.2 patch that resolves an inconsistent
risk level update issue.

Dynamic Data Protection workflow

The following general workflow describes Dynamic Data Protection functionality:

e A Forcepoint DLP administrator enables Forcepoint Risk-Adaptive Protection in
the Data Security module and then configures Forcepoint Risk-Adaptive
Protection policy rules to apply to users.

e The DLP administrator specifies DLP users or groups as Forcepoint
Risk-Adaptive Protection users or groups using the Forcepoint Risk-Adaptive
Protection User Manager.

e The Data Security module sends all DLP users to the Forcepoint Behavioral
Analytics system, whether they are monitored by Forcepoint Risk-Adaptive
Protection or not. This operation is performed on a predefined schedule or via a
manual LDAP user directory import in the Forcepoint DLP Data Security module.
The update may take some time, depending on the directory size.

e Forcepoint Behavioral Analytics receives Forcepoint DLP incident data and
Forcepoint One Endpoint event data for all defined users.
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e Forcepoint Behavioral Analytics analyzes user data and calculates a risk level for
each monitored user (from 1 - 5, where 5 indicates most risk), which it then sends
to Forcepoint DLP.

e Forcepoint DLP uses the risk level designation to determine action plan behavior

in its policies for the specified users.

General configuration involves the following activities across the Dynamic Data
Protection deployment. Steps must be performed in this order:

Install and configure Forcepoint One Endpoint

Generate a valid certificate in Forcepoint DLP

Install Forcepoint UEBA and import valid certificate

Specify users or groups in the Forcepoint Risk-Adaptive Protection User Manager
Enable Forcepoint Risk-Adaptive Protection in Forcepoint DLP

Configure Forcepoint Risk-Adaptive Protection rules in Forcepoint DLP

A

Configure Forcepoint Behavioral Analytics integration with Forcepoint DLP

Install and configure Forcepoint One Endpoint

Forcepoint DLP must already be installed and running before you install the
Forcepoint One Endpoint. Ensure that any existing Forcepoint endpoints are removed
from your system before you install Forcepoint One Endpoints. Only the Forcepoint
One Endpoint is supported for Dynamic Data Protection.

See the following Endpoint product documentation for installation and configuration
information:

e Forcepoint One Endpoint Release Notes

e Installing Forcepoint One Endpoint
e Forcepoint One Endpoint End User Guide

Generate a valid certificate in Forcepoint DLP

This step must be performed before you attempt to connect Forcepoint DLP to
Forcepoint Behavioral Analytics. A Forcepoint DLP script generates an intermediate
CA, which is then imported into Forcepoint Behavioral Analytics.

Warning

The process described in this section must be
performed by a member of the Forcepoint Professional
Services group. Please contact your Forcepoint
representative for details.
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Use the following steps to generate the required certificate files in Forcepoint DLP:

Log on to the Forcepoint DLP management server as Administrator.

2. Download the following two files to a temporary directory (e.g., C:\tools):
E runner.exe
m  UEBACertificateCreator.bat

3. Open a Windows command prompt and change directory (cd) to the downloads
directory (e.g., C:\tools).

4. Execute the following command from C:\tools:
runner.exe UEBACertificateCreator.bat

You can disregard any warnings about a missing openssl.cnf file during script
execution.

5. This operation generates the following files in C:\temp\certs\ueba:
m ca.cer
m ca.key
m ueba.cer
[

ueba.key

Important

0 After the Forcepoint Behavioral Analytics certificate
import process is complete, we recommend that you delete
the contents of the following directory for security reasons:

C:\temp\certs\ueba

Install Forcepoint UEBA and import valid certificate

You must install Forcepoint UEBA with the certificate files generated in Forcepoint
DLP (see the previous section). See Forcepoint Behavioral Analytics Installation
Manual for product installation information.

Warning

The process described in this section must be
performed by a member of the Forcepoint Professional
Services group. Please contact your Forcepoint
representative for details.

Use the following steps to import the certificates generated in Forcepoint DLP to
Forcepoint Behavioral Analytics:

1. Log on to your Forcepoint Behavioral Analytics Jenkins server using ssh.

2. Copy the certificate files you generated (ca.cer, ca.key, ueba.cer, ueba.key) into
the following directory:
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/etc/ansible/dIp-certs/

3. Update the /etc/ansible/group vars/all directory with the following values:
##Place in DLP the external IP address of the Kafka service
kafka external ip: <external IP of kafka>
## Use DLP Provided Cert Chain
## We store files locally on jenkins
external ca certs: true
#external ca scheme: https

external root ca cert url:
"file:///etc/ansible/dlp-certs/ca.cer"

external int ca key url:
"file:///etc/ansible/dlp-certs/ueba.key"
external int ca cert url:
"file:///etc/ansible/dlp-certs/ueba.cer"

4. Remove the Forcepoint Behavioral Analytics certificate chain and all host and
service certificates/keys using the following command:

ansible-playbook /usr/share/ro-ansible/remove-crts.yml

5. Generate a Forcepoint Behavioral Analytics certificate chain. See the topic titled
Deployment - Manually Run Ansible Playbooks in the Forcepoint Behavioral
Analytics Installation Manual.

Specify users or groups in the Forcepoint Risk-Adaptive
Protection User Manager

Forcepoint DLP users and groups are not designated Forcepoint Risk-Adaptive
Protection users by default. The Data Security administrator must manually add users
or groups in the Forcepoint Risk-Adaptive Protection User Manager. Then, the Data
Security administrator imports the users into Forcepoint Behavioral Analytics.

See the Forcepoint Risk Adaptive Protection Tool User Guide for the tool’s
download and configuration information. Basic instructions for adding users or groups
are included here for quick reference.

Use the following steps to select users or groups for Forcepoint Risk-Adaptive
Protection analysis:

1. Log in to the Forcepoint Risk-Adaptive Protection User Manager.
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2. Click Refresh to populate the Groups and Users tabs on the left with currently
defined DLP groups and users.

3 Forcepaint Risk Adaptive Protection - User Manager -

Select a group from the Groups tab or users from the Users tab. Local users are marked with an asterisk (*) 2 Refresh
Click Add Users to add them to the Risk Adaptive Protection list or Remove Users to remove the users from the list.

Risk Adaptive Protection Users List

Searcr | Search:

More than 500 users found natan_test! (1)

Use Search to narrow down the list avird (1)
yael3 (1)
LiatZiv1 (1)
zivdss (1)
Administrator (1)
bbbsela (1)
sam1 (1)
nissim (1)
mosheazulay (1)
aledss2 (1)
demouser (1)
sendmail {1)
samd (1)
ratanga (1)
yaelmgr (1)
Perf3 (1)
natant (1)
macep (1)

esela (1)

Add Selected Add All Remove Selected Remove All

Note

If the number of users in the Users tab exceeds a
user-configured threshold, the complete list of users is not
displayed, and the following message appears in the Users
tab:

More than <x> users found. Use Search to narrow
down the list.

Enter user name text in the Search field to display
matching user name list entries.

This behavior affects only the Users tab. It does not apply
to the Groups tab.

See the Forcepoint Risk Adaptive Protection Tool User
Guide for more details.

3. Use one of the following methods to add users to the Forcepoint Risk-Adaptive
Protection Users List:

m Select the desired user names in the Users tab and click Add Selected.

m Enter user names in the Search field, select the desired user names, and click
Add Selected.

m Click Add All to transfer all users to the Forcepoint Risk-Adaptive Protection
Users List.
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4. To add groups to the Forcepoint Risk-Adaptive Protection Users List, select the
desired group names in the Groups tab and click Add Group’s Users.

A Search facility allows you to search for specific names.

o

Important

Users are not automatically imported into Forcepoint
Behavioral Analytics after these steps. Users may be
imported via:

e A scheduled nightly LDAP user update in Forcepoint
DLP (see Scheduled LDAP imports, page 7, for
details)

e A manual LDAP update from the Data Security
module (see Manual LDAP import, page 8, for details)

For the initial update, we recommend that you run a
manual update.

This process may take a long time, depending on the
size of the LDAP directory database.

In the event that the connection between Forcepoint DLP
and Forcepoint Behavioral Analytics is interrupted, the
LDAP import process may fail or send only a partial
update without notifying the administrator. A subsequent
import attempt (scheduled or manual) may be successful.

Use these steps each time you add Forcepoint Risk-Adaptive Protection users. Be
aware that the duration of the database update depends on the size of the directory.

You can remove users or groups from the Forcepoint Risk-Adaptive Protection Users
List by selecting the desired user or group names and clicking Remove Selected or

Remove All.

Note

You may observe that an Add or Remove button may start
to blink continuously after you click it. The blinking
behavior does not impact user manager Add or Remove
functionality.

Enable Forcepoint Risk-Adaptive Protection in Forcepoint

DLP

Use the following steps to enable Forcepoint Risk-Adaptive Protection in Forcepoint

DLP:
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1. Select the Forcepoint Risk-Adaptive Protection tab on the Settings > General >
Services page.

Mark the Enable Risk-Adaptive Protection check box.

Enter the Forcepoint Behavioral Analytics hostname or IP address in the
appropriate field.

4. Enter the port number (default is 9093).

Ensure that your firewall is properly configured to allow the connection between
Forcepoint DLP and Forcepoint Behavioral Analytics.

5. Click Test Connection to verify the connection between Forcepoint DLP and
Forcepoint Behavioral Analytics.

If the connection test is not successful, check the following items:
m  Network connectivity

m Forcepoint Behavioral Analytics server settings (hostname, IP address, and
port)
m  That the Forcepoint UEBA server is running

m That a valid certificate is installed

Note

If you configured your Forcepoint Behavioral Analytics
connection using a hostname (in step 3), you need to
disable and then re-enable Forcepoint Risk-Adaptive
Protection as described in step 2 after you successfully
resolve your connection.

Contact Forcepoint Technical Support if these measures do not resolve your
issues.

The Data Security module checks this connectivity periodically. Successful and
unsuccessful connections are reported in the Data Security module System Log.

6. Click OK to save your entries.
7. Click Deploy to activate your settings.
8. Restart Windows Service: Websense Data Security Batch Server.

Forcepoint DLP actions are enforced only after the initial LDAP directory import is
complete.

Changes to any Forcepoint Risk-Adaptive Protection configuration setting are
recorded in the Data Security module Audit Log.

Scheduled LDAP imports

By default, LDAP import updates occur daily at 11:00 PM. You can change the default
time for the import operation in the Forcepoint DLP Security Manager using the
following steps:
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1. Inthe Settings > General > User Directories page, click the Import daily link at
the top right of the screen.

2. In the Schedule User Directory Import dialog box, select a daily or weekly import
option and configure the new day or time, or both.

LDAP import updates may take some time, depending on the LDAP directory size.

Manual LDAP import

You can perform a manual LDAP import at any time in the Forcepoint DLP Security
Manager. Because LDAP updates may take a long time, depending on the LDAP
directory size, we recommend using this command during low traffic intervals.

Use the following steps:

1. Inthe Settings > General > User Directories page, mark the check box to the left
of the user directory you want to update.

2. Click Import Now at the top of the screen to begin the import.

Configure Forcepoint Risk-Adaptive Protection rules in
Forcepoint DLP

Create or modify DLP policies and rules to define action plans for Forcepoint
Risk-Adaptive Protection users. Use the Policy Rule wizard in the Data Security
module (Main > Policy Management > DLP Policies). (See Creating custom DLP
policies in the Forcepoint DLP Administrator Help for detailed instructions on using
the Policy Rule wizard.)

Use the Severity and Action tab in the Policy Rule wizard to configure Forcepoint
Risk-Adaptive Protection policy actions based on a user’s risk level determined by
Forcepoint Behavioral Analytics analytics. Forcepoint DLP uses these settings when a
rule is triggered.

Note

The Forcepoint UEBA risk level update to Forcepoint may
take up to one hour, so an interval of inconsistent risk level
between the two components is possible.

1. Mark the For Risk-Adaptive Protection users, determine action according to
the source’s risk level check box.
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Select an action plan for each risk level from the Action plan drop-down lists at
the bottom of the tab. This action applies only to specified Forcepoint
Risk-Adaptive Protection users.

.. | Manage DLP Policies > Policy Rule
Severity & Action Source Destination

Specify whether to create an incident each time the rule is matched, or to accumulate matches into a single incident.

~“ General Condition

Status

ul ® Create an incident for every matched condition
(i ©) Accumulate matches before creating an incident @)
= Determine severity and action plan according to the condition matches.
Policy When using Risk Adaptive Protection, these action plans will be applied for users that are not assigned to a risk level,
Management
Number of Matches ~ Severity  Action Plan
B Atleast1 Medium ||| | Audit Only a e
L T e T
“E [ At least: 2 2| Medium[w]| [ Audit only Ma &
ERUUIN (] Atleast: 3 2|[Medium[]| [ Audit only Ma &
o Matches are calculated as the | greatest number of || matched conditions.
General
For Risk Adaptive users, actions ing to the source's risk level:

&

Authorization

Risk level 1 Risk level 2 Risk level 3 Risk level 4 Risk level 5

Blockwwthnuthrens\'rs \ a

Action plan: | Audit Only Audit Without Forensics Audit and Notify
x
o

Deployment

3. Complete the wizard and click Finish.

Incident properties include Forcepoint Risk-Adaptive Protection action and risk level
in the Incidents list (Main > Reporting > Data Loss Prevention > Incidents). The
following screen is in View > Incident Preview Only mode:

Incidents (last 3 days)

@ Workflow - ‘ & Remediate- ‘ w@Escalate~ ‘

| ;;’Semngs‘ \new-‘&;-‘@z-‘@.‘ @ Refresh

incident: [ 131226 0] Severity: @ Medium __ Action: Blocked ()  Channel: % Endpointremovable media Tune Policy

Display: | Violation triggers[ | Forensics | Properties | _History

@ Rute:_jojo Incident Details

« ojo (Key Phrase) Severity: @ Medium
Status: New
“Action: locked [
() At least one action, of rules, byRisk Protection.
Channel: ' Endpoint removable media
Application name: EXPLORER.EXE
B Analyzed by: Policy Engine natan123-sql14
T Detected by: Endpoint Agent
Eventtime: 2018-06-14 14:20:48
Eo— Incident time: 2018.06-14 14:22:20
Assigned tor Unassigned
Incident tag: NA
Max matches: 2
Full name: Natan*
Login name: QAEXCH2010\natan_testl
Hostname: natan-EPwin10.QAEXCH2010.wbsn
Run asuser: _testl
| I ®: |

“This was not one of the event's original properties. was determined through user name resolution.
Destination
Device: ‘SanDisk SanDisk Ulira; A20038168303E787

Attachments
File name(s): E:\test.tct(22 8)
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You can view a list of Data Security users along with each user’s risk level in the User
Directory Entries page (Main > Policy Management > Resources > User Directory
Entries).

Incidents (last 3 days)

# settings & Refresh

“This page lists entries imported from your user directory. Filter the list by entering search criteria and/or selecting a new user directory path.
Clickan entry in the table to view more details.

Search for: from type: | All []/in: | all directory servers| V||| Apply. Clear | How is the search performed?

Is are searched. You can include wildcards. @

Name Type Risk Level
D new_2] Group. qaexch2010 CN=[new_2],DC=QAEXCH2010,0C=wbsn
@ [temp123] ou qaexch2010 OU=[temp123],DC=QAEXCH2010,DC=wbsn
@ [temp4] Group qgaexch2010 CN=[temp4],DC=QAEXCH2010,DC=wbsn
@ _pistribution Groups [Mailing Lists] ou qaexch2010 0U=_Distribution Groups [Mailing Lists],0U=EGYPT,0U=All EFG-HERM...
8 Rami Pringle User o qaexch2010 CN=Rami Pringle,0U=TOP,DC=QAEXCH2010,DC=wbsn
2 Gideon Wilberforce User @: qaexch2010 CN=Gideon Wilberforce,0U=TOP,DC=QAEXCH2010,DC=wbsn
8 pomenic Barringer User o qaexch2010 (CN=Domenic Barringer,0U=TOP,DC=QAEXCH2010,DC=wbsn
2 Briana Fulsom User @: qaexch2010 CN=Briana Fulsom,0U=TOP,DC=QAEXCH2010,DC=wbsn
8 skylerFay User . qaexch2010 CN=Skyler Fay,0U=TOP,DC=QAEXCH2010,0C=wbsn
2 samuel isham User @: qaexch2010 CN=Samuel Isham,0U=TOP,DC=QAEXCH2010,0C=wbsn
8 David Vesey User . qaexch2010 CN=David Vesey,0U=TOP,DC=QAEXCH2010,0C=wbsn
8 Gilbert Wayland User o qaexch2010 CN=Gilbert Wayland,0U=TOP,DC=QAEXCH2010,DC=wbsn
2 Brooke Corbin User [ B qaexch2010 CN=Brooke Corbin,0U=TOP,DC=QAEXCH2010,0C=wbsn
8 Trey Barstow User . qaexch2010 CN=Trey Barstow,0U=TOP,DC=QAEXCH2010,0C=whsn
8 Garfeld Clay User . qaexch2010 CN=Garfield Clay,0U=TOP,DC=QAEXCH2010,0C=wbsn
2 Annaliese Parsall User @: qaexch2010 CN=Annaliese Parsall,0U=TOP,DC=QAEXCH2010,DC=wbsn
8 Reece Tuttle User [ B qaexch2010 CN=Reece Tuttle,0U=TOP,DC=QAEXCH2010,0C=wbsn
User .: qaexch2010 CN=Abraham Cliff,0U=TOP,DC=QAEXCH2010,DC=wbsn
tser R - nanin ON= taime Halden OLI=TOP DC=DAFXCHI010 NC=when
this server selected appear in this list.

Choose Settings > General > User Directories to edit this setting.

Configure Forcepoint Behavioral Analytics integration
with Forcepoint DLP

Forcepoint DLP sends all its users to the Forcepoint Behavioral Analytics system,
where entities are defined and tagged for monitoring. An entity may be a data item
like a person, file, or network device. An entity attribute is data that describes the
entity, like an office location or department membership.

Only monitored entities receive a risk score. You must specify the subset of DLP users
on which you want to gather specific in-depth analytics

Note

A new entity that is designated for monitoring in
Forcepoint Behavioral Analytics may not display a risk
score until that entity generates some activities on which to
calculate the score.

The Forcepoint Behavioral Analytics Attributes Card lists all of the applied Attributes
of the specific Entity and allows administrators to create, edit, and remove Entity
Attributes. The Attributes Card is also where Entities are designated as Monitored
Entities, or as Entities that are scored. Attributes are useful for providing basic
information about an Entity, such as their office location and job title.
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There is no need to manually configure Dynamic Data Protection entities as
“Monitored Entity = True”. Forcepoint DLP automatically configures the value as
True for entities for which it is collecting event information.

Note

If Monitored Entity values are set to False within
Forcepoint Behavioral Analytics, continued integration
with Forcepoint DLP may see those values set back to
True as the Forcepoint DLP integration continues to share
information for that entity with Forcepoint Behavioral
Analytics.

Dynamic Data Protection in the Forcepoint Behavioral Analytics
User Interface

Forcepoint Behavioral Analytics produces a risk score for all monitored entities, on a
scale of 0-100, with 100 being the highest. When Dynamic Data Protection is active,
Forcepoint Behavioral Analytics also produces a risk level for each monitored entity.
The risk level is on a scale from 1 through 5, with 5 being the highest risk level.

Risk level is calculated based on a weighted average of the risk score over a window
of time. The weighting favors more recent high scores over less recent low scores.
Risk level is more likely to rise quickly and drop slowly. This increases risk level with
recent high risk scores, and reverses that rise in risk level only as the risk score stays
lower for a prolonged period of time.

Users with the Admin Role can manually adjust Risk levels for a selected timeframe
from the Risk Level tab of the Entity page. This adjustment is made based on external
information not available to the analytic platform, for instance, Human Resource
information. After the selected duration of time, the risk level returns to the value
calculated by the analytics configuration. Manual adjustments are logged and
published in real time to Forcepoint DLP for Dynamic Data Protection update, but the
adjustment is not reflected in the timelines until the next calculation period.

For detailed information about reviewing entity information in the Forcepoint
Behavioral Analytics user interface, see the Forcepoint Behavioral Analytics User
Manual.

Troubleshooting

Consider the following issues in the event that Forcepoint Risk-Adaptive Protection is
not functioning properly:

e Verify Forcepoint DLP connectivity to Forcepoint Behavioral Analytics. In the
Settings > General > Services Forcepoint Risk-Adaptive Protection tab, click
Test Connection.
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e View the Data Security module System Log for error or warning messages
regarding system operation.

e Restart the following Windows services:
m  Websense Data Security Batch Server
m  Websense Data Security Message Broker
m  Websense Data Security Manager

e New keystore files may not be imported after any of the following activities:
m Re-registering a secondary DLP server to a new management server machine
m  Backup/restore Forcepoint DLP to a new management server machine
m  Modify/repair Forcepoint DLP to a new management server machine
Workaround:
Use the following steps after the activity is completed:
1. Delete the files in the following folder:

C:\Program Files (x86) \Websense\Data
Security\EPS CAMEL\keystore

2. Copy the file cacerts.befks from the original manager to the new DLP
management server.

3. Restart the following service:
Websense DLP Endpoint Server to UEBA Connector

e You can view system health monitors to ensure that data is flowing properly
between Forcepoint DLP and Forcepoint Behavioral Analytics.

m The Forcepoint Behavioral Analytics application platform includes a
monitoring server with dashboards that indicate system health for the various
services included in Forcepoint Behavioral Analytics. View the monitoring
dashboard to determine the overall health of the server that hosts the
Forcepoint Behavioral Analytics service.

m  The Forcepoint DLP Data Security module monitors the data throughput for
Forcepoint Behavioral Analytics. View system health on the Main > Status >
System Health page for indications that traffic has halted for any reason.

©2019 Forcepoint. Forcepoint and the FORCEPOINT logo are trademarks of Forcepoint. All
other trademarks used in this document are the property of their respective owner.
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