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Chapter 1
Introducing Forcepoint F1E

®  About the Product on page 5

®  Forcepoint F1E Agent components on page 5
®  About this guide on page 6

®  Related Materials on page 6

®  About Forcepoint F1E on page 8

m  Compatibility on page 11

m  System requirements on page 13

This guide covers the full range of functionality available in the Forcepoint F1E agents.

About the Product

Forcepoint™ F1E solutions provide complete real-time protection against advanced threats and data theft for
both network and roaming users. Forcepoint advanced technologies help you discover and protect sensitive data
stored on endpoint machines and provide actionable forensic insight into potential attacks.

Forcepoint F1E Agent components

This guide covers details on the following F1E agents:

® Forcepoint Web Security Endpoint protects users from web threats on Windows and Mac endpoint
machines. Forcepoint offers three Forcepoint Web Security Endpoint options:

= Forcepoint Web Security Direct Connect Endpoint: Requires a Forcepoint Web Security v8.5.4 (or
later) on-premises solution with the Hybrid Module or Forcepoint Web Security Cloud.

® Forcepoint Web Security Proxy Connect Endpoint: Requires a Forcepoint Web Security v8.5.4 (or later)
on-premises solution with the Hybrid Module or Forcepoint Web Security Cloud.

® Remote Filtering Client: Requires Forcepoint URL Filtering v8.5.4 (or later) with the Remote Filter
module.

® Forcepoint DLP Endpoint protects organizations from data loss and data theft. It also identifies and
remediates sensitive data stored on corporate endpoint machines, including Windows and Mac laptops.
Requires Forcepoint DLP Network v8.9.x (or later) or Forcepoint Data Discovery v8.9.x (or later).

® Forcepoint Endpoint Context Agent (Forcepoint ECA) collects per-connection user and application
information about Windows endpoint machines that connect through a Forcepoint Next Generation Firewall
(Forcepoint NGFW) Engine managed by the Security Management Center (SMC). Forcepoint ECA is only
available for Windows endpoint machines. Requires Forcepoint NGFW v6.10 (or later).
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About this guide

This guide describes how to deploy Forcepoint F1E on endpoint machines across your enterprise.

Introducing Forcepoint F1E: Describes system requirements, browser and operating support, benefits, and
other information.

Obtaining or Creating the Installation Package: Describes how to obtain or create installation packages.
Deploying Forcepoint F1E in your Enterprise: Describes how to globally deploy Forcepoint F1E software and
install it on endpoint machines.

Important

While Forcepoint F1E can be deployed in an enterprise environment using MDM services such
as Jamf, Forcepoint does not document the full deployment process for third-party products in our
guides. For more information about deploying Forcepoint F1E agents using MDM, please consult
the documentation for the individual products.

Related concepts
Introducing Forcepoint F1E on page 5
Obtaining or Creating the Installation Package on page 17

Related reference
Deploying Forcepoint F1E in your Enterprise on page 43

Related Materials

Forcepoint F1E documentation

The following Forcepoint F1E documents are available on the Forcepoint Documentation site:

Release Notes for Forcepoint F1E v25.02
This document details the changes implemented in Forcepoint F1E v25.02. Also lists the resolved and known
issues in the releases.

Upgrade Guide for Forcepoint F1E Solutions

If your organization has deployed an earlier version of Forcepoint F1E, you can upgrade Forcepoint F1E to
a later version. This document covers the procedures and identifies compatibility issues if you want to install
different agents on the same endpoint machine.

End User’s Guide for Forcepoint F1E Solutions
End users can interact with the Forcepoint F1E Diagnostics Tool, view connection status, and view collected

information. If Forcepoint DLP Endpoint is installed in stealth mode, users cannot interact with the user
interface.
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Forcepoint Support site and Knowledge Base

You can get additional information and support for your product on the Forcepoint Support website at https://
support.forcepoint.com. There, you can access product document, Knowledge Base articles, downloads, cases,
and contact information.

The Knowledge Base contains many articles that provide additional information about Forcepoint products, along
with troubleshooting information. The following articles might help you as you install, deploy, and use Forcepoint
F1E:

®  Endpoint Troubleshooting Features Article

® Deploying F1E DLP Endpoints on macOS Environments via Jamf Profile 12

®m Deploying the Forcepoint DLP Endpoint Chrome Extension on Mac endpoints using Jamf

®m  Excluding Forcepoint Endpoint from Antivirus Scanning

m Replacing the Message XML in the Forcepoint Endpoint All-in-One Package Builder

m  Updating Confirmation Dialog message files in Forcepoint F1E

Management server installation documentation

Forcepoint F1E solutions rely on other Forcepoint products for server-side functions. If you have not already done
s0, you must install these products before beginning a Forcepoint F1E installation.

® [nstalling Forcepoint DLP (for Forcepoint DLP Endpoint deployment)

® [f you are installing Forcepoint DLP Endpoint, and you plan to install the Neo endpoint agent, follow the
procedures in the Forcepoint Dynamic User Protection Help.

m |nstalling Forcepoint Web Security (for hybrid Forcepoint Web Security Endpoint deployment)
Web Security installation is not required for a cloud Forcepoint Web Security Endpoint deployment.

m |nstalling Forcepoint URL Filtering (for Remote Filtering deployment)
m |nstalling Forcepoint Next Generation Firewall (for Forcepoint ECA deployment)

E Note
| 4

Forcepoint DLP and Forcepoint Web Security are installed as modules on the Forcepoint Security
Manager. For more information about the Forcepoint Security Manager, see the Forcepoint Security
Manager Help.

Forcepoint F1E configuration documentation

After Forcepoint F1E is deployed to your endpoint machines, you configure it through the server-side product.

m  Forcepoint DLP Manager Help (for Forcepoint DLP Endpoint)

m  Forcepoint Web Security Manager Help (for hybrid Forcepoint Web Security Endpoint deployment)

®  Forcepoint Cloud Security Gateway Portal Help (for cloud Forcepoint Web Security Endpoint deployment)
®  Forcepoint NGFW Online Help (for Forcepoint ECA deployment)
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About Forcepoint F1E

The Forcepoint F1E platform places all installed Forcepoint F1E agents under one icon in the notification area

of the task bar (Windows) or the status menu of the menu bar (Mac), instead of under separate icons for each

agent. The Forcepoint F1E agents share the same functionality as the older, conventional Forcepoint Endpoint
agents.

Starting with Forcepoint DLP v8.9.x, Forcepoint DLP Endpoint on the Forcepoint F1E platform is the standard
agent for Forcepoint DLP (Windows and Mac) and Forcepoint Dynamic Data Protection (Windows only).

Starting with Forcepoint Web Security v8.5.4, Forcepoint Web Security Endpoint on the Forcepoint F1E platform
is the standard agent for Forcepoint Web Security on Windows and Mac.

E

Note

Note The Remote Filtering Client has not transitioned to the Forcepoint F1E platform. You can build
conventional Remote Filtering Client installation packages through this package builder. They will
have the same build number (for example, v21.07.5133) as the installation packages created for
Forcepoint F1Es.

Do | have a Forcepoint F1E agent or a
conventional Forcepoint Endpoint agent?

To determine which type of agent you have, check the following:

m  User Interface branding: If you have a Forcepoint F1E agent installed, the package builder, Diagnostics Tool,
DLP Endpoint Ul, and system tray icon are branded as “Forcepoint F1E”.

®  Version number:

Conventional Forcepoint Endpoint: The conventional Forcepoint Endpoint agents have a two or

three digit version number consisting of a major and minor version. If your Forcepoint DLP Endpoint

or Forcepoint Web Security Endpoint agent has a v8.6 or earlier version number, it is a conventional
Forcepoint Endpoint agent. If your version of Forcepoint ECA is v1.4 or earlier, it is a conventional agent.

Forcepoint F1E: The Forcepoint F1E agents have a longer version number that consists of the year,
month, and build number. For example, v20.05.4734 is a Forcepoint F1E release created in May 2020. If
your agent has a v18 or later version number, it is a Forcepoint F1E agent.

® Task bar icon:

Conventional Forcepoint Endpoint: Each installed Forcepoint Endpoint agent is a single installed
product with its own separate icon in the notification area of the task bar (Windows) or the status menu
of the menu bar (Mac). If you have more than one Forcepoint Endpoint agent installed on an endpoint
machine, there is a separate Forcepoint icon for each agent.

Forcepoint F1E: All installed Forcepoint F1E agents are installed as a single product (Forcepoint F1E)
with different components (i.e., the agents: Forcepoint DLP Endpoint, Forcepoint Web Security Endpoint,
or Forcepoint ECA). If you have more than one Forcepoint F1E agent installed on an endpoint machine,
there is only one Forcepoint icon. When you click the icon, Forcepoint F1E opens a menu that shows the
options for all installed agents. Also, when you move the mouse over the icon, it shows “Forcepoint F1E”.

Introducing Forcepoint F1E | 8
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Forcepoint F1E package builder

The package builder is used by Enterprise IT team members to generate the Forcepoint F1E installation
packages that will be installed on Windows and Mac endpoint machines.

The Forcepoint F1E package builder supports the configuration and creation of the following Forcepoint F1E and
conventional Forcepoint Endpoint agents:
®  Forcepoint DLP Endpoint on Windows and Mac (Forcepoint F1E)
®  Forcepoint Web Security Endpoint:
®  Forcepoint Proxy Connect Endpoint on Windows and Mac (Forcepoint F1E)
®  Forcepoint Direct Connect Endpoint on Windows and Mac (Forcepoint F1E)
m  Remote Filtering Client on Windows and Mac (Conventional Forcepoint F1E)
m  Forcepoint ECA on Windows only (Forcepoint F1E)

Important

The Forcepoint DLP v8.9.x and later installation no longer contains the package builder used to
create the Forcepoint DLP Endpoint installation package. To prepare the latest Forcepoint DLP
Endpoint, you must download the latest package builder from the Forcepoint Downloads page.

E Note
| 4

When creating the installation package with Package Builder on macOS, you can disable the
installation of browser extensions. These extensions should then be deployed using our MDM
solution.

Related tasks
Deploying Chrome extension on page 94

Forcepoint Web Security Endpoint

Forcepoint Web Security Endpoint includes three endpoint agent options:

®  Forcepoint Web Security Proxy Connect Endpoint (also known as Forcepoint Proxy Connect Endpoint)
. Forcepoint Web Security Direct Connect Endpoint (also known as Forcepoint Direct Connect Endpoint)
m  Remote Filtering Client

Important

You can deploy a mix of Forcepoint Proxy Connect Endpoint, Forcepoint Direct Connect Endpoint,
and Remote Filtering Client agents within your organization. However, you can only install one agent
option on an individual endpoint machine.

Forcepoint Proxy Connect Endpoint

Forcepoint Proxy Connect Endpoint can be deployed to secure endpoint machines whose Internet activity is
managed by the hybrid or cloud service. The Forcepoint Proxy Connect Endpoint agent provides transparent

Introducing Forcepoint F1E | 9
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authentication and enforces the use of hybrid or cloud web protection policies. This software also routes Internet
requests to the hybrid or cloud service so that the appropriate policy can be applied.

®  Forcepoint Proxy Connect Endpoint redirects HTTP and HTTPS traffic to the hybrid or cloud service with an
encrypted token that identifies the user, enabling the correct policy to be applied and reporting data to be
correctly logged. No password or other security information is included.

®  For supported browsers, Forcepoint Proxy Connect Endpoint manipulates proxy settings in real time. For
example, if Forcepoint Proxy Connect Endpoint detects it is at a hotspot, but the user has not finished
registration, it removes its proxy settings until the gateway has successfully opened.

You can enable Forcepoint Proxy Connect Endpoint for some or all machines managed by the cloud or hybrid
service.

Forcepoint Direct Connect Endpoint

Forcepoint Direct Connect Endpoint routes traffic directly to the Internet and contacts a new endpoint

cloud service to determine whether to block or permit a request, perform analysis of traffic content, and/or
deliver endpoint configuration. Forcepoint Direct Connect Endpoint is available for both full cloud and hybrid
deployments.

Forcepoint Direct Connect Endpoint may be beneficial for roaming users where proxy-type connections are
problematic. This includes, for example, websites that do not work well with a proxy, areas where geographic
firewalls prohibit the use of proxies, situations where localized content is required regardless of user location, and
complex/changing network environments.

When to use Forcepoint Direct Connect Endpoint instead
of Forcepoint Proxy Connect Endpoint

The Forcepoint Direct Connect Endpoint is now available alongside the existing Forcepoint Proxy Connect
Endpoint. The Forcepoint Proxy Connect Endpoint will continue to be available and supported and remains the
default solution for securing roaming users in most situations.

The Forcepoint Direct Connect Endpoint extends roaming user protection to use cases where a proxy-based
approach can be problematic. In general, you should consider using Forcepoint Direct Connect Endpoint if the
following applies to your organization:

®  Geo-localized content: Localized content is critical; for example, your Marketing organization translates
content into many languages.

®  Unmanaged/third-party/complex networks: You have complex networks and changing network connections;
for example, you have a remote workforce traveling and operating on client sites.

®m  Geographic firewalls: A geographical firewall prevents proxy use; for example, due to a national firewall or
local network security system.

®  Frequently changing network conditions: Frequent switching between different network connections; for
example using a mix of mobile, wifi and on-prem networks.

®  Proxy unfriendly websites: You use a significant number of websites that do not work well with proxy
technology and would otherwise require proxy bypass.

= Proxy unfriendly applications: You have non-browser and/or custom applications that require bypasses due to
conflicts with proxy technology.

Forcepoint Direct Connect Endpoint and Forcepoint Proxy Connect Endpoint can both be used in the same
customer deployment. However, only one type can be installed on an individual endpoint machine.
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Important

Although Forcepoint Direct Connect Endpoint can provide improved security coverage as outlined
in the use cases above, check that the networking requirements and level of feature support are
acceptable in your intended deployment.

Remote Filtering Client

In Forcepoint URL Filtering deployments, you can add the Remote Filter module to manage Internet requests
from machines outside the network. By default, remote filtering software monitors HTTP, HTTPS, and FTP traffic.
You cannot install the Remote Filtering Client on an endpoint machine with either Forcepoint Proxy Connect
Endpoint or Forcepoint Direct Connect Endpoint installed.

Forcepoint DLP Endpoint

Forcepoint DLP Endpoint is designed for organizations concerned about data loss that originates at the endpoint
machine, whether malicious or inadvertent. For example, if you want to prevent employees from taking sensitive
data home on their laptops and printing it, posting to the web, or copy and pasting it, you would benefit from this
endpoint solution.

Forcepoint DLP Endpoint is a comprehensive, secure, and easy-to-use endpoint data loss prevention (DLP)
solution. It monitors real-time traffic and applies customized DLP policies over application and storage interfaces.
You can also apply discovery policies to endpoint machines to determine what sensitive data they hold.

You can monitor user activity inside endpoint applications, such as the cut, copy, paste, print, and screen capture
operations. You can also monitor endpoint web activities and know when users are copying data to external
drives.

Forcepoint Endpoint Context Agent

Forcepoint ECA is a client application monitoring tool. It intercepts network system calls on Windows endpoint
machines and provides user and application information to the Forcepoint NGFW. Forcepoint NGFW uses the
information from Forcepoint ECA to determine whether connections from the endpoint machines are allowed, and
to monitor end user and endpoint machine activity.

Compatibility

Forcepoint Web Security Endpoint

Forcepoint Web Security Endpoint is recommended for use with the following Forcepoint Web Security
component versions.
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Component Minimum support version Recommended version

Forcepoint Web Security v8.5.4 Latest v8.5.4 maintenance version
or later

Forcepoint URL Filtering v8.5.4 Latest v8.5.4 maintenance version

(for Remote Filtering Client) or later

Forcepoint DLP Endpoint

Forcepoint DLP Endpoint is recommended for use with the following Forcepoint DLP component versions.

Component Minimum supported version Recommended version

Forcepoint DLP Network v8.9.x Latest v8.9.x maintenance version
or later

Forcepoint Data Discovery v8.9.x Latest v8.9.x maintenance version
or later

Forcepoint Endpoint Context Agent

Forcepoint ECA is recommended for use with the following Forcepoint NGFW component versions.

Component Minimum compatible version Recommended version

Forcepoint NGFW v6.10 Latest v6.10 maintenance version
or later

Forcepoint NGFW Security v6.10 Latest v6.10 maintenance version

Management Center (SMC) or later

Endpoint compatibility in a mixed deployment

Most Forcepoint F1E agents can be installed together on the same endpoint machine. However, there are a
few scenarios where two agents cannot be installed together. The following table shows which agents can be
installed together.

DLP EP DCEP PCEP RF ECA
DLP EP 5 - 7 7
DCEP g
PCEP 4 g
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RF g

ECA 7 7

System requirements

Hardware requirements

Windows

Windows endpoint machines must meet the following minimum hardware requirements.
m At least i3 or similar (1.8 GHz or above)

® Atleast 8 GB RAM

m At least 1.5 GB free hard disk space

Mac

Mac endpoint machines must meet the following minimum hardware requirements.

® Atleast 8 GB RAM

m At least 1.5 GB free hard disk space

Operating system requirements

Endpoint machines must be running one of the operating systems listed in the Forcepoint Certified Product
Matrix.

Endpoint virtualization support

Virtual Desktop Infrastructure (VDI) (DLP and
ECA only)

Forcepoint DLP Endpoint and Forcepoint ECA can also be installed on endpoint machines running Windows in
Virtual Desktop Infrastructure (VDI) environments with limited functionality.

Forcepoint DLP Endpoint can be deployed to a shared server that hosts Citrix XenApp, Citrix XenDesktop, or
Citrix Virtual Apps desktop virtualization software. Forcepoint ECA can be deployed to a shared server that hosts
Citrix XenDesktop software. Supported versions are listed in the Certified Product Matrix.
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AWS End User Computing DaaS (DLP and
Proxy Connect Endpoint only)

Forcepoint DLP Endpoint and Forcepoint Proxy Connect Endpoint can also be installed on endpoint machines
running AWS End User Computing DaaS (Desktopas- a-Service). Supported versions are listed in the Certified
Product Matrix.

Azure Windows Virtual Desktop DaaS (DLP
only)

Forcepoint DLP Endpoint can also be installed on endpoint machines running Azure Windows Virtual Desktop
DaaS (Desktop-as-a-Service). Supported versions are listed in the Certified Product Matrix.

Browser support

Forcepoint Web Security Endpoint

For a list of web browsers that fully support the Forcepoint Web Security Endpoint agent on 64-bit operating
systems, see the Forcepoint Certified Product Matrix.

Full support means that the browser supports all installation methods, as well as both policy enforcement and
proxy manipulation. In addition to enforcing browser traffic, Forcepoint Web Security Endpoint also enforces other
Internet-enabled applications.

Forcepoint DLP Endpoint

When Forcepoint DLP analyzes data via the Endpoint HTTP/HTTPS destination, it intercepts HTTP(S) posts as
they are being uploaded within the browser. It does not monitor download requests.

Windows endpoint machines using the Forcepoint DLP Endpoint extension for Chrome, Firefox, and Edge
Chromium must be joined to your organization’s domain.

Forcepoint DLP Endpoint analyzes posts from the browsers listed on the Forcepoint Certified Product Matrix.

Forcepoint DLP Endpoint channel support

Email clients

Forcepoint DLP analyzes all email messages sent from Forcepoint DLP Endpoint users, even if they send them
to external web mail services like Yahoo.
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On Windows endpoint machines, Forcepoint DLP can analyze endpoint email generated by Microsoft Outlook
and IBM Notes. However, rules are not enforced on Notes messages if Notes is configured to send mail directly
to the Internet, rather than through the Domino server.

Forcepoint DLP supports the desktop version of Outlook 2010, 2013, and 2016, but not the Windows 8 touch
version. Forcepoint DLP supports IBM Notes versions 8.5.1, 8.5.2 FP4, 8.5.3, and 9.

On Mac endpoint machines, Forcepoint DLP can analyze email generated by Outlook 2011, Outlook 2016, and
Apple Mail.

Forcepoint DLP can detect incidents in S/IMIME encrypted messages sent from Outlook 2013 (Windows), Outlook
2016 (Windows), and Outlook 2016 (Mac).

Printer drivers

You can monitor data being sent from an endpoint machine to a local or network printer. Forcepoint DLP supports
drivers that print to a physical device, as well as those that print to file or PDF.

Application controls

You can monitor or prevent sensitive data from being cut, copied and pasted from an application like Microsoft
Word or a web browser. This is desirable, because endpoint machines are often disconnected from the corporate
network and can pose a security risk.

Forcepoint DLP can monitor cut, copy and paste operations on most browsers, such as Edge, Firefox, Safari, and
Chrome.

It can also control access to files. For example, you can monitor uploads to cloud storage clients like DropBox
and also VOIP clients like GoToMeeting.

For more information about the applications that Forcepoint DLP can monitor out of the box, see Applications
Monitored in the Endpoint Application channel for Forcepoint DLP Endpoint. You can also add custom
applications.

Supported removable media

® Removable media - You can monitor or prevent sensitive data from being transferred to removable media like
thumb drives and external hard drives.
If desired, you can configure Windows endpoint policies to encrypt files being transferred to removable media.
Encryption is not supported on Mac endpoint machines.

E Note
4

Forcepoint DLP endpoint only supports flash based removable media devices on Windows
endpoints. It does not support SCSI over USB or similar.

Forcepoint DLP Endpoint provides two methods to encrypt sensitive data that is being copied to removable
media devices. You can:

®  Encrypt with profile key: Windows only. Encrypt with a password deployed in the endpoint profile. This
option is for users on authorized machines—ones with Forcepoint DLP Endpoint installed—when they try
to decrypt files.
Select Encrypt with profile key when configuring your action plans for endpoint removable media. The
action defaults to permitted on Mac endpoint machines regardless of your action plan setting.
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= Encrypt with user password: Windows only. Encrypt with a password supplied by the Forcepoint DLP
Endpoint user. This option is for users decrypting files from machines without Forcepoint DLP Endpoint
installed. Select Encrypt with user password when configuring your action plans for endpoint removable
media. The action defaults to permitted on Mac endpoint machines regardless of your action plan setting.

See Configuring encryption for removable media in the Forcepoint DLP Administrator Help for more
information.

Forcepoint DLP Endpoint supports block and permit actions on file transfers to Windows Portable Devices
(WPD), but does not support the encryption of data transferred to a WPD from a Windows endpoint machine.

= CD/DVD writers - Forcepoint DLP monitors unencrypted data being copied to native Windows and Mac CD/
DVD burner applications. It monitors non-native Windows CD/DVD burner applications as well, but only blocks
or permits operations without performing content classification.
Non-native CD/DVD blocking applies to CD, DVD, and Blu-ray read-write devices on Windows 8, Windows
Server 2012, and Windows Server 2016 endpoint machines.

® Mobile devices - On Windows 10 (Creators Update, version 1703 and later), Forcepoint DLP can monitor
unencrypted data being copied to mobile devices through the WPD protocol. This allows you to use
application file access monitoring on software clients like Apple iTunes and Samsung Kies when needed.
Forcepoint DLP Endpoint does not support the encryption of data transferred to a WPD from a Windows
endpoint machine.

LAN control

Users commonly take their laptops home and then copy data through a LAN connection to a network drive or
share on another endpoint machine. With Forcepoint DLP, you can control LAN operations to protect your data.

Endpoint LAN control is applicable to Microsoft sharing only.

Destination channels by operating system

Endpoint destination support is shown below.

Destination Channel Windows macOS
Email __-__..' __.__..'
HTTP/HTTPS __.__..l __.__..'
Printing __.__..' __.__..'
Application control __.__..' __.__..'
Removable media __.__..' __.__..'
LAN F F

*The cut, copy, paste, file access, and download operations are not supported for cloud applications on Windows
endpoint machines when they are used through a Windows Store browser.
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Obtaining or Creating the
Installation Package

®m  Preparing for your Forcepoint Endpoint Context Agent installation on page 18

®  Downloading Forcepoint Web Security Endpoint installation packages (Cloud deployments) on page 20

®  Guidelines for creating an anti-tampering password on page 21

m  Creating installation packages from the package builder (On-premises and Hybrid deployments) on page 22

For Forcepoint Web Security Endpoint Cloud deployments, download the installation package from the Forcepoint
Cloud Security Gateway Portal. For all other onpremises and hybrid deployments, use the Forcepoint F1E package
builder to create Forcepoint F1E installation packages.

Before beginning the Forcepoint F1E installation process, you must install the Forcepoint server-side product that is
relevant to your environment: Forcepoint DLP, Forcepoint URL Filtering, Forcepoint Web Security (cloud or hybrid), or
Forcepoint Next Generation Firewall (Forcepoint NGFW).

E Note
| 4

The Forcepoint DLP v8.9.x and later installation no longer contains the package builder used to install
Forcepoint DLP Endpoint. To install the latest Forcepoint DLP Endpoint, you must download the package
builder from one of the following sections on the Forcepoint Downloads page.

® Endpoint (DLP) in Data Loss Prevention (DLP)
® Endpoint (Web) in Web Security
® Endpoint (NGFW) in Next Generation Firewall (NGFW)

This chapter covers the following topics:

Related concepts
Guidelines for creating an anti-tampering password on page 21

Creating installation packages from the package builder (On-premises and Hybrid deployments) on page
22

Related tasks
Preparing for your Forcepoint Endpoint Context Agent installation on page 18
Downloading Forcepoint Web Security Endpoint installation packages (Cloud deployments) on page 20
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Preparing for your Forcepoint Endpoint
Context Agent installation

Before you create a Forcepoint Endpoint Context Agent (Forcepoint ECA) installation package and deploy
Forcepoint ECA in your organization, you must complete the following procedures before you create the
installation package:

Steps

1) Authenticate Forcepoint ECA using client certificates

The Forcepoint NGFW Engine uses a client certificate to authenticate endpoint machines running Forcepoint
ECA. In this procedure, you must establish a certificate authority (CA) for Forcepoint ECA, create the client
certificate template, then deploy a unique client certificate to each endpoint machine. See Authenticating
Forcepoint ECA using client certificates for the full procedure.

2) Configure Forcepoint ECA settings in the Security Management Center (SMC)

In this procedure, you must configure the initial Forcepoint ECA settings in the SMC to create a configuration
file. This configuration file is added to the installation package through the package builder. See Configuring
Forcepoint Endpoint Context Agent settings in the SMC for the full procedure.

Related tasks
Authenticating Forcepoint ECA using client certificates on page 18
Configuring Forcepoint Endpoint Context Agent settings in the SMC on page 19

Authenticating Forcepoint ECA using client
certificates

Using a client certificate, the Forcepoint NGFW Engines authenticate the endpoint machines running Forcepoint
ECA. This certificate must be installed on the endpoint machine before installing Forcepoint ECA. Otherwise, the
Forcepoint ECA client cannot connect to the Forcepoint NGFW Engines.

Steps

1) In the Management Client component of the SMC, establish a CA for Forcepoint ECA in one of the following
ways:

a) Import your existing Active Directory Certificate Services (AD CS) CA certificates to the SMC, if they
have already been used to deploy client computer authentication certificates within your organization.
The deployed certificates must have the Client Authentication application policy enabled. If such
certificates have been deployed to each endpoint machine where the Forcepoint ECA software will be
deployed, skip step 2.
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2)

b) In the domain where the Forcepoint ECA clients are located, create a CA, then import the CA to the
SMC as a Trusted Certificate Authority element. For more information, see Knowledge Base article
Create a certificate authority for Forcepoint Endpoint Context Agent. Forcepoint ECA uses the customer-
provided CA to authenticate the endpoint machine and uses the SMC'’s internal CA to authenticate the
NGFW Engines.

After the CA is established, create a new certificate template in AD CS and enroll it to each endpoint
machine where Forcepoint ECA is to be installed. This certificate is required to authenticate the endpoint
machine with the Forcepoint NGFW Engines. When you create the certificate template in AD CS, you must
select the Client Authentication application policy extension.

E Note
4

Note Each endpoint machine must have a unique certificate. Only computer certificates are
supported. User certificates are not supported.

After the CA is established and each endpoint machine has a valid client certificate, continue with the
configuration steps in the next section.

Configuring Forcepoint Endpoint Context
Agent settings in the SMC

These high-level steps provide an overview of the configuration process. For detailed information about
configuring the Forcepoint ECA settings in the SMC, see the Integrating Endpoint Context Agent chapter in the
Forcepoint Next Generation Firewall Product Guide. This guide is available for download from the Forcepoint
Documentation page.

Steps

1)

2)

3)

In the Management Client component of the SMC, create a Forcepoint ECA Configuration element that uses
the newly created CA.

Enable Forcepoint ECA on the NGFW Engine, and use the newly created Forcepoint ECA Configuration
element.

Export the Forcepoint ECA configuration XML file (eca_client_yyyymmdd_hhmmss.xml) from the Engine
Editor. This configuration file is added to the installation package through the package builder (see
Forcepoint Endpoint Context Agent).

The configuration file contains the details of all the NGFW Engines that use the same ECA Configuration
element. If additional NGFW Engines are added to the configuration, the updated configuration file is
automatically sent to the endpoint machines when they connect to the NGFW Engines.

Related tasks
Forcepoint Endpoint Context Agent on page 40
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Do
En

wnloading Forcepoint Web Security
dpoint installation packages (Cloud

deployments)

E

Note

m These instructions are only valid for Forcepoint Web Security Endpoint deployments in full-
cloud environments (Forcepoint Web Security Cloud). If you plan to deploy other Forcepoint One
Endpoint agents, you must use the package builder

= |f you are running the newest operating system and browsers, you may be directed to get an
update from Forcepoint Tech Support.

Customers with a full-cloud deployment (Forcepoint Web Security Cloud) download specific Forcepoint Web
Security Endpoint installation packages from the Forcepoint Cloud Security Gateway Portal.

Steps

1)
2)

3)

4)

5)

6)

Log on to the Forcepoint Cloud Security Gateway Portal.
Go to Web > Endpoint > General.

Click Set Anti-Tampering Password. You must set an anti-tampering password to enable the package
download links. For more information about creating an anti-tampering password, see Guidelines for creating
an anti-tampering password.

Select the type of Forcepoint Web Security Endpoint you want to download: Direct Connect or Proxy
Connect. You can deploy a combination of Direct Connect and Proxy Connect Endpoint clients in your
organization. However, only one type can be installed on an individual endpoint machine.

Endpoint Client Download

Download the version of endpoint client software you want to install on end-user machines.
Endpoint type: (@) Proxy Connect (i

Direct Connect (i

Platform: | Windows 64-bit |+

Available version: &o 1.5.8.5.2826 ‘,L Release notes Supported on Windows 7, 8, 8.1, 10

Select a Platform. Forcepoint Web Security Endpoint packages are available for Windows 64-bit, and Mac
endpoint machines.

Click the Available version number to download the selected package.

See the Getting Started Guide for Forcepoint Web Security Cloud for more information about cloud
deployments of Forcepoint Web Security Endpoint.
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Related concepts
Guidelines for creating an anti-tampering password on page 21

Guidelines for creating an anti-
tampering password

Anti-tampering passwords must meet the following guidelines:

®m Contain at least one number (0-9)

®  Contain at least one letter (a-z or A-Z)

®  Be no more than 65 characters (Mac operating systems)

®  Be no more than 259 characters (Windows operating systems)

Using special characters (Mac operating
systems)

On Mac endpoint machines, you can use the following special characters within your password:
S<*2U[]~"""; () &#\S

If you include special characters in your password, you must enclose the password in single quotation marks
when you type the password into the command line prompt. Otherwise, the operating system interprets the
special character as a command and the password does not work.

= Correct: 'MyPa$$word1!"
®m Password contains special characters and is properly quoted.
= Incorrect: MyPa$$word1!
®m Password contains special characters and is not properly quoted.

When you type the password into a field on a screen (like the package builder) or web page (like the Forcepoint
Cloud Security Gateway Portal), you should not enclose the password in single quotation marks.

Using special characters (Windows operating
systems)

On Windows endpoint machines, you can use the following special characters within your password:
S<*20[]~"""; () &#\$

If you use special characters within your password, you must include the * character before the special character
when you type the password into the command line prompt. Otherwise, the operating system interprets the
special character as a command and password does not work.

m Correct: MyPA>ssword1&
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®  Special characters are prefixed by a * character.
® [ncorrect: MyP>assword1&
®  Special characters are not prefixed by a * character.

When you type the password into a field on a screen (like the package builder) or web page (like the Forcepoint
Cloud Security Gateway Portal), you should not include the * character before the special character.

Creating installation packages from
the package builder (On-premises and
Hybrid deployments)

If you are deploying one or more of the following on-premises or hybrid agents, you must use the Forcepoint F1E
package builder to create a custom installation package:

®  Forcepoint DLP Endpoint

®  Forcepoint Web Security Endpoint (hybrid)

m  Remote Filtering Client

®m  Forcepoint ECA

The Forcepoint F1E package builder is a Windows utility that can create Windows 64-bit, and Mac installation
packages. The Linux option is currently unavailable.

E Note
| 4

The packages created by the Forcepoint F1E package builder are backwards compatible with
Forcepoint Security Manager and Forcepoint Web Security v8.5.4 and later, and Forcepoint DLP
v8.9.x and later.

The Forcepoint ECA installation package is backwards compatible with Forcepoint NGFW versions
6.10 and later.

Downloading the package builder

You can download the Forcepoint F1E installation package for your endpoint.

Steps

1) Log on to the Forcepoint Downloads page.

2) Do one of the following:
® In Products select Data Loss Prevention (DLP), and in Product Options select Endpoint (DLP).
® In Products select Web Security, and in Product Options select Endpoint (Web).

® In Products select Next Generation Firewall (NGFW), and in Product Options select Endpoint
(NGFW).
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3)

4)

Select the desired package builder.
The Product Installer view opens.

Click Download.
A ZIP file named ForcepointOneEndpointPackage.zip downloads. It contains:

® The package builder utility: The Windows utility that creates Windows 64-bit and Mac installation

packages.

DLP Endpoint Classifier files: Configuration files that must be copied to a client sub-folder on the
Forcepoint DLP Manager.

B EPA64.msi: The Endpoint Classifier file for Windows 64-bit endpoint machines.
B WebsenseEPClassifier.pkg.zip: The Endpoint Classifier file for Mac endpoint machines.

Updated endpoint message templates: If you have deployed Forcepoint DLP Endpoint v19.06 or later and
do not see the new messages for the confirmation dialog box (added in v19.06) or message 10010047
(added in v20.09), you might need to replace the default message template. For more information, see
the Updating Confirmation Dialog message files in Forcepoint F1E Knowledge Base article.

If you use a custom message XML file, you need to add your custom XML file to your installation:

® You can add the custom XML file to the package builder before you create your installation packages.
For more information, see the Replacing the Message XML in the Forcepoint Endpoint All-in-One
Package Builder Knowledge Base article.

®  You can install the custom XML file on the Forcepoint DLP server. For more information, see the
“Install the new XML file” section in the Customizing Forcepoint DLP Endpoint client messages
Knowledge Base article.

Checking file integrity

Before using the Forcepoint F1E package builder, check that the file has not become corrupted or been changed.
Using a corrupted file might cause problems at any stage of the configuration process or use of the system.
Check file integrity by generating a checksum of the file and comparing it to the checksum provided by
Forcepoint:

Steps

1)

2)

3)

4)

Log on to the Forcepoint Downloads page and locate the download listing for the file you want to verify. The
checksums are listed in the Details section.

Open the folder that contains the files to be checked.
Using your preferred tool, generate a checksum of the downloaded file.

Compare the displayed output to the checksum listed on the Downloads page. They must match.

o Warning

Do not use a file that has an invalid checksum. If downloading the file again does not help,
contact Forcepoint Support to resolve the issue.
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Creating the installation package from the
package builder

Steps

1) (optional) If you are creating an installation package for either Forcepoint ECA or Forcepoint DLP Endpoint,
complete the following preparation steps first.

If you are not creating a Forcepoint ECA or Forcepoint DLP Endpoint package, skip to step 2.

a) Forcepoint ECA

Configure Forcepoint ECA in the SMC as described in Preparing for your Forcepoint Endpoint Context
Agent installation.

b) Forcepoint DLP Endpoint

®  Make sure you have a v8.9.x or later management server installed and functioning. You must be
logged on to the Forcepoint DLP server machine with a Service Account before you run the package
builder. Otherwise, incorrect communication keys are created and Forcepoint DLP Endpoint cannot
connect to the Forcepoint DLP server.

®  Copy the Endpoint Classifier file from the downloaded ZIP file to the folders specified below:

®  Windows 64-bit: Copy the EPA64.msi file into the C:\Program Files(x86)\Websense\Data
Security\client folder.

® Mac: Copy the WebsenseEPClassifier.pkg.zip file into the C:\Program Files (x86)\Websense
\Data Security\client\OS X folder. If this folder does not exist, create it. You do not need to
unzip this file. It is automatically unzipped by the package builder when it creates the new Mac
installation package.

Important

Due to a compatibility issue with older Windows Endpoint Classifier files, you must
use the Windows Endpoint Classifier files provided in this ZIP file when you build a
Windows Forcepoint DLP Endpoint installation package using this package builder.

If you use older Windows Endpoint Classifier files, the package builder shows an
error message and does not build the installation package.

2) Launch the Forcepoint F1E package builder:
a) Open the ForcepointOneEndpointPackage.zip file.

b) Double-click the WebsenseEndpointPackageBuilder.exe file.
The Forcepoint F1E package builder utility extracts the required files and launches.
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3)

4)

5)

On the Select Forcepoint One Endpoint Components screen, select one or more of the following:

Forcepoint Web Security Endpoint (requires Forcepoint Web Security). If you select Forcepoint Web
Security Endpoint here, you must select an option in step 4 below.

Forcepoint DLP Endpoint (requires Forcepoint DLP)
Forcepoint Endpoint Context Agent (requires Forcepoint NGFW)

Select Forcepoint One Endpoint Compo_he'nis ITFORGEPOINT

Selec! one or more endpoint components.
[¥ Fercepaint Web Security Endpoint

(* Direct Cannect Endpaint
Routes frafic diact fo the infemeat

™ Progy Conmect Endpaint
Houtes frafic fvough e Mpbrid or clowud sendce

(" Remate Filtering Client [Corvertional Dnly)
Datacts wihan cliant maciines feave Ma natwork. Communicatas wift a Semore Filtaring 5arver o resaond to
Internef requests

(" CASE Endpaint
[~ Fercepoint DLP Endpairt
[~ Fercepoint Endpaint Contest &gent

Selec! a language for the endpoint components.
LangLage: Englizh j

Help < Back | Next = | Cancel |

If you selected Forcepoint Web Security Endpoint, also select one of the following:

Direct Connect Endpoint: Choose this option to create a Forcepoint Web Security Direct Connect
Endpoint installation package for a full cloud deployment (requires Forcepoint Web Security Cloud) or a
hybrid cloud/onpremises deployment (requires the Forcepoint Web Security Hybrid Module).

Direct Connect Endpoint and Forcepoint ECA cannot be installed together. If you selected Forcepoint
Endpoint Context Agent above, you cannot select Direct Connect Endpoint here.

Proxy Connect Endpoint: Choose this option to create a Forcepoint Web Security Proxy Connect
Endpoint installation package for a full cloud deployment (requires Forcepoint Web Security Cloud) or a
hybrid cloud/onpremises deployment (requires the Forcepoint Web Security Hybrid Module).

Remote Filtering Client: Choose this option to provide remote filtering of endpoint machines (requires
Forcepoint URL Filtering).

Select a language for the client components, then click Next.

In the Forcepoint Security Manager, you can change the language used for displaying messages to
Forcepoint DLP Endpoint users, but the language displayed in the user interface (such as buttons, captions,
and fields) can only be set during packaging.
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6) On the Installation Platform and Security screen, do the following:

Forcepoint™ One Endpoint Package Builder - x

Installation Platform and Security [Y FORCEPOINT
Select one of Mok 0peratng Hstems. An nstalation packege wil be cested for sbch selected coeratng
system
[T Windows ARM
[T Windows 6402
-
™ Mac

Create the password administrators enter to modify or uninstal the endpoirt chent . Passwords that you corfigure in the
Forcepoint Security Manager ovenide what you enter here.

Password [

Confim password [

[T Show characters
W Protect installation drectorny from modiication or deletion

W Collect telemetry data

Haln « Back Mg > Cancsl

a) Select the operating systems (OS) on which Forcepoint F1E will be installed.

E Note
4

You can select Windows ARM only when creating a stand-alone Forcepoint DLP Endpoint
package. If you try to install a Windows ARM package on a Windows 64-bit OS, or a
Windows 64-bit package on a Windows ARM OS, an error message appears stating that
the installation package cannot be run on the system.

® If you are creating a stand-alone Forcepoint Web Security Endpoint package, or a mixed Forcepoint

Web Security Endpoint and Forcepoint DLP Endpoint package, you can select Windows 64-bit or
Mac.

m If you are creating a stand-alone Forcepoint ECA package, you can only select Windows 64-bit.

E Note
|4

The Linux option is unavailable for this release.
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b)

c)

d)

e)

Create the administrator password to be used to uninstall or modify Forcepoint F1E agents. If no
password is specified, users with admin privileges can uninstall the Forcepoint F1E software from the
endpoint machines.

You can click Show characters to display the password characters while you type.
For more information about creating an anti-tampering password, see Guidelines for creating an anti-
tampering password.

For security purposes, anyone who tries to modify or uninstall Forcepoint DLP Endpoint or Forcepoint
Web Security Endpoint software is prompted for a password. Standalone Forcepoint ECA installations
are not affected by this password.

When Forcepoint F1E contacts the management server, this password is overwritten with the password
specified by an administrator on the server. Set this password in one of the following locations:

®m  Forcepoint DLP Endpoint: In the Data Security module of Forcepoint Security Manager, go to
Settings > General > System > Endpoint, then on the General tab, select Enable endpoint
administrator password and enter and confirm a password.

®m  Forcepoint Web Security Endpoint (Hybrid module): In the Web Security module of Forcepoint
Security Manager, go to Settings > Hybrid Configuration > Hybrid User Identification, then enter
and confirm a password.

m  Forcepoint Web Security Endpoint (Cloud module): In the Forcepoint Cloud Security Gateway Portal,
go to Web > Endpoint > Deployment Settings > Set Anti-Tampering Password, then enter and
confirm a password.

Note that password hashes are stored in an encrypted file. The system does not store passwords in
plain text.

E Note
4

Customers requiring FIPS compliance can set the antitampering password during the
Forcepoint DLP Endpoint installation only (Windows and Mac). The anti-tampering
password cannot be set on the Forcepoint DLP server. Customers who do not require FIPS
compliance are not impacted by this change.

To enable anti-tampering, click Protect installation directory from modification or deletion. This
prevents users from deleting or modifying the folder where Forcepoint F1E is installed.

E Note
4

Forcepoint recommends that all Forcepoint Web Security Direct Connect Endpoint
installation packages enable antitampering on this screen. If anti-tampering is not enabled,
some diagnostics tests do not work correctly in the Diagnostics Tool.

To enable the collection of telemetry data, click Collect telemetry data. When you enable this option,
Forcepoint F1E collects data about the Forcepoint One Endpoint installation (such as status) and the
endpoint machine (such as OS, memory, and CPU information), then sends the data back to Forcepoint
for analysis.

Important

Starting in Forcepoint F1E v20.12, the Collect telemetry data option is enabled by default.

When you are finished, click Next.
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7) On the Installation Path and Firefox Settings screen, do the following:

Forcepoint™ One Endpoint Package Builder - X
Installation Path, Firefox, and Active P FFORCEPOINT
Directory Settings A~

On Mac 05 X machines, endpoint client software is installed in the /Applications directary.
For Windows machines, specify where to install endpoint client software:

% |se default location (%ProgramFiles\Websenss \WWebsense Endpaint)

" Use this location: |

[ Use custom Firefox preference files

Preference file name js file): |

This filz should be located in %ProgramFiles % \Mozilla Firefox\defautts pref.

Corffig file name({ cig file): |
This file should be located in %ProgramFiles % \Mozilla Firefooc.
[~ Specify default Active Directory domain name (Mac Endpairt only)
Default domain: |

[ Disable Chrome Extension {Mac Endpoint only)
[~ Disable Firefox Extension (Mac Endpoirt only)

Help < Back Mend = Cancel |

a) Specify the folder where the Forcepoint F1E software will be installed on each Windows endpoint
machine. The folder path must contain only English characters.

m Use default location: The Forcepoint F1E software is installed in the default folder: \Program Files
\Websense\Websense Endpoint (Windows).

m  Use this location: Manually type the installation path for the Forcepoint F1E software. Environment
variables are supported.

If you are creating a Mac only installation package, this screen is not shown. On Mac endpoint
machines, the Forcepoint F1E software is automatically installed in the /Applications folder.

b) If you use custom Firefox preference files within your organization, select Use custom Firefox
preference files.

In the Preference file name field, type the name of the custom preference file (e.g., autoconfig.js). This
file should be located in C:\Program Files\Mozilla Firefox\defaults\pref\. If the custom file is not in this
folder, Forcepoint F1E cannot use it.

In the Config file name field, type the name of the custom configuration file(e.g., mozilla.cfg). This file
should be located in C:\Program Files\Mozilla Firefox\. If the custom file is not in this folder, Forcepoint
F1E cannot use it.

E Note
4

If you use custom Firefox preference files and do not add them here, the Forcepoint F1E
installation process overwrites your custom files.
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c) Only for users with Mac Endpoint machines:

i) Specify the default domain name of the Active Directory that the Endpoint should use when no
Active Directory information is available

i) Select this option if you do not want the installer to add the extensions for these browsers.

d) Click Next.
At this point in the installation, the next screen shown depends on the options selected on the Select
Forcepoint One Endpoint Components screen. For example, if you selected Forcepoint DLP
Endpoint, the next screen is the Server Connection screen.
Follow the instructions for the individual endpoint components below, then continue with Global Settings.

Related concepts
Guidelines for creating an anti-tampering password on page 21

Related tasks

Preparing for your Forcepoint Endpoint Context Agent installation on page 18
Forcepoint DLP Endpoint on page 29

Forcepoint Web Security Direct Connect Endpoint on page 33

Forcepoint Web Security Proxy Connect Endpoint on page 35

Remote Filtering Client on page 37

Forcepoint Endpoint Context Agent on page 40

Forcepoint DLP Endpoint

If you had selected Forcepoint DLP Endpoint on the Select Forcepoint One Endpoint Components screen,
the DLP Server Connection screen is displayed after the Installation Path and Firefox Settings screen:

kaae Builde alks =

Forcepoint One Endpoint: DLP Server Connecilon FFORCEPOINT

u

Specify the Forcepoint DLP server that will provide initial policy and profile ssttings.

IF address or hostname:  [10.34.200.133

[ Receive automatic software updates. (Windows endpoints only)

Specify the URL of the server you wil use to stage endpoint updates.

URL:
Example: http://autoupdate server.com

How often should endpoint clients check for updates? | 120 minute intervals

Help < Back Next = Cancel
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Steps

1)

2)

3)

In IP address or hostname, provide the IP address or hostname of the Forcepoint DLP server that endpoint
machines should use to retrieve initial profile and policy information.

When configured, endpoint machines retrieve policy and profile updates from the endpoint server defined in
their profiles.

E

Note

When configuring the Endpoint Profile in the Forcepoint Security Manager (Data > Settings
> Deployment > Endpoint Profiles ), you can change the primary server and configure
additional servers for load balancing and/or failover. See Adding an endpoint profile, Servers
tab for details.

To automate software updates for Forcepoint DLP Endpoint, do the following:

a)

b)

d)

Prepare a server with the latest updates on it (see “Automatic updates for Forcepoint F1E (Forcepoint
DLP Endpoint)” for details).

Select Receive automatic software updates.

The Receive automatic software updates option is for Windows endpoint machines only. When a

new version of Forcepoint DLP Endpoint is released, you can upgrade the software on each endpoint
machine (manually or via GPO or SMS), or you can configure automatic updates on this screen.

You cannot use the auto-update feature in the Web Security module of the Forcepoint Security Manager
to automate updates for combined web and DLP endpoints.

Specify the URL of the server you created. The URL must be HTTP (i.e., http://). It cannot be secure
HTTP (i.e., https://).

Indicate how often you want endpoint machines to check for updates.

Click Next to view the DLP Client Settings screen:

Forcepoint One Endpoint: DLP Client Settings ITFORCEPOINT

Select a user intertace mode.
* |nteractive
" Stealth

Select an installation mode.
* Full

(" Discovery only (Mot supported for Mac operating systems)

Help < Back Mext > Cancel
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4) Select the fields.

5) Click Next.

® [f you are only creating a Forcepoint DLP Endpoint package, the Save Installation Package screen
appears next. Continue with Global settings.

® [f you are creating a package with another agent, continue with the relevant section.

Related tasks
Global settings on page 42
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DLP Client Setting fields
s |

User interface mode Select from the following 2 options:

1) Interactive: A user interface is displayed on all
endpoint machines. Users know when files have
been contained and have the option to save them
to an authorized location.

2) Stealth: The Forcepoint DLP Endpoint user
interface is not displayed to the user. In this mode,
users do not know that Forcepoint DLP Endpoint
is operating on their machine. The following
features are affected in this mode:

)

The Forcepoint DLP Endpoint icon does
not display in the task bar. Users could see the
Forcepoint DLP Endpoint installation if they
check the Windows Control Panel.

m  Users cannot view the client user interface.
As a result,they do not have access to the
connection status, the Contained Files
viewer, the Log Viewer, or the bypass option.
(Experienced users can see contained folders
and files in the installation path.)

m  Users do not receive pop-up messages.

= Although administrators can choose Confirm
and Encrypt with user password in the Data
Security manager as part of an action plan for
the endpoint machine, these are not possible
enforcement actions. When these options are
selected, operations that violate policy are
blocked. The Encrypt with profile key action
still takes place, however.

® When a user attempts to access a blocked
page, a 404 error message displays rather
than a block page.

Because users do not see any notifications, stealth
mode is best reserved for discovery tasks and audit-
only policies.

Note that you must reinstall the endpoint machine and
deploy a new profile to switch user interface modes.
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Installation Mode Applies to Windows only. Select from the following 2
options:

1) Full: Installs Forcepoint DLP Endpoint with full
policy monitoring and blocking capabilities upon
a policy breach. All incidents are reported in
the Forcepoint Security Manager. Full Mode
installation requires a restart of the endpoint
machine.

2) Discovery Only: Configures Forcepoint DLP
Endpoint to run discovery analysis but not data
loss prevention. Discovery Only installation does
not require a restart.

Forcepoint Web Security Direct Connect
Endpoint

If you had selected Direct Connect Endpoint on the Select Forcepoint One Endpoint Components screen,
the Account Identification screen is displayed after the Installation Path and Firefox Settings screen:

_ o

v

Forcepoint Web Security Endpoint Dlreci Cnnneci IT
Account Identification s FORCEPOINT

Specify the WSCONTEXT value found cn the Settings > Hybrid Configuration = Hybrid User ldentification page in the
Web module of the the Forcepoint Security Manager. This is used tao identify your account to the Hybrid service.

WSCONTEXT value:

Help < Back Next > Cancel

Steps

1) In WSCONTEXT value, specify the value for your organization’s WSCONTEXT value.

The WSCONTEXT value is displayed in the GPO script command string on the Settings > Hybrid
Configuration > Hybrid User Identification page in the Web Security module of the Forcepoint Security
Manager, or the GPO code string under Deployment Settings on the Web > Endpoint > General

page in the Forcepoint Cloud Security Gateway Portal. See Forcepoint Web Security Endpoint packages
downloaded from the Forcepoint Cloud Security Gateway Portal (Cloud deployments) for more information.
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2) Click Next to view the Local Block Pages screen:

Forcepoint Web Security Endpoint Dlrect Canneci ITFORCEPOINT
Local Block Pages —

Enter the description to display on the bottom of your local block pages. (Makimum 500 characters)

JFor more information, see your organization’s Intemet Acceptable Use policy.

Replace the default Forcepoint logo with the selected image file.

‘ Browse...

HMust be “png. “jpeg. or “jpg no lagerihan 150 pixels wide and 50 pixels high.

Preview Preview the local block page.

Preview Preview the Certificate Emor notification page.

Help < Back J Mext > J Cancel J

On the Local Block Pages screen, you can change the description and logo shown at the bottom of the
local block pages. Forcepoint Web Security Direct Connect Endpoint uses local block pages when it is in
Fallback mode and cannot connect to endpoint services. These pages are only shown when in Fallback

mode. If Forcepoint Web Security Direct Connect Endpoint is connected to endpoint services, the default
block page is shown.

a) Click the first Preview button to view the local block page with the changes you made at the top of the
screen.

b) Click the second Preview button to view the Certificate Error notification page with the changes you
made at the top of the screen. The Certificate Error notification page is displayed if you attempt to load a
website with an invalid security certificate.

3) Click Next.

® [f you are only creating a Forcepoint Direct Connect Endpoint package, the Save Installation Package
screen appears next. Continue with Global settings.

® [f you are creating a package with another agent, continue with the relevant section.

Related concepts

Forcepoint Web Security Endpoint packages downloaded from the Forcepoint Cloud Security Gateway Portal
(Cloud deployments) on page 47

Related tasks
Global settings on page 42
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Forcepoint Web Security Proxy Connect
Endpoint

You can configure the proxy settings while creating the Forcepoint Proxy Connect installation package.

If you had selected Proxy Connect Endpoint on the Select Forcepoint One Endpoint Components screen,
the Forcepoint Web Security Endpoint Proxy Connect Proxy Settings screen is displayed after the
Installation Path and Firefox Settings screen:

kane Builde — oY

o

Forcepoint Web Security Endpoint Proxy Cn"ﬂec' ') FORCEPOINT
Proxy Settings B &

Enterthe URL of the PAC file used to cemmunicate with the Forcepoint hybrid or cloud service.

Find the URL for your deployment under Web > General in the Forcepoint Securty Portal or Settings > Hybrid
Configuration > User Access in the Webtab of the Forcepaint Security Manager.

PAC file URL: |http://webdefence glokal blackspider.com:8082/proxy pac

[~ Allow users to disable endpoints

Help < Back Mext > Cancel
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Steps

1)

2)

3)

4)

In the PAC file URL field, specify the URL for your organization’s PAC file. Replace the default URL with the
customized URL for your deployment.

® Hybrid deployments

For hybrid deployments, the URL can be found on the Settings > HybridConfiguration > User Access
page in the Web Security module of the Forcepoint Security Manager.

Proxy Auto-Configuration (PAC) File

Configure browsers on client machines to use one of the following URLS to retrieve hybrid proxy
configuration details. By default, PAC file communication uses port 8082. If port 8082 is closed, use
the alternate PAC file URL.

Default (port 8082):
htep://pac.hybrid-web.global.blackspider.com:8082/proxy.pac?p=8hshxmagf

Alternate (port 80):
http://pac.hybrid-web.global.blackspider.com/proxy.pac?p=8h&hxmgf

Select the URL appropriate for your environment (either port 8082 or port 80). For example: Default
(port 8082): http://pac.hybridweb. global.blackspider.com:8082/proxy.pac?p=8h6hxmgf Alternate
(port 80): http://pac.hybridweb. global.blackspider.com/proxy.pac?p=8h6hxmgf

In this example, 8h6hxmgf is a unique identifier for an organization. Your identifier is different and defines
your organization.

Note the difference between the sub-domains of the default PAC file URL and the sample customized
URL. The “hybrid-web” sub-domain is used for on-premises Forcepoint Web Security deployments that
use Forcepoint Web Security Endpoint.

= Full cloud deployments

For full cloud deployments, the “webdefence” sub-domain is used. For example, a policy-specific PAC file
URL looks something like this:

Default (port 8082): http:// webdefence.global.blackspider.com:8082/ proxy.pac?p=8h6hxmgf
Alternate (port 80): http:// webdefence.global.blackspider.com/proxy.pac?p=8h6hxmgf

In this example, 8h6hxmgf is a unique identifier for an organization. Your identifier is different and defines
your organization.

You can find policy-specific URLs for your cloud deployment on the General tab of a policy in the
Forcepoint Cloud Security Gateway Portal. If you would rather use an account-level PAC file, go to the
Web > General page to find the PAC file URL.

Select Allow users to disable endpoints, if you want to allow users to disable the Forcepoint Web Security
Proxy Connect Endpoint web protection on their own endpoint machines.

For example, selecting this option allows users to modify local proxy settings, which can potentially bypass
the protections provided by the Forcepoint Web Security Proxy Connect Endpoint software.

Click Next.

® [f you are only creating a Forcepoint Proxy Connect Endpoint package, the Save Installation Package
screen appears next. Continue with Global settings.

® [f you are creating a package with another agent, continue with the relevant section.

If you had selected Proxy Connect Endpoint or Proxy Connect Endpoint with Forcepoint DLP Endpoint for
your MAC installer package, do the following:

a) Unzip the MAC installer package.
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b)

Edit endpoint.config to add wscontext.

The WSCONTEXT value is displayed in the GPO script command string on the Settings > Hybrid
Configuration > Hybrid User Identification page in the Web Security module of the Forcepoint
Security Manager, or the GPO code string under Deployment Settings on the Web > Endpoint >
General page in the Forcepoint Cloud Security Gateway Portal. See Forcepoint Web Security Endpoint
packages downloaded from the Forcepoint Cloud Security Gateway Portal (Cloud deployments) for
more information.

I
“products": {
"esg"s {
"enabled": true,
"wscontext": "4 - ",

:'praﬂucts": {
"ot
“enabled": true,

“enforced_policy": "PC*,

“default_pac_url": * - i
piaxTars"
}

v
“glp: {

“enforced_palicy": "PC",

"default_pac_url": " - -
| p=22xx737"
1 i

When deploying the F1E package, you can double-click WebsenseEndpoint.pkg, and start the
installation.

Related concepts

Forcepoint Web Security Endpoint packages downloaded from the Forcepoint Cloud Security Gateway Portal
(Cloud deployments) on page 47

Related tasks
Global settings on page 42

Remote Filtering Client

Steps
1)

Prepare Remote Filtering Server components as described here.
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2) If you selected Remote Filtering Client on the Select Forcepoint One Endpoint Components screen,
the Internal Connections screen is shown after the Installation Path and Firefox Settings screen:

Remote Filtering: Internal Connections ; ITFORCEPOINT

Specily the intemal IP address or hostname and port of each Remote Filtering Server in your deployment.

Remote Fittering Client uses this information to detemine whether or not #t isinside the network .

Intemal Connection Details

|P address or hostname: .

Port: |

!

Help < Back | Mext » | Cancel |

3) On the Internal Connections screen, enter the internal IP address or hostname and internal Port of each
Remote Filtering Server to which this client will connect. Use the > button to move the information to the
selected list.

Remote Filtering Client sends its heartbeat to these IP addresses and ports to determine whether or not
it is inside the network. If you have multiple Remote Filtering Server instances, Remote Filtering Client
rotates through the list in order until a functioning server is located.

Remote Filtering Server has a 2-minute inactivity timeout period. If the client connects, and then does not
send an Internet request in the timeout period, the server drops the connection. When the next request is
made, Remote Filtering Client goes through its list to connect again. This protects server performance by
reducing the number of unused connections that might otherwise accumulate.

4) When you are finished, click Next to show the External Connections screen.
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5) On the External Connections screen, enter the external IP address or hostname and internal Port of
each Remote Filtering Server. Use the > button to move the information to the selected list. Indicate
whether or not to Log user Internet activity seen by Remote Filtering Client instances installed using this
customized installation package.

Remote Filtering: External Connections o FFORCEPOINT

Specily the extemal IP address or hostnzme and port of each Remote Fiterng Server in your deployment.

Remole Fitering Client uses this information to forward requests to Remote Filkering Server when it is
outside the network.

Extemal Connection Details

IP address or hostname: .

Port: |

[W Log user Intemet activity

Help < Back Mext > Cancel

6) Click Next to show the Trusted Sites screen.

Remote Filtering: Trusted Sites =4 ITFORCEPOINT

List any sites that Remote Fitering Client users should be able to access directly, without being fitered or logged.

You can use a maximum of 4 regular expressions to define these trusted sites.
Example: http://. " forcepoint’..com

Add

Help < Back J Next = I Cancel J

7) Use the Trusted Sites list to enter up to 4 URLs, IP addresses, or regular expressions for sites that
Remote Filtering Client users can access directly, without being filtered or logged. Click Add to enter a
URL, IP address, or regular expression.
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8) Click Next to show the Client Settings screen.

Remote Filtering: Client Settings ITFORCEPOINT

Corfigurs blocking behavier and server authertication for Remets Fikering Clisnt.
¥ Matify users when HTTPS or FTP trafic is blocked.
Hide HTTPS or FTF block mezsage after: I_F:LF_‘ seconds
(0-60)

Enterthe pass phrase created during Remote Fittering Server installation. Al Remote Fitering Servers must have
the same pass phrasze.

Pass phrase: ‘

Confinn pass phrase; |

[~ Show characters

Help < Back | Mext > I Cancel I

9) Indicate whether or not to Notify users when HTTPS or FTP traffic is blocked, then, if notifications are
enabled, specify how long (in seconds) the message is shown.

Enter and confirm the Pass phrase used for communication with the Remote Filtering Server. This must
match the pass phrase created when the Remote Filtering Server was installed.

10)  Click Next.

® |f you are only creating a Remote Filtering Client package, the Save Installation Package screen
appears next. Continue with Global settings.

® [f you are creating a package with another agent, continue with the relevant section.

Related tasks
Global settings on page 42

Forcepoint Endpoint Context Agent

If you had selected Forcepoint Endpoint Context Agent on the Select Forcepoint One Endpoint
Components screen, the Profile Path screen is displayed after the Installation Path and Firefox Settings
screen:
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Forcepoint Endpoint Context Agent: Pr[_)'ﬂle-'Péth ITFORCEPOINT

Specily the location of Endpoint Context Agent profile

Profile location: Browse...

Help < Back Mext » Cancel

Steps

1) Enter the location where you saved the Forcepoint ECA configuration file (XML file). Either manually enter
the folder path to the file or click Browse to find the location.

The package builder can accept a configuration file with any filename, not just the
eca_client_yyyymmdd_hhmmss.xml filename. The configuration file is automatically renamed to eca.conf by
the package builder when it creates the installation package.

For more information about creating the configuration file, see Preparing for your Forcepoint Endpoint
Context Agent installation.

2) Click Next.

® If you are only creating a Forcepoint ECA package, the Save Installation Package screen appears next.
Continue with Global settings.

® [f you are creating a package with another agent, continue with the relevant section below.

Related tasks
Global settings on page 42
Preparing for your Forcepoint Endpoint Context Agent installation on page 18
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Global settings

Steps

1)  When you are done configuring your individual Forcepoint F1E agent selections, the Save Installation
Package screen is shown. Enter a folder path where the installation package is saved to the local machine.

iy

Save Installation Package t g ~ ITFORCEPOINT

Specify where to save the installation package.

Save location: Browse_

[~ Make installation package as a ZIP file

Help < Back J Finish J Cancel

Either manually enter a path or click Browse to find the location.

2) Click Finish.
If the package is created successfully, a system message is shown.
If the creation of the package fails, an error message is shown. If this happens, contact Forcepoint Support
for assistance.

3) Click OK.
The packages are created in the designated path configured on the Save Installation Package screen.
Refer to Deploying Forcepoint F1E in your Enterprise for instructions about distributing the package to the
endpoint machines.

Related reference
Deploying Forcepoint F1E in your Enterprise on page 43
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Chapter 3
Deploying Forcepoint F1E in your
Enterprise

Before you begin on page 43

Windows Installation on page 45

macOS Installation on page 53

Restarting an endpoint machine after an install or uninstall on page 102

Deploying Forcepoint F1E agents and the Neo agent on an endpoint machine on page 103
Configuring and managing Forcepoint F1E agents on page 103

This chapter describes how to deploy Forcepoint F1E software on endpoint machines.
It covers the following topics:

Related concepts

Before you begin on page 43

Windows Installation on page 45

macOS Installation on page 53

Deploying Forcepoint F1E agents and the Neo agent on an endpoint machine on page 103
Configuring and managing Forcepoint F1E agents on page 103

Related information
Uninstalling Forcepoint F1E software

Before you begin

®  For best practice, start by deploying and testing Forcepoint F1E software on a few local network machines,
then increase to a limited number of remote machines before deploying the software throughout your
enterprise.

®  Check that your endpoint machines meet the minimum system requirements.

m  Verify that you have administrator access rights on the endpoint machine. Forcepoint F1E installation requires
local administrator rights.

m  Exclude the Forcepoint F1E directories from any antivirus software deployed to the endpoint machines. For a
full list, see Excluding Forcepoint files from antivirus scans.

= Ensure the Forcepoint F1E installation path is not encrypted by file and folder encryption software. All folders
and files within the installation path must be left unencrypted.
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Forcepoint F1E can be installed on an endpoint machine after the disk has been encrypted using full disk
encryption.

If you are deploying Forcepoint DLP endpoint, disable the auto-update feature in the Web Security module of
the Forcepoint Security Manager.

For hybrid web deployments, ensure that your user accounts are synchronized with the hybrid service. To
verify, log on to the Web Security module of the Forcepoint Security Manager, and select Main > Status >
Hybrid Service. It is okay if you have not yet used the hybrid service.

| Sync Service Communication Results ’ﬂ]

Sync Service location: 10.212.5.212

Communication Type Date and Time

Mast recent communication by Sync Service 2013-00-20 12:53:32
Directory information sent by Sync Sendce o 2013-09-19 16:27:00
Reporong informaton received by Sync Service " 2013-09-20 12:52:41
Reporting information sent to Log Server o 2013-00-20 12:53:32
Policy Information sent by Sync Service o 2013-09-19 16:00:51
Account information sent by Sync Service o 2013-09-19 15:58:01
Refresh

For Forcepoint Endpoint Context Agent(ECA) deployments, ensure that there are no network address

translation (NAT) devices between the Forcepoint Next Generation Firewall (Forcepoint NGFW) Engine and
the endpoint machine.

Related concepts
System requirements on page 13

Disabling automatic updates for Forcepoint
Web Security Endpoint

Steps

1)

2)

3)

4)

Log on to the Web Security module of Forcepoint Security Manager, and go to Settings > Hybrid
Configuration > Hybrid User Identification.

Clear Enable installation and update of Web Endpoint on client machines.
Clear Automatically update endpoint installations when a new version is released.

Click OK to cache your changes. Changes are not implemented until you click Save All.

E Note
4

At the completion of any update, you must restart the Forcepoint F1E software for the updates
to take effect.
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Adding a custom DCUserConfig.xml file to
a Forcepoint Web Security Direct Connect
Endpoint installation package

If you have a custom DCUserConfig.xml file that you want to use instead of the default file provided with the
installation package, complete the following steps before you deploy the installation package.

Steps
1) Create the installation package through the package builder.
2) Open the command line, and run the following command to unpack the installation package:
All-in-One.exe -fromexe <full pathname_to_package>
where <full_pathname_to_package> is the full path and filename of the installation package executable file.
For example, if the FORCEPOINT-ONE-ENDPOINT-x64.exe file is located in C:\Test, the full command would be:
All-in-One.exe -fromexe C:\Test\FORCEPOINT-ONE-ENDPOINTx64. exe
The unpacked installation package is now visible in the folder created in step 2 (in this example: C:\Test
\FORCEPOINT-ONE-ENDPOINT-x64 ).
3) Copy your DCUserConfig.xml file into this folder.
4) Run the following command from the command line to repack the installation package:
All-in-One.exe -toexe <full pathname_to_package>
5) Deploy the updated installation package.

Related concepts
Windows Installation on page 45

Windows Installation

You can install Forcepoint F1E agents on Windows endpoints.

Important

After deploying Forcepoint DLP Endpoint, you must restart the Forcepoint F1E software to complete
the installation process.

There are a few ways to distribute the Forcepoint F1E software on Windows endpoint machines:

m  Deploy Forcepoint F1E manually on each endpoint machine.
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® Deploy Forcepoint DLP Endpoint to a shared server that hosts Citrix XenApp, Citrix XenDesktop, or Citrix
Virtual Apps desktop virtualization software, or deploy Forcepoint ECA to a shared server that hosts Citrix
XenDesktop software. This deployment method is similar to the manual deployment, but you deploy the
installation package to a network server instead of each endpoint machine.
Supported Citrix versions are listed in the Certified Product Matrix.

For more information about specific installation and configuration instructions for Forcepoint DLP endpoint,
see Deploying Forcepoint DLP Endpoint on Citrix XenApp, XenDesktop, and Virtual Apps clients.

For more information about deploying software to a Citrix virtual environment, see the Citrix documentation.

® Deploy Forcepoint Endpoint Context Agent (ECA) to a limited set of endpoint machines using the ECA
Evaluation deployment option. Forcepoint NGFW 7.0 or later is required to use the ECA Evaluation feature.
For more information, see Knowledge Base article 16193.

m Deploy Forcepoint F1E using a third-party deployment tool for Windows. Forcepoint F1E can be remotely
deployed using your preferred deployment server or distribution system, as long as it accepts an Executable
(.exe) or ZIP (.zip) file as the input and can run the installation command remotely.

Important

If you deploy Forcepoint F1E using GPO, do not restrict access to the command prompt. The
Disable the command prompt script processing also? option should be set to No.

Related information
Manual Install on a Windows endpoint machine on page 46

Manual Install on a Windows endpoint machine

Stand-alone Forcepoint DLP Endpoint
packages

Windows packages created with the package builder contain a single executable file: FORCEPOINT-ONE-
ENDPOINTx64. exe. If you are installing Forcepoint DLP endpoint only, you can do the following:

1) Copy the executable file to the endpoint machine.
2) Double-click the executable file, and step through the installation wizard.

3) Restart the endpoint machine to complete the installation.

In virtual desktop (VDI) environments, install the Forcepoint DLP endpoint software as if the endpoint machine
were a physical machine, while taking into consideration any additional steps required by the infrastructure for
third-party installations.
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Forcepoint Web Security Endpoint packages
downloaded from the Forcepoint Cloud
Security Gateway Portal (Cloud deployments)

ZIP files downloaded from the Forcepoint Cloud Security Gateway Portal (Forcepoint Web Security endpoint
packages) contain the Websense Endpoint.msi file.

1) Copy Websense Endpoint.msi to the endpoint machine.

2) From the command prompt, run the following command (with the straight quotes around the msi file name)
as an administrator:
"Websense Endpoint.msi" WSCONTEXT=<token>

where <token> is the WSCONTEXT string shown in the GPO code string on the Settings > Hybrid
Configuration > Hybrid User Identification page in the Web Security module of the Forcepoint Security
Manager or the Web > Endpoint page in the Forcepoint Cloud Security Gateway portal. For example,
Iéndpoint

General End User Control Endpoint Bypass

Default Endpoint Policy
Select the default policy for roaming endpoint users who are not already synchronized in your account

Policy: | Default

Save Cancel

Deployment Settings
GPO code: WSCONTEXT=2e5f1cefeBdf33b6f7729483bBc 28ef7-0

Supply a password that must be used to uninstall the endpaint. This password is stored encrypted for security reasons and can be reset on this page if forgotten

Set Anti-Tampering Password
Endpoint Client Download

Download the version of endpoint client software you want to install on end-user machines.

Endpoint type: (@) Direct Connect (i

Proxy Connect (i

Platform: | Windows B4-bit | ¥

Available version: ¢ 1.65.8.3.35627 A Release notes

The WSCONTEXT string used to identify your organization to the hybrid or cloud service must be included in the
command string. Each account has its own WSCONTEXT string. Roaming and remote users use this string to
connect to your specific account.

Forcepoint Web Security Proxy Connect
Endpoint or mixed packages made via the
package builder

Windows packages created with the package builder contain a single executable file: FORCEPOINT-ONE-
ENDPOINTX64. exe.
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If you are installing the Forcepoint Proxy Connect Endpoint only, or a mixed installation package containing
Forcepoint Proxy Connect Endpoint and one or more other compatible Forcepoint F1E agents (Forcepoint DLP
Endpoint or Forcepoint ECA):

1)

2)

Copy the executable file to the endpoint machine.

Open the command line and run the following command from the folder containing the installation package:
FORCEPOINT-ONE-ENDPOINT-x64.exe /v"XPSWDPXY=<password> WSCONTEXT=<token>" where:

m  <password> is the anti-tampering password used by the Forcepoint Endpoint software already installed

on the endpoint machine (if upgrading) or to be used by the new Forcepoint F1E software.|f the password
contains a special character, you must type a * character before the special character. For more
information, see Guidelines for creating an anti-tampering password.

<token> is the WSCONTEXT string shown in the GPO code string on the Settings > Hybrid
Configuration > Hybrid User Identification page in the Web Security module of the Forcepoint Security
Manager or the Web > Endpoint page in the Forcepoint Cloud Security Gateway Portal.

The WSCONTEXT string used to identify your organization to the hybrid or cloud service must be included
in the command string. Each account has its own WSCONTEXT string. Roaming and remote users use this
string to connect to your specific account.

All arguments passed via the /v parameter must be enclosed in straight quotes, as shown in the example.
You must provide both the XPSWDPXY and WSCONTEXT arguments.

To perform a silent install, add the /gn parameter as follows:

FORCEPOINT-ONE-ENDPOINT-X64.exe /v"/qn XPSWDPXY=<password> WSCONTEXT=<token>"

To perform a silent install that does not prompt the end user to restart the endpoint machine, add the /
norestart parameter as follows:

FORCEPOINT-ONE-ENDPOINT-x64.exe /v"/qn /norestart XPSWDPXY=<password> WSCONTEXT=<token>"

E Note
4

You must restart the endpoint machine to finish a Forcepoint DLP endpoint installation. If
you perform a silent install without a restart (using the /norestart parameter), Forcepoint DLP
endpoint may not function as needed until after the endpoint machine is restarted.

The command switches are summarized below:

Silent install FORCEPOINT-ONE-ENDPOINT-x64.exe /v"/gn"

Silent install without restart FORCEPOINT-ONE-ENDPOINT-x64.exe /v"/gn /
norestart”

Set WSCONTEXT FORCEPOINT-ONE-ENDPOINT-x64.exe /

V'"WSCONTEXT=xxxx"

Set uninstall password FORCEPOINT-ONE-ENDPOINT-x64.exe /
V" XPSWDPXY=xxxx"

Set WSCONTEXT and silent install FORCEPOINT-ONE-ENDPOINT-x64.exe /v"/gn
WSCONTEXT=xxxx"

Related concepts
Guidelines for creating an anti-tampering password on page 21
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Forcepoint Web Security Direct Connect
Endpoint or mixed packages made via the
package builder

Windows packages created with the package builder contain a single executable file: FORCEPOINT-ONE-
ENDPOINTx64. exe. Forcepoint Web Security Direct Connect Endpoint packages do not require an installation
through the command line, because the WSCONTEXT value was provided when the package was created through
the package builder.

1) Copy the executable file to the endpoint machine.

2) Double-click the executable file and step through the installation wizard.

E Note
4

Forcepoint Web Security Direct Connect Endpoint end users must join your organization’s
domain on the endpoint machine. If the end user has not joined and connected to your domain,
the disposition server test fails.

Related concepts
Testing your deployment on page 50

Forcepoint Endpoint Context Agent packages
made via the package builder

Windows packages created with the package builder contain a single executable file: FORCEPOINT-ONE-
ENDPOINTx64. exe. To deploy the Forcepoint ECA installation package in your environment, you must complete
the following procedures:

1) Authenticate Forcepoint ECA using client certificates
The Forcepoint NGFW Engine uses a client certificate to authenticate endpoint machines running Forcepoint
ECA. In this procedure, you must establish a certificate authority (CA) for Forcepoint ECA, create the client
certificate template, then deploy a unique client certificate to each endpoint machine.

2) Configure Forcepoint ECA settings in the Security Management Center (SMC)
In this procedure, you must configure the initial Forcepoint ECA settings in the SMC to create a configuration
file. This configuration file is added to the installation package through the package builder.

3) Deploy Forcepoint ECA to the endpoint machine
In this procedure, manually install Forcepoint ECA on the endpoint machine.

a) Copy the executable file to the endpoint machine.

b) Double-click the executable file and step through the installation wizard
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Forcepoint ECA Evaluation

Forcepoint ECA can also be deployed to a limited set of endpoint machines using the ECA Evaluation
deployment option. This deployment option is beneficial for customers who wish to evaluate Forcepoint ECA
without deploying the Forcepoint ECA software enterprise-wide.

With ECA Evaluation, all of the required certificates for communication between endpoint machines and the
NGFW Engine are created automatically. After enabling the ECA Evaluation feature, a web app is hosted on the
management server. On each endpoint machine, users can browse to the web app, then download and install the
Forcepoint ECA software and the necessary certificates. Windows administrator rights are required for installing
Forcepoint ECA on the endpoint machine.

For instructions about deploying Forcepoint ECA for evaluation purposes, see Knowledge Base article 16193.

E Note
| 4

To use the ECA Evaluation feature, you must have Forcepoint NGFW v7.0 or later deployed in your
organization.

Related tasks
Authenticating Forcepoint ECA using client certificates on page 18
Configuring Forcepoint Endpoint Context Agent settings in the SMC on page 19

Manual uninstall from a Windows endpoint
machine

You can manually uninstall the Forcepoint F1E agent from Windows endpoint.

Steps

1) Use the Add or remove programs tool in Windows to uninstall the Forcepoint F1E endpoint.
A message appears to confirm that you want to delete the Forcepoint F1E endpoint agent.

2) Click Yes.

3) If you had defined an administrative password, enter the password in the dialog that opens, and then click
OK.

4) To uninstall the Forcepoint DLP endpoint, restart the endpoint machine.
The configuration changes are applied only when the endpoint machine has restarted.

Testing your deployment

To confirm that the Forcepoint F1E software is installed and running on an endpoint machine, do the following:

“ When Forcepoint DLP endpoint is installed in interactive mode, an icon (@) is shown on the task bar’s

notification area (No icon is shown in stealth mode). Right-click the icon, and select Open Forcepoint DLP
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Endpoint to view connection status. Also, if you move your mouse over the icon, a tooltip is shown with the
connection status.

You can also verify the status in the Diagnostics Tool. Right-click the Forcepoint icon on the task bar, and
select Open Forcepoint One Endpoint Diagnostics. The status is shown under the System information
diagnostics test.

®  For Forcepoint Web Security Endpoint deployments:

®  Under Services in Windows Administrative Tools, verify that the Forcepoint Websense SaaS Service
is Running.

Verify the status from the icon (@ ) shown on the task bar’s notification area. If the icon has a check mark
in the lower right corner, the Forcepoint Web Security Endpoint is connected. Also, if you move your mouse
over the icon, a tooltip is shown with the connection status.

m  Verify the status in the Diagnostics Tool. Right-click the Forcepoint icon on the task, and select Open
Forcepoint One Endpoint Diagnostics. The status is shown under the System information diagnostics
test.

®  For Windows Forcepoint Web Security Direct Connect Endpoint deployments, ensure that the end users have
joined the organization’s domain. If the end user has not joined the domain, Forcepoint Web Security Direct
Connect Endpoint cannot connect to the disposition server.
To check if the end user is logged on to the domain, open the Diagnostics Tool, and run the System
information diagnostics test. If Logon Domain = No, the end user has not joined the domain. The Cloud
Services diagnostics icon changes to an X and the Disposition Server Test = Failed.

®  For Forcepoint Endpoint Context Agent (ECA) deployments:
®  Under Services in Windows Administrative Tools, verify that the Forcepoint Endpoint Context Agent
service is Running.

Verify the status from the icon (@) shown on the task bar’s notification area. If the icon has a check mark
in the lower right corner, Forcepoint Endpoint Context Agent (ECA) is connected. Also, if you move your
mouse over the icon, a tooltip is shown with the connection status.

m  Verify the status in the Diagnostics Tool. Right-click the Forcepoint icon on the task bar and select Open
Forcepoint One Endpoint Diagnostics. The status is shown under the System information diagnostics
test.

Mostly, the Forcepoint F1E software installation fails due to permission related issues. An endpoint installation
requires local administrator rights.

Troubleshooting a Forcepoint Endpoint
Context Agent deployment

If you encounter issues during the Forcepoint Endpoint Context Agent (ECA) installation, review the following
checklist, then try to install Forcepoint ECA again.

®  Verify that you installed Forcepoint ECA using an account with local administrator rights. Forcepoint ECA
installation requires local administrator rights.

m  Check the connection between the endpoint machine and Forcepoint NGFW.

®  Check the certificates installed in the endpoint machine’s certificate stores using mmc.exe and the Certificates
snap-in. The certificate issuer (CA certificate) must be configured in the SMC. Verify that the policy on the
NGFW Engine is up to date. The endpoint machine receives the network-side CA certificate in the Forcepoint
ECA configuration file.
The certificate generated by the SMC is valid from the time it was created in the SMC. If the time on the
endpoint machine is different from the time in the SMC, the endpoint machine might not accept the generated
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certificate. After the endpoint machine’s time reaches the certificate's validity start time, the certificate is
accepted on the endpoint machine.

The Forcepoint ECA client initiates connections to certificate revocation list (CRL) servers to verify the signatures
of the executables that are initiating connections from the endpoint machine. When an executable connects to the
network for the first time, the Forcepoint ECA client checks the executable’s signature against the CRL.

If the executable has been modified, or if the code signing certificate has been revoked, Forcepoint ECA does
not trust the executable fields, such as product name, product version, or signer name, when it tries to match the
executable in the Forcepoint NGFW. The executable’s signature check status is then logged in the SMC logs as
“Failed”.

The following list shows common connectivity error messages and troubleshooting steps:

®m  Error message: Failed to accept SSL-connection...: SSL error: peer did not return a certificate
m  Check that the certificate is installed in the certificate store on the endpoint machine.
m  Check that the client certificate has the Client Authentication Application Policy enabled.

®m  Check that the issuer of the client certificate on the endpoint machine matches the issuer of the client
certificate in the ECA configuration in the SMC.

® Error message: Failed to accept SSL-connection...: SSL error: sslv3 alert bad certificate

®m  Check the Debugbump.txt file in the Forcepoint ECA installation folder on the endpoint machine for the
actual error.

® [f the error message is Verify failure... certificate is not yet valid, check the time difference between
the endpoint machine and the SMC.

®  Error message: Same client connected to adjacent node

m |f the Forcepoint ECA client disconnects immediately after proceeding to the CONFIGURED connection
state and shows the Same client connected to adjacent node message in the Debugbump.txt file orin
the Information Message field in the SMC, ensure that the Forcepoint ECA clients use different certificates.
Forcepoint NGFW does not allow two or more connections to share a client certificate. Each Forcepoint
ECA client must have a unique client certificate.

Uninstalling Forcepoint F1E from a Windows
endpoint machine

You can uninstall Forcepoint F1E software remotely through a deployment server or distribution system.

E Note
| 4

If you configured an administrative password, you must supply it to uninstall the software.

Uninstalling Forcepoint F1E using a
deployment server

If you deployed Forcepoint F1E Endpoint through GPO, you can uninstall the software through the Active
Directory Users and Computers snap-in. For more information, see How to use Group Policy to remotely install
software.

You can also silently uninstall Forcepoint F1E Endpoint by running the following command (does not apply to
stand-alone DLP):

msiexec /x {product_code} /gqn XPSWDPXY=<password>
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where:

B {product_code} is a unique identifier (GUID) that can be found in the setup.ini file of each installation
package or the system regqistry. It is different for each version and bit type.

® <password> is the administrator password that you entered when creating the installation package. If the
password contains a special character, you must type a * character before the special character.

To find the setup.ini file, use a file compression tool like WinZip or 7-Zip to extract the contents of the
installation package executable.

To silently uninstall Forcepoint F1E Endpoint without a restart, include the /norestart parameter as follows:
msiexec /x {ProductCode} /gqn /XPSWDPXY=<password> /norestart

The command switches are summarized below.

Function Swtich

Silent uninstall msiexec /x {ProductCode} /qgn XPSWDPXY=xxxx
Silent uninstall without restart msiexec /x {ProductCode} /qn XPSWDPXY=xxxx/
norestart

Related concepts
Guidelines for creating an anti-tampering password on page 21

Uninstalling Forcepoint F1E using a distribution
system

If you used the Microsoft SMS distribution system to create the Forcepoint F1E installation packages, you
can modify the packages and use them to uninstall the software. If you did not create a package for deploying
Forcepoint F1E, you must create a new package for uninstallation.

For more information about creating SMS installation packages, see Creating Software Installation Packages with
SMS Installer.

After deploying the package, Forcepoint F1E is uninstalled from the defined list of endpoint machines.

macOS Installation

You can install Forcepoint F1E agents on macOS endpoints.

There are a few ways to distribute the Forcepoint F1E software on mac endpoint machines:
®  Manually on each endpoint machine

®  Using Remote Desktop

®  Automatically using mobile device management (MDM) software, such as Jamf

E Note
| 4

If you are downgrading to an older version of F1E, you must uninstall the latest version from your
system, and then install the desired version.
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Related concepts
Manual Install on page 63

Related tasks
Installing the agent using Jamf on page 75

Deploying Forcepoint F1E Outlook Add in

You must install F1E Outlook Add-in feature in order to monitor content on Outlook clients on macOS.

The Forcepoint ONE macOS agent leverages the Outlook on-send feature to apply an organizations DLP policy
to emails that a user is sending on their endpoint using the Outlook Email client. From version 22.03 forward,
organizations wanting to take advantage of these capabilities must deploy the Forcepoint Outlook Add-in prior to
installation of the macOS agent on the endpoint.

The installation requires the DLPOfficeAddin.xml. You can download the file here.

Installing the Add-in using Office 365

You can install the Outlook add-in feature in your macOS using Microsoft Office 365.

E Note
| 4

The deployment can take up to six hours and needs to be completed prior to endpoint deployment.

Steps

1) Open the Microsoft 365 admin center.

2) In Settings, select Integrated apps.
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You can click Show All to see all options.
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3) In Upload custom app, select Upload manifest file (.xml) from device, and then choose
DLPOfficeAddin.xml.

Deplay Hew App
 Wrieed vnem oy Upload Apps to deploy
Lsers
Host Product
Deployment 0
Chaows how to uplosd app
-_ Uplaad manilest Hile (aml) inom deveie
OLPOHiceddin xml Chsoe File
@ Mandes fie validated
() Prenche bk to rardtest file
4) Click Next.

5) Select Entire organization or Specific users/groups as users, and then click Next.

Duplery Mew App

@ Upiosd custe— app Add users

§ Usen

Forcepeint One Endpoint

] Deplosrrant

b this & teEl deiphy e T -\_ L ] ha

ASLQS LA
_-_, Besit mie o jarrers Sdyruame i dounily ehmecienedt cam)
& Entire Orgenia e

Specic unenigenoups

6) Accept the permissions requests, and then click Next.
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7) Review and click Finish deployment.

= Note This step can take up to 6 hours and needs to be completed prior to endpoint deployment.

© Deployment completed

Hest ibepn
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Next Steps

Communication between the Forcepoint agent and the Outlook email client uses HTTPS. Forcepoint
recommends creation and use of a specific certificate for use in your environment.

Related tasks
Creating the Endpoint SSL Identity on page 59

Installing the Add-in using Exchange Server
Setup

You can install the Outlook add-in feature in your macOS using Microsoft Exchange server.

Steps

1) Copy the DLPOfficeAddin.xml file to the Exchange server.

2) Open the Exchange Center Administration application.

Deploying Forcepoint F1E in your Enterprise | 56



Install Guide

3) Select organization, and go to the add-ins tab.

Exchange admin center

1 add-ins |
ey bt pres e de and e o we rig Foww b, Tor doliaeg Femy i i Heard Baew e mrilierd dp Be orguncaben Find mone sl
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- - -l -

4) Click the + sign to add a new add-in.

5) Select Add from file and locate the DLPOfficeAddin.xml file.

2 Add From File - Internet Explarer

Audd -t let your users do 2

% https//192168122.1 /e cp/Extension/ Orghd dExtension. aspx ipwmeid =38Retum Obje

+- 7 ]
HAME add from file
Bing Maps

Choose the locabon of the add-in manifest file that you want to install.
My Templates

suggested Mestings C:Wsers\Administrator\D:  Browse...

Urgubscnbe

Mext

6) Click Next.

7) Set the Provided to field to a group that apply specifically to your macOS endpoints or to everyone.
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8) Enable Add-in.

You can right click to edit Add-in, and then specify the user defaults. You can select Mandatory to ensure
users cannot disable this add-in and bypass DLP inspection.
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Next Steps

Communication between the Forcepoint agent and the Outlook email client uses HTTPS. Forcepoint
recommends creation and use of a specific certificate for use in your environment.

Related tasks
Creating the Endpoint SSL Identity on page 59

Compatibility and Other Considerations

The following table (from Microsoft) shows supported client-server combinations for the on-send feature,
including the minimum required cumulative update where applicable. Excluded combinations are not supported.

Compatibility
Client Exchange Online Exchange 2016 On- Exchange 2019 On-

Premises (Cumulative Premises (Cumulative
Update 6 or Later) Update 1 or Later)

Windows: Outlook Client | Yes Yes Yes
Version 1910 (build
12130.20272) or later

Mac:Build 16.47 or later Yes Yes Yes
Web Browser: Modern Yes N/A N/A
Outlook Ul
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Client Exchange Online Exchange 2016 On- Exchange 2019 On-
Premises (Cumulative Premises (Cumulative
Update 6 or Later) Update 1 or Later)

Web Browser: Classic N/A Yes Yes

Outlook Ul

For more information, refer to Microsoft's documentation for On-Send Supported Clients and Platforms.

The Microsoft Outlook add-in is installed into the Outlook account and not the Outlook client. Note the following:

®  Only accounts that have the Outlook add-in enabled will have data protection.

= Additional accounts (personal or otherwise) that are added to the Outlook client will not have data protection
unless those accounts have an add-in linked.

= Administrators can allow only corporate mailboxes to be added to Outlook accounts by following the
instructions in the following Microsoft documentation: Allow only corporate mailboxes to be added.

®  Since the add-in is account enabled, it applies to all operating systems for that account. For instance, for a
user that has both a macOS and a Windows machine, the add-in is enabled for both of them. However, the
endpoint agent has add-in support for macOS and uses injection-based plug-in support on Windows i.e. the
Windows agent does not use the add-in.

®  There are some Microsoft limits associated with using Outlook add-ins that make use of the On-send function.
For more details, see Outlook On-send Add-ins Limitations.

Creating the Endpoint SSL Identity

For the Forcepoint F1E agent to be able to securely communicate with your Outlook Email client, the Endpoint
must be given an SSL identity, and the client machine must be set up to trust that identity.

Before you begin

You must have OpenSSL installed on your machine.

Forcepoint recommends to create a self-signed certificate that can be bundled with the Endpoint installation
package along with the private key used for generating the certificate. This document explains how to generate
this certificate using OpenSSL.

E Note
| 4

You can follow the steps in this procedure only if you want to create your own SSL identity and do
not want to use the default one provided with the installer.

Creation of an SSL Identity for your endpoints with OpenSSL uses a configuration file.
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Steps
1) Open the configuration file template.
[req]
distinguished_name = reg_distinguished_name
req_extensions =v3_req
%500 extensions =v3_req
prompt =no
[ req_distinguished_name ]
C = <Country>
5T = <5tate or Provincex
L = «<City=
o] = =(0rganization>
ou = <0Organizational Unit=
CN = localhost

emailaddress = <Email=

[v3_req]

subjecteyldentifier = hash
basicConstraints = critical, CA:false

subjectAltMame = DMS:localhost
keyUsage = critical digitalSignature keyEncipherment
See sample below:
1 [ xeq ]
2
3 distinguished_name = req_distinguished_name
4 req extensions= v3_req
5 x509% extensions= v3 _reg
& prompt= no
T
8 [ req distinguished name ]
& = 1E
10 5T= Cork
11 L~ Cork
12 0= Forcepoint
13 o= IT
14 CH= localhost
15 emailAddress= first.name@email.com
16
17 [v3_req]
18
1% subjectEeyldentifier = hash
20 basicConatraints = cricical ,CA:false
21 subjectAltHame = DNS5:localhost
22 keylUsage = critical,digitalSignature, keyvEncipherment
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2)

3)

4)

5)

6)

7)

8)

9)
10)

11)

Replace the values in angle brackets (<>) with the appropriate information for your organization:

® Be sure to remove all the angle brackets from the document.

®m  Country name can only have a maximum of two characters entered.

B Values not in angle brackets are defaults and can be left unchanged.

® The CN must be entered as localhost and the subjectAltName must be entered as DNS:localhost.

Once complete, save the file as localhost.config in a directory of your choice.
Open a terminal application and cd to the directory you saved the localhost.config file.

Run the following command from the same directory to create the key files:

openssl req -x509 -newkey rsa:4096 -keyout key.pem -out server.pem -sha256 -config
localhost.config -days 10950 -nodes

The command creates the following files:
®  key.pem: Private key for the SSL identity. This file is deployed to the endpoint clients.
®  server.pem: Self-signed certificate for the SSL identity. This file is deployed to the endpoint clients.

Run the Websense Endpoint Package Builder on the management server and create new MAC Endpoint
installation package.

Unzip the new mac Endpoint Installer FORCEPOINT-ONE-ENDPOINT-Mac.zip.

To place both PEM files in the same directory of the WebsenseEndpoint.pkg file, copy server.pem and
key.pem into the newly created Endpoint Mac Installer in directory \FORCEPOINT-ONE-ENDPOINT-Mac
\EndpointInstaller\.

Zip folder back up again.
Install the new package on the Mac clients.

Optional: If you plan to install the agent via Jamf, then you must convert the certificate to its binary
encoded DER format.

Related concepts
Converting the server.pem file to .der format on page 77
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Creating the Endpoint SSL Identity using
custom certificate

You can use custom or third party signed certificate for generating the endpoint ssl identity files.

Steps

1) To generate a new key in .pem format and Certificate Signing Request (CSR) of the localhost.config file,
generate the following request in the built-in openssl installed in Forcepoint Security manager (FSM).

C:\Program Files (x86)\Websense\EIP Infra\apache\bin\openssl" req -newkey rsa:4096 -keyout
key.pem -out server.csr -config localhost.config -sha256 -nodes

2) Sign the CSR using third party certificate authority (CA).
You can use Web Server default template to sign in Base 64 encoded format.

3) Convert the .cer file to .pem by running the command: C:\Program Files (x86)\Websense\EIP Infra\apache
\bin\openssl" x509 -in certnew.cer -out server.pem.

Server.pem and key.pem files are generated.

4) Optional: To review the certificate before re-packaging them into the installer, do the following:

a) Runthe command: C:\Program Files (x86)\Websense\EIP Infra\apache\bin\openssl x509 -in
server.pem -text -noout

b) Ensure all the specifications defined in the config file being present in the certificate as below:

Signature Algorithm: sha256WithRSAEncryption
RSA Public-Key 4096 bit

X509v3 extensions:

X509v3 Key Usage: critical

Digital Signature, Key Encipherment

X509v3 Subject Alternative Name:DNS:localhost
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5) Add the key.pem and server.pen files into extracted Endpoint installer path below, and extract to zip
( FORCEPOINT-ONE-ENDPOINT-Mac.zip

B \FORCEPOINT-ONE-ENDPOINT-Mac\EndpointInstaller\

MName

5] ca.cer

|| DLPClientConfig.hsw

|=) DLPOfficeAddinxml

|| endpoint_extensions.plist
| key.pem

|2 localConfig.xml

|| server.pem

| | WebsenseEndpoint.pkg

|| WebsenseEPClassifier.pkg

E Note
4

You can perform a manual installation of the Endpoint on a test MAC machine before Jamf
packaging.

Manual Install

You can install the Forcepoint F1E Endpoint agent on macOS.

The install process is broken into two steps — an initial agent install followed by trusting the SSL identity for your
endpoint. The second step is only required if you intend to monitor email on the endpoint and if your email client
is Microsoft Outlook.

E Note
| 4

Forcepoint recommends to deploy the agent using distributions services such as Jamf for production
roll outs.

Following are the requirements for agent installation:

®  Administrator credentials on the endpoint machine.
®  For the DLP installations, ensure the following:

® [f you intend to monitor email on the endpoint and if your email client is Microsoft Outlook then you must
first deploy the Forcepoint Outlook Add-in.

®  You must create the SSL Identity, and generate the following:
m  key.pem: Private key for the SSL identity.

®  server.pem: Self-signed certificate for the SSL identity.

Related concepts
Deploying Forcepoint F1E Outlook Add in on page 54
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Related tasks

Creating the Endpoint SSL Identity on page 59

Initial agent install on page 64

Trusting the SSL Identity and deploying the certificate on page 72
Creating the installation package from the package builder on page 24

Initial agent install

You can install the Forcepoint F1E agent manually in your macOS.

Steps

1)

2)

3)

From the mac packages, copy FORCEPOINT-ONEENDPOINT-Mac.zip to the endpoint machine, then double-
click the file to unzip the installation package.

macOS automatically creates a directory named EndpointInstaller, which contains a file called
WebsenseEndpoint.pkg and the generate_root_ca tool.

E Note
| 4

You may need to modify the generate_root_ca permissions so you can double click
the generate_root_ca as an executable file. To do this, open the folder where the
generate_root_ca is located and run chmod 777 generate_root_ca in the terminal.

To run the generate_root_ca tool, open the folder where the generate_root_ca is located and run
generate_root_ca in the terminal.

The _ca.cer certificate and the fpnpd.dat file generates.

E Note
| 4

After running the generate_root_ca tool, the installer folder will have two certificates, ca.cer
and _ca.cer. These are for different purposes and only the _ca.cer has to be installed
manually in the Keychain.

Add the _ca.cer certificate file into the keychain and trust it.

E Note
| 4

If you encounter certificate issues, you should remove and re-trust the root CA. Begin by
opening keychain, locate the FP root CA certificate and remove it. Restart the device to apply
the changes and after restart, open the key chain and trust the certificate again.
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4) If you are deploying a Forcepoint DLP Endpoint package, add the private key file key.pem and the
certificate file server.pem to the EndpointInstaller folder.

intinstaller ca.cer
PO...T-Mac.zip DLPClientConfig

endpoint_...siong
key.pem
localConfig.xml
server.pem
Websense...poin

Websense...ssifif

5) To start the installation process, double-click WebsenseEndpoint.pkg.

6) Click Continue, and agree to the license agreement.

7) Click Install.
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8) To install the software, enter a user name and password for a user with administrator rights.
A message appears stating to use a new network extension.

PN

“fpneone” would like to use a
new network extension

You can enable this axtension in Login
Items & Extensions. Network extensions
rum in the background and can monitor
network traffic on your Mac.

Open System Settings

E Note
| 4

If you are installing Forcepoint DLP Endpoint v21.12 or later on macOS 13 (Ventura) or
macOS 14 (Sonoma), message appears for you to enable full disk access (FDA) for four new
processes. (The instructions here are explained with reference to macOS 15 Sequoia. Follow
the similar instructions for other operating systems).

I

Forcepoint One Endpoint

To allow Forcepoint DLP Endpeint to
function, please grant Full Disk Access
to the required files in System
Preferences.

Open Full Disk Access

Close

9) To install the system extensions, do the following:

a) Click Open System Settings or navigate to General > Login Items & Extensions > Network
Extensions.
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b) Turn on fpneone.

Metwork Extensions

a Metwork extensions axtend core networking features on your Mac
Thesa extensions run in the background and can monitor the network

traffic on your Mac

fpneone
E Forcepaint F1E NE ©

The System Extensions window opens.

c) Enter password, and then click OK.
A message appears stating that the Forcepoint F1E NE App would like to add proxy configurations.

d) Click Allow.

“Forcepoint F1E NE App" Would
Like to Add Proxy Configurations

All natwork activity on this Mac may ba
filterad or monitored.

s

e) Click Done.

Deploying Forcepoint F1E in your Enterprise | 67



Install Guide

10)

f)

To allow the installer to modify the applications on your Mac, click Allow.

U,

Apps on Your Mac.

Don't Allow

"Installer” Would Like to Modify

f‘""""

To grant Full Disk Access(FDA) access, navigate to Privacy & Security > Full Disk Access, and do the
following.

09 <

Q, accessibil o

u Lock Screen

Accessibility

Accessibility Keyboard

Accessibiity Keyboard

{Shertcut)
&=n Calendars
Panal Editor (Kayboard) V. Moms
Shorteut
. Contacts
3 Control Centre

Show Accessibility
Shartcuts in Contred
Cenire

Show ACCRas
Shortcuts DL ...
[

Q tﬁ:ﬂ:ﬂkﬂ

) Keyboard

Eeyboard shomouts

Login options

. - & Phatos
0 Privacy & Security Hoss
Allow assistive
applcatons (o control Reminders
the computer Mome
Accessibility

B3 2ep Management

EY mstomation

Location Services

Files & Folders

— O T

m Media & Apple Music

u Pasakeyis AcCess fof Web Browsers

a)

Click the LI button, and navigate to Library > Application Support > Websense Endpoint > DLP,
select wsdlpd, and then click Open.

@ Recents
A Applications
B Desktop
[ Documents

(® Downloads

Pk W o] PP M T

B
<
el

w =7 EPClassifier

[7] EndPointClassifier

e
e

gexec

Q

Cancel

Verify that wsdlpd is included in the list and selected.
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b) Click the LI button and navigate to Library > Application Support > Websense Endpoint >

EPClassifier, select EndPointClassifier, and then click Open.
Verify that EndPointClassifier is included in the list and selected.
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To grant accessibility, navigate to Privacy & Security > Accessibility, and do the following.

11)
[ N ) < » Privacy & Security -
Q accessibil o
a Canirol which appd can scoeid your data, locaton, camers and
@ - mecrophore, and manage salety protectons. Leann more.
Accessibility Keyboard n -
Keyboard
(Shortcut)
Panel Editor (Keyboard) Y, Clenders
Shortcut
@ e
) conral Centre
Show O Files & Folders
Shertcuts in Contrel 15 apos
Centre
Show Accass —_— Full Disk Access
Shereutsnl s 13 Al access
bar
HomeKit
a Nofe
) xeyboara
Keyboard shortcuts H :‘Wi-'l & Apple Music
Nooe
nlﬂckﬁcmn E Passkeys Access for Web Browsers
in options 1 tull access
‘ Photos
Neno
0 Frivacy & Security
Allow assistive
applications to control Feminders
thi compiter Hone
@ accossiviity

) App Management

£ sutomation

a) Turn on ESDaemonBundle, Websense Endpoint Helper, and AEServer.

eoe

Q accessibil

Accessibility
Accessibility Keyboard

Accessibility Keyboard
(Shortcut)

Shortcut

B conval centre

Show Accessibility
Shertcuts in Control
Centre

Show Accessibility
Shortcuts in the menu
bar

O Keyboard
Keyboard shortcuts

) Lock screen

Login options.

I Privacy & security

Allow assistive
applications to control
the computer

Panel Editor (Keyboard)

L4 Accessibility

B seserver
ESDaemonBundle

. Terminal

Websense Endpoint Helper

=

Allow the applications below to control your computer.

ABAA
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b) To add AEServer in Privacy & Security > Accessibility, click the "1 button and navigate to

System > Library > Frameworks > CoreServices.framework > Versions > A > Frameworks >
AE.framework > Versions > A > Support > AEServer.

c) Close the Privacy & Security window.

E Note
4

If you are deploying Forcepoint DLP Endpoint using Jamf, you can enable FDA for these
processes using a configuration file.

Related concepts
Enabling full disk access on macOS on page 71

Related tasks
Creating the Endpoint SSL Identity on page 59
Installing the agent using Jamf on page 75

Enabling full disk access on macOS

For Forcepoint DLP Endpoint agents, you must enable full disk access for certain processes in your mac OS.

When you install or upgrade Forcepoint DLP Endpoint on an endpoint machine running macOS 13 (Ventura),
macOS 14 (Sonoma), and macOS 15 (Sequoia), you must enable full disk access (FDA) for the following
processes:

m Library/Application Support/Websense Endpoint/DLP/ESDaemonBundle.app

m Library/Application Support/Websense Endpoint/DLP/Websense Endpoint Helper.app

® Library/Application Support/Websense Endpoint/DLP/wsdlpd

m Library/Application Support/Websense Endpoint/EPClassifier/EndPointClassifier

Also, if you install Forcepoint DLP Endpoint v20.12 (or later) or upgrade to v20.12 (or later) on a Mac endpoint
machine running macOS 10.x, then upgrade the machine to macOS 11. Forcepoint DLP Endpoint v20.12 (or
later) does not work until you enable FDA for the above processes.

You can grant FDA:

®  On individual endpoint machines in System Preferences > Security & Privacy > Privacy. If you are
upgrading Forcepoint DLP Endpoint manually on an endpoint machine running macOS 11, the installation
prompts you to enable FDA.

= On multiple endpoint machines by deploying a configuration file through MDM, such as Jamf. For more
information, see Deploying the endpoint package through Jamf in the Forcepoint F1E Install Guide.

Related tasks
Initial agent install on page 64
Installing the agent using Jamf on page 75
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Enabling web file uploads analysis

Starting from Forcepoint DLP Endpoint v21.03, enabling web file uploads analysis is required to detect file
uploads on the Web channel.

Steps

1) Log on to the Forcepoint Security Manager, and open the DATA module.
2) Go to Settings > General > Endpoint.

3) On the Detection tab, select Enable web file uploads analysis.

Configure settings for endpoints.

General Email Domains. Daetection Disk Space Advanced

Improved Detection for Web File Uploads

Reporting
Select this option to analyze all files uploaded from supported browsers ta the specified URLs.
= This opticn applies only to websites and cloud applications that bypass browser extensions.
Policy [#] Enable web file uploads analysis
Management
URL: Add
B
24 ] mail.google.com Remove

] drive.google.com

] ".dropbox.com

[} ".amazon.com/clouddrive
[] ".box.com

] “icloud.com

] mail.yahoo.com

] “onedrive.live.com

[ diptest.com

Eil NOTE: Please see the Help for more details and limitations on this option.

4) In URL, enter the URL for the specific domain you want to monitor, then click Add.
You can add multiple domains. If you want to monitor all domains, enter *, and then click Add.

5) Save and deploy the changes.

Trusting the SSL Identity and deploying the
certificate

To enable secure communication with your Outlook Email client, the Endpoint must be given an SSL identity, and
the client machine must be set up to trust that identity.

Before you begin
You must create the Endpoint SSL Identity.

This step is only required if you intend to monitor email on the endpoint and if your email client is Microsoft
Outlook.
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E Note
| 4

You can also use the mobile device management (MDM) methods such as Jamf for deployment of
SSL certificates in your mac Endpoints.

Steps

1) Open the installation folder which has the server.penm file.

2) Double click the server.pen file.
The macOS Keychain Access application opens.

3) Select the Keys tab in System, and drag the server.pen file in to add it.

Keychain Access

ates | Keys Cert
login

iCloud

private key, RSA, 2,048-bit
age: Any

? 6371D9CD-227E-4132-8DBC-A967640FC171

8 System

Name Kind Date Modified

_ System Roots
h > § 6371D9CD-22.8C-A6T540FCI71 private key

Information

A new certificate localhost is created in Certificates.

4) In Certificates, click localhost to open the Trust section.
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5) To ensure that your local system always trusts the certificate, in When using this certificate, select Always
Trust.

localhost

localhost

Self-signed root certificate

Expires: Thursday, March 21, 20562 at 5:24:38 PM Eastern
Daylight Time

A This cert has not been verified by a third party

I’: - _r‘.".'l.\sf iy

Trust

When using this certificate: | Always Trust

Secure Sockets Layer (SSL) Always Trust
Secure Mail (S/MIME) = Always Trust
Extensible Authentication (EAP) | Always Trust
IP Security (IPsec) Always Trust

Code Signing Always Trust

Time Stamping  Always Trust

X.509 Basic Policy = Always Trust

6) To save the settings, close the windows.
The certificate now shows as trusted for all users in your Keychain Access application.

Related tasks
Trusting the SSL Identity using Jamf and deploying the certificate on page 77

Testing your deployment

You can confirm that the Forcepoint F1E software is installed and running on a mac endpoint machine by the
following ways:

®  Forcepoint F1E files are installed in the Library > Application Support > Websense Endpoint directory.

® When Forcepoint DLP Endpoint is installed and running in interactive mode, an icon () displays on the menu
bar’s status menu. You can click the icon for status information. (No icon is shown in stealth mode).

To check whether the Forcepoint F1E software is running, you can open Activity Monitor, and select All
Processes in View. The process “wspxyd”, “wsdc”, “wsdlpd” or “wsrfd” should be running depending on which
Forcepoint F1E product is installed.

If you are using the Firefox browser, and the Forcepoint F1E Firefox extension is not installed, you must complete
one of the following actions:

m  Stop and start the service from the command line:wepsvc --stop && wepsvc --start

®m  Restart the endpoint machine.
On relaunching Firefox, the Firefox extension will be installed and visible in the list of extensions.
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Manual Uninstall

Manually uninstall the agent from your macOS endpoints.

You can use the System Preferences window to uninstall the Forcepoint F1E agent.

Steps

1)

2)

3)

4)

5)

6)

7)

8)

Open System Preferences.

Click the Forcepoint F1E agent Ll icon.
Click Uninstall Endpoint.

Enter the local administrator password.
Click OK.

If you created an anti-tampering password to block attempts to uninstall or modify Forcepoint F1E software,
enter that password.

Important

m Depending on the Forcepoint F1E agent installed, you may need to enter the anti-tampering
password before entering the local administrator password.

m Carefully read each prompt before entering the password to ensure you are entering the
correct password.

To uninstall the Forcepoint F1E software, click OK.
A confirmation message appears when Forcepoint F1E Endpoint is successfully uninstalled.

To uninstall Forcepoint F1E Endpoint remotely from a Mac endpoint machine, run the following command
line option with Apple Remote Desktop:

/usr/local/sbin/wepsvc --uninstall [--password pwd]
If the password contains a special character, enclose the password in single quotation marks.

Installing the agent using Jamf

Forcepoint recommends to install the agent using Jamf installation method.

While deploying the agent configuration profile using Jamf, you can automatically obtain the necessary
permissions and accessibility to the agent that avoids complicated administrator or user confirmation dialogs. To
install the agent using Jamf, do the following:

Steps

1)

2)

Create the endpoint SSL identity.

Create the endpoint package.
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3)

4)

5)

6)

7)

8)

From the mac packages, copy FORCEPOINT-ONEENDPOINT-Mac.zip to the endpoint machine, then double-click
the file to unzip the installation package.

macOS automatically creates a directory named EndpointInstaller, which contains a file called
WebsenseEndpoint.pkg and the generate_root_ca tool.

E Note
4

You may need to modify the generate_root_ca permissions so you can double click
the generate_root _ca as an executable file. To do this, open the folder where the
generate_root_ca is located and run chmod 777 generate_root_ca in the terminal.

To run the generate_root_ca tool, open the folder where the generate_root_ca is located and run
generate_root_ca in the terminal.

The _ca.cer certificate and the fpnpd.dat file generates in the installer folder.

E Note
4

With _ca.cer being deployed by Jamf, the fpnpd.dat file must be included in the installer
before publishing the package in Jamf.

Convert the server.penm file to the .der format using openssl command.
Deploy the server.der certificate (.der files) through Jamf to all the endpoints.

Deploy the following through Jamf:

B The _ca.cer certificate.

® Privacy Preferences Policy Control (pppc) profile (for enabling FDA & fpneone process).
m  Content filter configuration.

®  Outlook add-in.

m  Chrome extension.

m  Firefox extension. This is built-in to the installer package for deployment.

Deploy the endpoint package through Jamf.

Related concepts
Converting the server.pem file to .der format on page 77
Deploying Forcepoint F1E Outlook Add in on page 54

Related tasks

Creating the Endpoint SSL Identity on page 59

Creating the installation package from the package builder on page 24
Trusting the SSL Identity using Jamf and deploying the certificate on page 77
Deploying Privacy Preferences Policy Control (pppc) profile on page 81
Deploying Chrome extension on page 94

Deploying Firefox extension on page 95

Configuring content filters on page 86

Deploying the endpoint package through Jamf on page 95
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Deploying the Agent’s SSL Identity

This step is required only if you intend to monitor email on the endpoint and if your email client is Microsoft
Outlook.

To enable secure communication with your Outlook Email client the Endpoint must be given an SSL identity, and
the client machine must be set up to trust that identity and deploy the certificates. Follow the instructions to create
the SSL identity and deploy the certificates through Jamf.

Related tasks
Creating the Endpoint SSL Identity on page 59
Trusting the SSL Identity using Jamf and deploying the certificate on page 77

Converting the server.pem file to .der format

You can use the Open SSL command to convert the server.pem file to .der format.

Jamf does not support the PEM format, so while using Open SSL we must run the following command:

openssl x509 -in server.pem -out server.der -outform DER

Trusting the SSL Identity using Jamf and deploying the
certificate

While installing the Forcepoint F1E agent using Jamf, you must set up the client machine to trust the SSL identity
so that the agent can securely communicate with the Outlook Email client.

Before you begin

You must do the following:

m  Complete the steps to create the SSL identity and you have the server.pen file.
m  Convert server.pem file to .der format.

To trust the SSL identity and deploy the certificate with Jamf, do the following:
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Steps

1) Create the agent configuration file in Jamf Pro to hold the endpoints SSL Identity.

a) Onthe Computers tab, select Configuration Profiles.

b) Create the new profile and give it a name (or alternatively use an existing profile).
c) Select certificate, give the certificate a name, and then select Upload.

d) Upload the server.der file as the certificate.

e) Save the certificate.

f)  Save the configuration profile.

2) Set the profile scope to be delivered to all macOS endpoint machines.

a) Onthe Computers tab, select Configuration Profiles, then select the SSL Identity configuration profile
created in step 1.

b) On the Scope tab, select All Computers and All Users. Alternatively, specify certain individuals or
groups to receive this profile

c) Click Save.

E Note
4

Include the PEM files with the Forcepoint DLP macOS F1E package (whether within the
installer ZIP archive or pushed out in addition to it so that they are extracted to the same
location), and re-install the endpoint for the communication to be successful.

Deploying the _ca.cer certificate

For macOS endpoint installations, you must deploy _ca.cer certificate as the single global certificate to decrypt
traffic.

Before you begin

You must run the generate _root_ca tool, extracted from the FORCEPOINT-ONEENDPOINT-Mac.zip installer
to generate the _ca.cer file.

Follow the below steps to deploy the certificate using Jamf:
Steps

1) Open Jamf Pro, enter the administrator name and password, and then click Log in.
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2) On the Computers tab, select Configuration Profiles.

_" Pro

Configuration Profiles

& Computers

1-14 0114

3) Click New.

4) In General, enter the name for your configuration profile.

¥4 Pro

o Computers

< New macOS Configuration Profile

General

Configuration Profises
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5) In Certificate, click Configure in Configure Certificate.

¥4 Pro

2 Computers

New macOS Configuration Profile

Inventery

Managersent

6) In the Certificate pane, enter the certificate name.
g pro LI
Computers :  Configuration Profiles
S fcompilecs < New macOS Configuration Profile
=1
=2 Certificate
@ Centent

Licensed Software

Content Managerment

Policies

Conliguration
Profiles

Software Updates

Restricted Software

Mac Apps

Patch Management

DNS Prooy
Nt conligred

cBoaks

~ = DNSSettings M
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7) In Select Certificate Option, select Upload.

Certificate

([ enossaFia | o File Chasen

8) Click Choose File and select the _ca.cer file.
9) Click Upload.

10)  Click Save.
The configuration profile is pushed to the endpoint.

Deploying Privacy Preferences Policy Control
(pppc) profile

You must deploy a Privacy Preferences Policy Control (PPPC) profile to automatically enable Full Disk
Access(FDA) and the fpneone process.

Before you begin

Download the agent configuration profile Forcepoint DLP Endpoint PPPC profile.mobileconfig here.

Deploying the attached PPPC profile will configure Full Disk Access (FDA) for files required for Forcepoint DLP
Endpoint to function and enables the fpneone process in System Preferences.

Steps

1) Open Jamf Pro, enter the administrator name and password, and then click Log in.
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2) On the Computers tab, select Configuration Profiles, then click Upload.

I
Ve Cenfiguration Profiles

Computent

Configuration Profiles

Y

HAME

+ Mow h Wplad i= 28

COMPLETED PENDING FRILED SCOPE

3) To import the agent configuration profile file Forcepoint DLP Endpoint PPPC profile.mobileconfig into
Jamf Pro, click Upload.

4) Select the Forcepoint DLP Endpoint PPPC profile.mobileconfig file, and then click Save.

| ]

Compuers

{5}“ Configurabion Prafies

Computers

MNew macOS5 Configuration Profile

Options

SIGNED PROFILE

General

Category

Mone ¥

Lawel
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5) After the file has been uploaded successfully, select the Scope tab, and click Add to add one or more
enrolled targets (i.e. endpoint machines) to use this policy.

Computers

« MNew macOS Configuration Profile

Scape

Tasget Computen Target Usars

o Specific Computers A Specific Users
& Configuration Profiles a e

Selected Deployment Targets + Add

TARGET TYPE

6) On the Add Deployment Targets screen, click Add next to each target machine to enroll in the policy.

Computers :

« New macOS Configuration Profile

Scope

Targets

Add Deployment Targets Diane

anfiguration Prafiles

7) After all targets have been added to the policy, click Save.

8) Return to the Configuration Profiles screen and verify that the policy is listed as Completed for the enrolled
targets.

If any targets display a Pending status, you must log out of the target and then log in again until the status
displays as Completed.
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9) To verify that the profile has been loaded successfully on the target machine, do the following:

®  Open the Profiles preference page within the macOS System Settings under Privacy and Security. If the
profile loaded successfully on the machine, then the Forcepoint DLP Endpoint PPPC profile policy is
present.

@ < i Profiles Q

Forcepoint DLP Endpoint PPPC profile
@ CA Certificate Verifie
R

Device (Managed JSS Built-In Signing Certificate
Forcepoint DL... Dec 4, 2020 at 3:58 PM

1 setting

Jamf Notificati...

e MOM Profile R,
‘- { SOt 1S

Privacy Preferences Policy Control

. Privacy Preferences Policy Control
Privacy Prefer...
1 settir Privacy Preferences Policy Control
com.forcepoint.ep.ESDaemonBundle -
Allowed
com.websense.endpoint.helper -
Allowed
[Library/Application Support/Websense
Endpoint/EPClassifier/fEndPointClassifier
- Allowed
s [Library/Application Support/Websense

This Mac is supervised and managed by JAMF Software, ?

Related tasks
Forcing the allowance for Forcepoint F1E agent to run in the background on page 84

Forcing the allowance for Forcepoint F1E agent to run in
the background

To ensure the Forcepoint F1E agent runs in the background and is not manually disabled by end users, you must
add the Team ldentifier to the Managed Login Items section of your pppc profile.

If the Forcepoint F1E agent is disabled in System Preferences > General > Login Iltems > Allow in the
Background, the agent fails to run after a system restart. Using Jamf, you can configure the profile, and force the
switch to enable the Forcepoint F1E agent.

Steps

1) Open Jamf Pro, enter the administrator name and password, and then click Log in.
2) On the Computers tab, select Configuration Profiles.

3) Select the pppc profile.
The profile view opens.
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4)

5)

6)

7)

8)

9)

= Computers

Click Edit.

< Unsigned Forcepoint DLP Endpoint PPPC profile

In the sidebar, locate and select the Managed Login Items section.
The Managed Login Items section opens.

Computers :

Configuration Profiles

< Unsigned Forcepoint DLP Endpoint PPPC profile

)

Turn on Include.

Options  Scope

Managed Login ltems
1setting configured

Mobility
Not configured

Network
Not configured

Notifications
Not configured

Parental Controls
Not configured

Passcode
Not configured

Printing
Not configured

Privacy Preferences
Policy Control
1payload configured

Managed Login Items

1setting configured
Setting

Managed Login Item rules
A custom set of keys that identifies the rule types and values for the Managed Login Items

Rule Type
The rule to identify the item

l Team Identifier . l

Rule Value
The value to match the rule type

I C489D5EBES l

Rule Comment An optional deseription of the rule

[ Exclude all l

Include

)

In Rule Type, select Team ldentifier.

In Rule Value, enter the F1E team identifier ID as C489D5ESES.
You can also copy the team identifier ID from the System Extensions tab, and then paste it in Rule

Val

ue.

Click Save.
The Redistribution Options window opens.

(C]

Cancel Save
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Redistribution Options

10)  To distribute the profile to all computers, select Distribute to All.
On deploying the profile, the Forcepoint F1E endpoint switch is enabled in Allow in the Background.

Legin ltems

Open at Logm

&

Allow ini the Background

Configuring content filters

You can use content filters to configure application access prior to performing F1E upgrades and allow for silent
installations.

In order to suppress any dialogs related to the fpneone process on F1E v22.12 and later (for example, dialogs
such as "Forcepoint F1E NE App" Would Like to Add Proxy Configurations"), Forcepoint recommends that you
perform the following prior to an upgrade of F1E:
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Steps

1) In the Jamf Pro server, on the Privacy Preferences Policy Control tab, define the following component for
application access:

a) Ildentifier: com.forcepoint.ne-app
b) Identifier Type: Bundle ID

c) Code Requirement: identifier "com.forcepoint.ne-app" and anchor apple generic and certificate
1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists
*/ and certificate leaf[subject.OU] = "C489D5E8ES8"

2) Allow access and then push out the policy.

“Forcepoint F1E NE App"™ Would
Like to Add Proxy Configurations

All network activity on this Mac may be
filtered or monitored.

3) To deploy a profile to the endpoint by configuring the Content Filter payload and adding the proxy
configurations automatically, do the following:

a) Open the Privacy Preferences Policy Control (PPPC) Utility in Jamf and identify the app Identifier and
its Code information.
For example, in the below screenshot, the identifier is "com.forcepoint.ne-app" and the code is "identifier
"com.forcepoint.ne-app" and anchor apple generic and certificate 1[field.1.2.840.113635.100.6.2.6] /*
exists */ and certificate leafffield.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU] =

C489D5ES8ES"
@ ® Privacy Preferences Policy Control Utility
Applications f
pneone
F fpneone (rwm' .- app )
p* ric and certficate 1[feld 1.2 840.113635.100.6.2 6] /* exists */ and
sts */ and certificate leaf{subject. OU) = CABODSEBES
Properties Apple Events Big Sur Compatibility
Accessibility. = e

b) Create a new profile or to edit an existing PPPC/KEXT profile in Jamf Pro, select Configuration
Profiles in Computers, and choose the Forcepoint DLP Endpoint PPPC profile.mobileconfig file.

Deploying Forcepoint F1E in your Enterprise | 87



Install Guide

c) In Options, select Content Filter.

Computers et tion Prof

< Forcepoint DLP Endpoint PPPC profile

Show in Jami Pro Dashixoard

Content Filter

i Filter Name Forcencint it
lsater e of 110 106¢ IS U0 09 2dl 9 o cawios
Identiliar for e fltes plug-in
Organization Foroepoint LLC

y Organization for the (ter phig-¥

Filter Order
Specily the order in which traffic is fitered. Filers with a grade of firgwall 59e network traffic bafore filters with o grade of Inspecior
(Socket Filter Enabiea )

Y Filt

ket Filte Mtiiar furdse censfer of o
com.forcepoint ne-app
coket Filter Dot

5 esgnated Requirement Deugnated

identifier “com.forcepoint.ne-app” and anchor apple genenc and certificate 1[field1.2.840.113635100.6.2.6] /* exists */ and certificate
leaf[field.1.2.840.113635.100.6.113] /* exists */ and certificate leaf[subject.OU] = C4BODSEBER

(Network Filter Enabied )

Netwes wr drifie

COM_TOfCEpoin o
el

Network F d Requrement Desgnated oo

t.ne-app” and anchor apple generic and certificate 1[field 1.2.840.113835.100.6.2.6) /* exists */ and certificate J

d) In Identifier, enter the app Identifier name.

e) Ensure Socket Filter is enabled, and enter the identifier name in the Socket Filter Bundle Identifier
field and the code value in the Socket Filter Designated Requirement field.

f) Ensure Network Filter is enabled, and enter the identifier name in the Network Filter Bundle Identifier
field and the code value in the Network Filter Designated Requirement field.

A new proxy setting is added and enabled, and no dialog appears during the installation.

Manually creating the MDM profile

You can manually create the mobile device management (MDM) profile if you have issues importing the MDM
profile provided by Forcepoint.

In order to suppress any dialogs related to the "fpneone" and "Forcepoint Neo NE App" processes, you can
manually create the MDM profile. Do the following prior to upgrade:

Steps

1) Log in to the Jamf Pro server.
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2) On the Computers tab, select Configuration Profiles, and then click New.

1 Computars

Configuration Profiles

a sur9 +Mev  fupes = 8@

No categery assigned

3) To create a new configuration profile, provide the required details under General.

« New macOS Configuration Profile

General
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4) Under System Extensions, click Configure.

[ Campure .
Compusrs « New macOS Configuration Profile
on
-

&
»
B =
Securty and Frvac

Configure System Extensions

ooy bor Gystom Extornsaons act3S 1115 o laten, Ui Appeved MM recuredt

5) Add three System Extension objects, using the L[ button.

+ New macOS Configuration Profile

[

System Extensions

» Aligwed Team DS and System Extensions.

Fost
o Prafles L
g == » Allowed Teom IDs and System Extensions:
& Seutyand
» Allwad Team 105 and Systom Extonsions:
G e
& Sign-Gn Extensios
g S
oftuare Upcat
»
Syvtes Mhguation
=)
Tima Mact
-

6) Modify the first extension as the following:

a) In Display name, enter Forcepoint Neo NE.
b) In System Extension Type, enter Allowed System Extensions.

c) In Team ldentifier, enter C489D5ESES.
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d)

7) Modify the second extension as the following:

a)

b)

c)

d)

Under the Allowed System Extension Types, select the below options.

® Driver Extension

® Endpoint Security Extension

m Network Extension

System Extensions

B oo e

+ Allowed Team IDs and System Extensions

Dispaay Hares

PR —

Aliowed Sysiom Exiension Types

B terwark canion

& Allowed Team IDs and System Extensions

+ Alowed Team IDs and System Extensions

In Display name, enter Forcepoint Neo NE.

In System Extension Type, enter Allowed System Extensions.

In Team Identifier, enter C489D5E8ES.

Click the LI button for this object, and enter the value: com.forcepoint.ne.

jamf

Opuane

+ New macOS Configuration Profile

System Extensions
Allow sv0es 15 approve systom extonsions

Alowed Team IDs and System Extensions

~  Alowsa Team 105 and System Extensions

Toam identite:

‘cassOSERES

e EXTERSIONS

Abswed Tear DS and System Extensions

8) Modify the third extension as the following:

a)

In Display name, enter Forcepoint Neo NE.
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b) In System Extension Type, enter Removable System Extensions.
c) In Team Ildentifier, enter C489D5ESES.

d) Click the LI button for this object, and enter the value: com.forcepoint.ne.

omputers : Conf
+ New macOS Configuration Profile

ccccc

> Alowed Tear 103 and System Extensions

9) In VPN, click Configure.

10)  Enter the following values:
m  Connection name: Forcepoint Neo
= VPN Type: VPN
® Connection Type: Custom SSL
® |dentifier: com.forcepoint.ne-app
m  Server: Forcepoint Neo
® Provider Bundle Identifier: com.forcepoint.ne
= Provider Type: App-proxyEnable
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11)

Select the following fields:
® Include All Networks
® Exclude Local Networks
= Enable VPN on Demand

®  Prohibit users from disabling on-demand VPN settings

Computers : Configuration Profiles

< Unsigned Forcepoint DLP Endpoint PPPC profile

Options Scope

v VPN

X Connection Name  Display name of the connection (displayed on the device)
@ Loghnitems

Not configured Forcepoint Neo

(@ LosinWincow VPN Type The type of VPN connection to configure

Not configured VPN v

Managed Login Items
Not configured

Connection Type The type of connection enabled by this policy

Mobility Custom SSL -

Not configured

I\

Identifier Identifier for the custom SSL VPN

Network com forcepoint.ne-app
Not configured

)

Server Hostname or IP address for server

Notifications Forcepoint Neo
Not configured

O

Account  User account for authenticating the connection

Parental Controls

® Not cor figured
Provider Bundle Identifier Bundle identifier for the selected VPN provider
o Posscode com forcepoint.ne
Not configured
Custom Data  Keys and string values for custom data
g Printng
Not configured KEY
Privacy Preferences
©  Policy Control User Authentication Authentication type for the connection
1payload configured Password ~
E Proxies Password Password for authenticating the connection
Not configured
3 Restrictions Verify Password
*= Not configured
g Scep Provider Type Type of tunnel for network traffic

Not configured
App-proxy

(o Securty and Privacy

Include All Networks Routes all traffic through the VPN
Not configured

v

| Exclude Local Networks Routes all ocal network traffic outside the VPN
Single Sign-On
&> Extensions

Provider Designated Requirement
Not configured

Smart Card
Not configured /| Enable VPN on Demand Domain and host names that will establish a VPN
5 Software Update . Prohibit users from disabling on-demand VPN settings
¢ Not configured
Idle Timer The length of time to wait before disconnecting a VPN connection

System Extensions Do not disconnect  ~

1payload configured

[, System Migration

Proxy Setup Configures proxies to be used with this VPN connection
Not configured

None v

Time Machine
Not configured

VPN
]

1payload configured

Xsan
Not configured

&
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Deploying extensions

You can automatically deploy the extensions on the endpoint machines to ensure consistent extension
configuration across devices.

Before you deploy the extensions using Jamf, note the following limitation for Forcepoint F1E installations on
macOS:

m [f the browser extension is installed through Jamf, it cannot be disabled through the Endpoint Profiles
setting in Forcepoint DLP on the Forcepoint Security Manager. Endpoint Profiles can still be used to configure
whether the extension runs in Enabled (blocking) mode or Monitoring only mode.

If you are managing any endpoint machines that are running macOS 10.15 (Catalina) or lower, you need to
disable the automatic installation of the browser extension by the Forcepoint F1E installer package, because this
may override the policy pushed to your endpoint machines by Jamf.

Deploying Chrome extension

You can deploy Chrome extensions to manage extensions alongside the F1E Endpoint agent installation.

To deploy the Chrome extension for Forcepoint DLP Endpoint using Jamf, do the following:
Steps

1) Download the ProfileToDeployChromeExtension.mobileconfig file from here.
2) Sign in to your Jamf Pro server administration portal.

3) Inthe Jamf Pro server administration portal, navigate to Computers > Content Management >
Configuration profiles, and then click Upload.

4) Upload ProfileToDeployChromeExtension.mobileconfig.

5) After the mobileconfig file is uploaded successfully, select the Scope tab, then click Add to add one or more
enrolled target (such as an endpoint machine) to use this policy.

6) After you add the targets, return to the Configuration Profiles screen and verify that the policy is listed as
Pending for the enrolled targets.

7) On each target, log out, and then log in again.

After the target has logged in again, the Configuration Profile screen shows that the policy is listed as
Completed.

8) To verify, open the Profiles preference page in the Settings application on the target.
If the profile loads successfully on the target, the policy appears.
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L) @ Terminal Shell Edit View Window

Help

ittt Profiles

CA Certificate
1 setting

Device (Managed)

ForcepointDL...
Q 1 satting

MDM Profile
3 settings

+ |

ForcepointDLPChromeExtension

point Verified

Signed

oo MNov 24, 2020 at 3:37 PM

JSS Built-In Signing Certificate

ungs Custom Settings

DETAILS

Custom Settings

Google Chrome

n.google.Chrome {

This Mac is supervised and managed by JAMF Software,

Forced= |
{

"mcx_preference_sattings” =
{
i

Icfhoedifcbfmfdkomchdpfapnpongaf

ExtensioninstallForcelist =

Q & TueNov24 3:50PM

ecedée ¥ /@ 7 |

See Disable/Enable Chrome Extension in DLP Endpoint (Windows and macOS) for steps to disable the
automatic installation of the Forcepoint Chrome Extension.

Deploying Firefox extension

The Firefox extension is built-in to the installer package for deployment.

Deploying the endpoint package through Jamf

You can automatically deploy endpoint packages using Jamf.

Steps

1) Once the package is built with the Forcepoint Package builder, upload the file using Casper admin. For

information, see the Jamf Pro Administrator's Guide for the version in use.

2) Create a policy to deploy the ZIP archive, ideally with a smart or static group.
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3) Make a second policy that looks for the package already installed that runs a bash script to run the installer
with the sudo prefix:

sudo unzip ./FORCEPOINT-ONE-ENDPOINT-Mac.zip

sudo installer -package ./EndpointInstaller/WebsenseEndpoint.pkg -target /

E Note
4

Update the paths or file names as needed.

WebsenseEndpoint.pkg (not WebsenseEPClassifier.pkg) contains the installer and will call on the other files
from the zip, so run the command inside the directory where the zip has been extracted.

Uninstalling the agent using Jamf

You can use jamf to automatically uninstall the Forcepoint F1E agent on your endpoint machines.

Create a Jamf policy to uninstall the agent from your endpoint machines.

Steps

1) Sign in to Jamf Pro and go to Computers > Settings.

2) Open Computer Management > Scripts, then click New.

forcepointneopro.jamfeloud.com

@} All Settings Computer Management
¢ B = B -
I]D[I System Settings =
Packages Script Pt Directory Dock Item
Bindings
@ Global Management
-
Dlﬂ Jamf Applications g
Configuration tch
@;l Self Service Management
:f{, Server Infrastructure
Computer Management - Management Framework
Eﬂ Network Organization
[ & ® L [ O
nventory nvent Chi 1 Security Extension Autorun
L1 computer Management Collection Display Attributes Imaging

i
rlj Device Management w u
User Management

@ Jamf Pro Information
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3) Under Display Name, enter the script name. For example, uninstall F1E.sh.

eoe [ <

jamf

Computers Devices

10.26.0-t1605551305

Computers: 28

Mobile Devices: 0

Computers: 3

Mobile Devices: 0

0 forcepointneo.jamfcloud.com 2 N¢}

Settings : Computer Management > Scripts

< run_uninstall_app.sh

General Script Options Limitations

Display Name Display name for the script

Full Jamf Pro

run_uninstall_app.sh

Category Category to add the script to

None v

Information  Information to display to the administrator when the script is run

Notes Notes to display about the script (e.g., who created it and when it was created)

®

Cancel

@&

Save
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4) On the Script tab, login as root and enter the script attached here.

Settings :  Computer management >  Scripts

< Uninstall F1E

General Script  Options  Limitations

Mode Theme

Default v Default v

#!/bin/bash

1
2
3 # Script written by Sebastian Santos in January 2019

4 # Note: Please do not remove the author's name from this script.
5 # Updated by sebastian santos [gfegcenber 8 2023

6 # Check for root privileges

7 if [ "$EUID" -ne @ 1; then

8 echo "Please run as root."

9 exit 1

10 fi

12 # Log file path
13 logFilePath="/var/log/F1EDLP. log"

15 # Check if Forcepoint DLP Endpoint is installed
16 if [ -d "/Applications/Forcepoint DLP Endpoint.app" I; then

17 # Get the installed version
18 #AppVersion=$(/usr/bin/defaults read "/Applications/Forcepoint DLP Endpoint.app/Contents/Info.plist" CFBundleShortVersionString)
19

20 # Check if the version is one of the specified versions

21 #if [[ $AppVersion == "23.04.0377" || $AppVersion == "23.10.0385" || $AppVersion == "23.11" 1]; then #Make sure you add the full version pf DLP you are trying to uninstall
22 # Uninstall if version matches

23 # password="forcepoint" # Adjust the password as needed

24 # echo "Uninstalling DLP version $AppVersion"

25 #else

26 # Uninstall if version doesn't match

27 # password="forcepoint" # Adjust the password as needed

28 # echo "Uninstalling older version of DLP"

29 #fi

30 password="forcepoint"

31 # Perform the uninstallation

32 if echo "spassword" | sudo -S /usr/local/sbin/wepsvc ——uninstall --password "$password"; then

33 echo "$(date '+%Y-%m-%d %H:%M:%S') - Uninstalled DLP version $AppVersion" >> "$logFilePath"

34 else

35 echo "Failed to uninstall DLP version $AppVersion"

36 exit 1

37 fi

38 else

39 # If Forcepoint DLP Endpoint is not installed

40 echo "Forcepoint DLP Endpoint is not installed"

41 fi

42

43 # Display a pop-up window notifying the user about the upcoming restart
44 osascript -e 'display dialog "F1E was uninstalled successfully" buttons {"0K"} default button "OK" with title "Uninstall"'

45
46
a7 exit

5) Click Save.

6) Open Computers > Policies, then click New.

@ forcepointneopro.jamfcloud.com

jamf

g Computers

Computers = Devices Policies

v Q 1-10f1

Search Inventory

NAME FREQUENCY TRIGGER SCOPE
Search Volume Content
Licensed Software
v No category assigned
5] Policies
> Update Inventory Once every week Check-in All computers

Configuration Profiles

7) Enter the following details:
a) Display Name: Remove F1E
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b)

Select the Enabled check box

c) Under Trigger, select Login, Enrolilment Complete, and Recurring Check-in.
eoe M < [ )] 4 forcepointneo.jamfcloud.com @ ¢ ﬂ] +
jamf Full Jamf Pro 20 4 &

Computers

8)

Computers : Policies

=

Devices < Remove Neo

Options Scope

Search Inventory

Search Volume Content 0] General
Licensed Software

Packages
0 Packages

Policies Software

Updates

Configuration Profiles Not Configured

Restricted Software

. Scripts
PreStage Imaging 1 Script
Mac App Store Apps
a  Printers
Patch Management B= oPrinters
00ks Disk
1@ Encryption
Not Configured
Smart Computer Groups Dock ltems
= 0 Dock Items

Static Computer Groups

Classes
< Local Accounts
0 Accounts
Enrollment Invitations Management
Accounts

Not Configured

PreStage Enrollments

Directory
Bindings
0 Bindings

Management Settings

N EFl Password
B ot Configured
Restart
s Options

Not Configured

Menu

Self Service

General

Display Name Display name for the policy

User Interaction

Remove Neo

Site

None v

Category Category to add the policy to

None v

Trigger Event(s) to use to initiate the policy

)
]
[

0

Enabled

Site to add the policy to

Startup
When a computer starts up. A startup script that checks for policies must be configured in Jamf Pro
for this to work

Login
When a user logs in to a computer. A login hook that checks for policies must be configured in Jamf
Pro for this to work

Logout
When a user logs out of a computer. A logout hook that checks for policies must be configured in
Jamf Pro for this to work

Network State Change
When a computer's network state changes (e.g., when the network connection changes, when the
computer name changes, when the IP address changes)

Enroliment Complete
Immediately after a computer completes the enroliment process

Recurring Check-in
At the recurring check-in frequency configured in Jamf Pro

Custom

®

Cancel

&

Save

On the Scripts tab, click Configure Scripts and add the script created above.
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9) On the Scope tab, select All Computers and All Users.

eoe M < [ )] @& forcepointneo.jamfcloud.com @ ¢ Ot + O

Details

Executing Policy Remove EP
Running script run_uninstall_app.sh...
Script exit code: 0

Script result: + '/Library/Application
Support/Forcepoint/Neo/EP/Forcepoint Neo
Uninstaller.app/Contents/MacOS/Forcepoint Neo Uninstaller'
2021-01-24 17:19:13.280 Forcepoint Neo Uninstaller[946:7542]
arguments: (

"/Library/Application Support/Forcepoint/Neo/EP/Forcepoint Neo
Uninstaller.app/Contents/MacOS/Forcepoint Neo Uninstaller"

E Note
| 4

Alternatively, use this tab to specify certain individuals or groups from which to uninstall the
agent.

10)  Click Save.

11)  Click Logs to verify the uninstallation.

E Note
| 4

To troubleshoot uninstall issues on endpoints, open the /Library/Logs/com.forcepoint.neo/
uninstall/uninstall.log file.
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Silently upgrading Forcepoint F1E using MDM

You can silently upgrade Forcepoint F1E endpoint installation using mobile device management (MDM).

If FSM 10 was installed before F1E v23.11 release, switching to Network Proxy mode requires a manual
minor update of the profile on the FSM site. After v23.11 F1E clients are upgraded on the endpoints, a simple
modification, for example, profile description adjustment is adequate to increment the profile version.

if FSM 10 is upgraded concurrently with the F1E v23.11 release, ensure that the profile is configured to be in
Browser Extensions mode until the F1E clients are updated to v23.11. Once v23.11 is installed on the endpoints,
the FSM profile should be changed to Network Proxy mode.

Steps

1)  On FSM 10 or later, setup your profile to be in browser extensions mode.

2) Upgrade to latest F1E version with latest classifier using MDM for silent install.
3) Switch Web Traffic Detection Mode to Inline Proxy.

4) Update your profile.

5) Open browsers, and verify if extensions are removed.

6) Open Activity Monitor, and ensure the fpnpd process is running.

Enabling Safari extension manually

The Forcepoint DLP Endpoint Safari extension must be enabled for Safari 12 and above on macOS
environments v10.14 and above.

If the Forcepoint Safari extension is disabled on a Jamf-managed endpoint machine, the following notification
displays when you open the Safari browser:

Forcepoint Safari extension is
currently disabled.

)

Please click to enable the Forcepoint Safari extension.

Enable Safari Extension

On Jamf-managed environments, unlike the process for Firefox and Chrome, it is not possible for the Forcepoint
Safari Extension to be silently enabled in a similar manner. The user must select the Enable Safari Extension
option within the popup window and enable the Safari extension from the Extension window that opens.

If the endpoint machine is not JAMF managed, the following notification displays when you open the Safari
browser:
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Enable Safari Extension

Forcepoint Safari extension is

F currently disabled.

= Click Open System Preferences

=  Select the Websense Endpoint Helper
checkbox in the Privacy > Accessibility tab

= The Forcepoint Safari extension will be
automatically enabled

Open System Preferences

To enable the Forcepoint Safari extension from this notification, click the Open System Preferences button and
select the Websense Endpoint Helper check box in the Accessibility tab in Privacy. Then, the Forcepoint
Safari extension is automatically enabled.

Apple has made it a requirement for any Safari extensions to not be loaded without the user's consent. Therefore
in modern macOS and Safari versions, it is not possible to enable a Safari extension without the user personally
enabling it.

Related tasks
Deploying Chrome extension on page 94
Deploying Firefox extension on page 95

Restarting an endpoint machine after an
install or uninstall

When you install or uninstall Forcepoint F1E agents on your endpoint machines, you might need to restart the
endpoint machine to complete the install or uninstall. The following table shows the scenarios where a restart is
required when you install or uninstall the v25.02 agent.

Forcepoint F1E agent Restart required?

Forcepoint DLP Endpoint (Windows) = Install: Yes

= Uninstall: Yes

Forcepoint DLP Endpoint (Mac) = Install: No, but an account sign out is required.

= Uninstall: No

Forcepoint Web Security Proxy Connect Endpoint = Install: No

Wi

(Windows) = Uninstall: No

Forcepoint Web Security Proxy Connect Endpoint = Install: No, but an account sign out is required.
(Mac)

= Uninstall: No
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Forcepoint F1E agent Restart required?

Forcepoint Web Security Direct Connect Endpoint = Install: No

Wind

(Windows) = Uninstall: No

Forcepoint Web Security Direct Connect Endpoint = Install: No, but an account sign out is required.
(Mac)

= Uninstall: No

Forcepoint ECA (Windows) = Install: No

= Uninstall: No

Deploying Forcepoint F1E agents and
the Neo agent on an endpoint machine

If you are working with multiple agent installation, refer to the Forcepoint Agent Compatibility Knowledge Base
article.

About Risk-Adaptive DLP (Windows only)

Risk-Adaptive DLP combines the on-premises capabilities of Forcepoint DLP with the cloud-based capabilities of
Forcepoint Dynamic User Protection.

If you install Forcepoint DLP Endpoint and Neo on the same Windows endpoint machine, the Neo icon is hidden
on the Windows system tray. The Neo information is available in the Forcepoint F1E Diagnostics Tool when you
open it from the Forcepoint F1E icon on the Windows system tray. If you install other Forcepoint F1E agents
(such as the Proxy Connect Endpoint) and Neo on the same endpoint machine, each installation adds a separate
Forcepoint icon to the Windows system tray.

For detailed information about installing endpoint agents for Risk-Adaptive DLP using the package builder, as well
as using and configuring Forcepoint Dynamic User Protection, see the Forcepoint Dynamic User Protection Help.

Configuring and managing Forcepoint
F1E agents

When Forcepoint F1E is deployed, endpoint protection automatically starts. The policies and exceptions you
created for users whose requests are managed by the hybrid service are applied automatically.

Configuring Forcepoint DLP Endpoint

Forcepoint DLP Endpoint requires configuration in the Forcepoint Security Manager. This entails:
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Steps

1) Adding an endpoint profile to the Data Security module of the Forcepoint Security Manager or using the
default. A default profile is automatically installed with the client package. (Settings > Deployment >
Endpoint)

2) Rearranging endpoint profiles. (Settings > Deployment > Endpoint)
3) Configuring endpoint settings. (Settings > General > System > Endpoint)

4) Creating endpoint resources. (Main > Policy Management > Resources > Endpoint Devices/Endpoint
Applications/Application Groups)

5) Creating or modifying a rule for endpoint channels. (Main > Policy Management > DLP / Discovery
Policies, Destination tab)

6) Defining the type of endpoint machines to analyze, as well as the network location. (Main > Policy

Management > DLP / Discovery Policies, Custom Policy wizard, Source tab).
Use the Network Location field to define the behavior of the endpoint machine on and off the network.

Next steps

See the Forcepoint DLP Manager Help for specific instructions.

Configuring the Forcepoint DLP Endpoint
Confirmation Dialog (Windows only)

The Confirmation Dialog window is shown to end users when they perform an action that is against policy, but
may still be performed if a business reason is given.
To enable this functionality, the action in policy management must be set to confirm.

In Forcepoint Security Manager v8.6 or later:
Steps

1) Go to DATA > Settings > Deployment > Endpoint Profiles.
2) Select the current active profile.

3) Inthe Properties tab, select the check box Show incident details in the confirm dialog and the Log
Viewer.

4) Deploy the profile.

Next steps

The Confirmation Dialog timeout defaults to 30 seconds, but it is configurable to between 9 and 58 seconds in
Forcepoint DLP. To configure this expiration time, contact Forcepoint Support.
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Configuring Forcepoint Web Security Endpoint

Forcepoint Web Security Endpoint Hybrid requires configuration in the Forcepoint Security Manager. For more
information, see the Forcepoint Web Security Endpoint Administrator Help.

Forcepoint Web Security Endpoint Cloud requires configuration in the Forcepoint Cloud Security Gateway Portal.
For more information, see the Forcepoint Cloud Security Gateway Portal Help.

Configuring Forcepoint Endpoint Context
Agent

Forcepoint ECA requires configuration in the SMC. For more information, see the Forcepoint NGFW Online Help.

Configuring Remote Filtering Client

To configure remote filtering settings, use the Settings > General > Remote Filtering page in the Web Security
module of the Forcepoint Security Manager. For more information, see the Forcepoint Web Security Administrator
Help.
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