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Chapter 1
Release Notes

®  About this release on page 5

®  Compatibility on page 5

®  New features in this release on page 6

m  [nstalling and upgrading Forcepoint F1E on page 7
B Resolved and known issues on page 10

Use these Release Notes to learn what's new and improved in this Forcepoint F1E release. For more information about
this release, see:

Related concepts
About this release on page 5

Related reference

New features in this release on page 6

Installing and upgrading Forcepoint F1E on page 7
Resolved and known issues on page 10

About this release

This document contains important information about this release of Forcepoint F1E. We strongly recommend that
you read the entire document to understand the scope of the release.

Compatibility

The F1E products and versions supported in this release

Operating System (OS) F1E Products Version Build Number
Windows Forcepoint DLP Endpoint | Forcepoint DLP v8.9.x or |v26.02.5749
later

Forcepoint Web Security | Forcepoint Web Security
Proxy Connect Endpoint | v8.5.5 or later

Forcepoint Web Security | Forcepoint Web Security
Direct Connect Endpoint | v8.5.5 or later
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Operating System (OS) F1E Products Version Build Number
Forcepoint Endpoint Forcepoint Next
Context Agent Generation Firewall v6.10
or later
Mac Forcepoint DLP Endpoint | Forcepoint DLP v8.9.x or |v26.02.5014
later

Support for latest browsers and operating
systems

Browsers and operating systems are tested with existing versions of endpoint solutions when they become
available. For a full list of supported browsers and operating systems for each endpoint version, see the Certified
Product Matrix.

New features in this release

= MV3 Browser Extension Domain Bypass via Custom Configuration
Administrators can now configure domain-level bypass rules for the MV3 browser extension using the Custom
Configuration feature in FSM 10.3 and later.

m  Support for F1E DC and Fortra DG DLP Co-installation on macOS
Added support for running F1E DC and DG DLP together on macOS using MDM-based transparent proxy
ordering.

To comply with Google's planned deprecation of Manifest V2, the F1E browser extension has been updated to
Manifest V3. This new version includes an updated Manifest V3 version, which builds on the previous Manifest
V3 releases. Manifest V3 is applicable for Google Chrome, Microsoft Edge, and Mozilla Firefox browsers on
Windows, as well as Google Chrome, Mozilla Firefox, and Safari browsers on macOS. It is crucial that you
upgrade to this ManifestV3 extension before Google deprecates Manifest V2. Refer to the Manifest V2 support
timeline document to view Google's progress on this effort.

Important

Since Manifest V3 introduces a fundamental design change compared to Manifest V2, it is crucial
to review the Resolved and Known Issues section for any known issues before upgrading your
browser extension to Manifest V3.

To leverage this updated Manifest V3 extension, you can either upgrade to the new version of the F1E agent or
enable the Manifest V3 extension on top of your existing agent installation.

To update the agent, follow the regular installation or upgrade steps outlined in F1E Installation guide and F1E
upgrade guide. You can add the Manifest V3 extension on top of an existing agent installation. But first, ensure
you are running a supported version of the F1E agent. To check supported versions, see Product Support
Lifecycle. For detailed instructions, see the F1E End user guide.

You can now choose to enable or disable print detection for web pages using browser extensions when creating
endpoint installation packages. For details on availing of this option, refer to Creating the installation package
from the package builder.

Release Notes | 6


https://support.forcepoint.com/s/article/TRITON-AP-ENDPOINT-Browser-Certified-Product-Matrix
https://support.forcepoint.com/s/article/TRITON-AP-ENDPOINT-Browser-Certified-Product-Matrix
https://developer.chrome.com/docs/extensions/develop/migrate/mv2-deprecation-timeline
https://developer.chrome.com/docs/extensions/develop/migrate/mv2-deprecation-timeline
https://help.forcepoint.com/F1E/en-us/v25/ep_install/index.html
https://help.forcepoint.com/F1E/en-us/v25/ep_upgrade/index.html
https://help.forcepoint.com/F1E/en-us/v25/ep_upgrade/index.html
https://support.forcepoint.com/s/productsupportlifecycle
https://support.forcepoint.com/s/productsupportlifecycle
https://help.forcepoint.com/F1E/en-us/v25/ep_end_user/guid-1b31bda2-d20f-4f71-a8b7-54a5da9c4d9f.html
https://help.forcepoint.com/F1E/en-us/v25/ep_install/439AB9F6-FE0D-462C-9852-2F1CD97EA16C.html
https://help.forcepoint.com/F1E/en-us/v25/ep_install/439AB9F6-FE0D-462C-9852-2F1CD97EA16C.html

‘ Forcepoint F1E v26.02 | Release Notes

Installing and upgrading Forcepoint F1E

Installing Forcepoint F1E

For information about using the package builder, installing Forcepoint F1E agents, or uninstalling Forcepoint F1E
agents, see the Installation and Deployment Guide for Forcepoint F1E.

Restarting an endpoint machine after an install

or uninstall

When you install or uninstall Forcepoint F1E agents on your endpoint machines, you might need to restart the
endpoint machine to complete the install or uninstall. The following table shows the scenarios where a restart is

required when you install or uninstall the agent.

Forcepoint F1E agent Restart required?

Forcepoint DLP Endpoint (Windows)

Install: Yes
Uninstall: Yes

Forcepoint DLP Endpoint (Mac)

Install: No, but an account sign out is required.
Uninstall: No

Forcepoint Web Security Proxy Connect Endpoint
(Windows)

Install: Yes
Uninstall: No

Forcepoint Web Security Proxy Connect Endpoint
(Mac)

Install: No, but an account sign out is required.
Uninstall: No

Forcepoint Web Security Direct Connect Endpoint
(Windows)

Install: No
Uninstall: No

Forcepoint Web Security Direct Connect Endpoint
(Mac)

Install: No, but an account sign out is required.
Uninstall: No

Forcepoint ECA (Windows)

Install: No
Uninstall: No

Upgrading Forcepoint F1E

For information about upgrading Forcepoint F1E, see the Upgrade Guide for Forcepoint F1E.

You do not need to uninstall earlier Forcepoint F1E versions before installing this version if you are upgrading

from the following versions:

m  Forcepoint DLP Endpoint v22.06 or later
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®  Forcepoint Web Security Endpoint v22.06 or later
m  Forcepoint ECA v22.06 or later
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m |f your Forcepoint F1E version is earlier, Forcepoint recommends that you upgrade to one of the
above versions before upgrading to this version, or uninstall the earlier version before you install
this Forcepoint F1E version.

= Only one type of Forcepoint Web Security Endpoint can be installed on an endpoint machine.
Forcepoint Web Security Direct Connect Endpoint cannot be installed on an endpoint machine
with Forcepoint Web Security Proxy Connect Endpoint installed.

® [f you currently have the Proxy Connect Endpoint installed, but want to install Direct Connect
Endpoint (or vice versa), you must uninstall Proxy Connect Endpoint before installing Direct
Connect Endpoint.

® [f you are upgrading from the conventional Forcepoint ECA (v1.4 or earlier) to this version of
Forcepoint ECA, you must uninstall the conventional agent before installing this Forcepoint ECA
version.

Restarting the endpoint machine after an
upgrade

When you upgrade Forcepoint F1E agents on your endpoint machines, you might need to restart the endpoint
machine to complete the upgrade. The following table shows the scenarios where a restart is required when you
upgrade from an earlier version of the agent to this version.

Upgrade from Restart Required?

Forcepoint DLP Endpoint (Windows)

v22.06 or later Yes

Forcepoint DLP Endpoint (Mac)

v22.06 or later No,
But an account sign out is required.

Forcepoint Proxy Connect Endpoint (Windows)

v22.06 or later Yes

Forcepoint Proxy Connect Endpoint (Mac)

v22.06 or later No

Forcepoint Direct Connect Endpoint (Windows)

v22.06 or later Yes

Forcepoint Direct Connect Endpoint (Mac)

v22.06 or later No

Forcepoint ECA (Windows only)

v22.06 or later No
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Using Forcepoint F1E

For information about using the Forcepoint F1E software, see End User’s Guide for Forcepoint F1E.

Updating your Forcepoint DLP Endpoint
message templates

If you use a custom message XML file, you need to add your custom XML file to your installation:

®  You can add the custom XML file to the package builder before you create your installation packages. For
more information, see the Replacing the Message XML in the Forcepoint Endpoint All-in-One Package Builder
Knowledge Base article.

®  You can install the custom XML file on the Forcepoint DLP server. For more information, see the “Install the
new XML file” section in the Customizing Forcepoint DLP Endpoint client messages Knowledge Base article.

If you have deployed Forcepoint DLP Endpoint v19.06 or later and do not see the new messages for the
confirmation dialog box (added in v19.06) or message 10010047 (added in v20.09), you might need to replace
the default message template. For more information, see the Updating Confirmation Dialog message files in
Forcepoint F1E Knowledge Base article.

Enabling full disk access on macOS

When you install or upgrade Forcepoint DLP Endpoint on an endpoint machine running macOS 13 (Ventura),
macOS 14 (Sonoma), and macOS 15 (Sequoia), you must enable full disk access (FDA) for the following
processes:

® Library/Application Support/Websense Endpoint/DLP/ESDaemonBundle.app

m Library/Application Support/Websense Endpoint/DLP/Websense Endpoint Helper.app
® Library/Application Support/Websense Endpoint/DLP/wsdlpd

m Library/Application Support/Websense Endpoint/EPClassifier/EndPointClassifier

If you are installing Forcepoint DLP Endpoint manually on an endpoint machine, the installation prompts you to
enable FDA. See Deploying F1E DLP Endpoints on macOS Environments via Jamf Profile in Forcepoint F1E
Install Guide.

Installing Forcepoint F1E agents and Neo
together on an endpoint machine

If you are working with multiple agent installation, refer to the Forcepoint Agent Compatibility Knowledge Base
article.
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Resolved and known issues

This lists the resolved and known issues for the supported versions.

Known Issues

The list of known issues is available in the Known Issues Knowledge Base. You must sign into My Account to
view the list. To create a customer account, navigate to the Customer Hub Home page, and then click the Create

Account link.

Resolved Issues for v26.02

Issue

UEP-92485

Component

Forcepoint DLP Endpoint
(Windows)

Description

Installation: Resolved an issue
that was causing agent installs on
Windows 11 25h2 to fail and result
in a partial install only.

UEP-92468

Forcepoint DLP Endpoint (macOS
and Windows)- Manifest V3
Browser Extension

Policy Enforcement: Resolved an
issue where the default action for
timeout on a coaching dialog was
not always applied.

UEP-92464

Forcepoint DLP Endpoint (macOS
and Windows)- Manifest V3
Browser Extension

Usability: Fixed an issue preventing
users from printing on a limited
number of internal web pages

UEP-92404

Forcepoint DLP Endpoint (macOS
and Windows)- Manifest V3
Browser Extension

Incident reporting: Resolved an
issue where an empty domain list
for online apps (excluding ext &
web domains for MV3) was leading
to a large number of false positive
incidents for Firefox.

UEP-92289

Forcepoint DLP Endpoint (macOS
and Windows)

Incident reporting: Resolved an
issue where emails sent from the
Outlook client to a group distribution
were reporting the "To" field as
"N/A" in the FSM DLP incident
forensic.

UEP-92137

Forcepoint DLP Endpoint (macOS
and Windows)

Policy Enforcement: Resolved an
issue where the "PrtScn" button
could be used to print the contents
of the screen, even when an
application was active that should
have prevented the "PrtScn" action
from capturing the screen contents.
Preventing other methods of screen
capture is a feature to plan to add
to the agent in the future.
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Issue Component Description

UEP-92085 Forcepoint DLP Endpoint (macOS | Uninstall: Resolved an issue
and Windows)- Manifest V3 where the ForcepointExtensions
Browser Extension application remained after uninstall.

UEP-92043 Forcepoint DLP Endpoint (macOS | Uninstall: Resolved an issue where
and Windows)- Manifest V3 the Firefox browser extension was
Browser Extension not removed after an upgrade

followed by an uninstall.

UEP-92030 Forcepoint DLP Endpoint Stability: Resolved an issue with

(Windows) F1E PCEP installs on Windows that
could lead to a BSOD error in very
limited circumstances.

UEP-91942 Forcepoint DLP Endpoint Stability: Resolved an issue on

(Windows) Windows with DLP installs where
an Excel file corruption occurred
when working with the file in a
Google Drive shared folder(s).

UEP-91768 Forcepoint DLP Endpoint (macOS | Policy Enforcement: Resolved an

and Windows)- Manifest V3 issue where files dragged directly

Browser Extension from a ZIP to the web browser were
not scanned.

UEP-91743 Forcepoint DLP Endpoint Usability: Resolved a duplicate

(Windows) confirm pop-up with F1E DLP,
which occurred when a user
dragged and dropped a file into the
Teams application.

UEP-91739 Forcepoint DLP Endpoint (macOS) | Resolved an issue where the fpnpd
inline proxy process on macOS
endpoints would start automatically
despite being disabled in the
endpoint profile.

UEP-91557 Forcepoint DLP Endpoint (macOS | Policy Enforcement: Resolved a

and Windows)- Manifest V3 potential data leak on WhatsApp

Browser Extension web when a user performs a re-try
on an initially blocked message.
E Note

|4
in addition to this fix,
you can also view here
for how to best protect
data leaks on apps that
auto-save data.
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Issue Component Description
UEP-90283 Forcepoint DLP Endpoint (macOS | Agent User Details: Resolved an
and Windows) issue that meant the child domain
for a user was getting reported
instead of the correct root domain,
which resulted in the user not
getting the correct group-based
inclusions/exclusions applied for the
Next-Generation Firewall rules.
UEP-90280 Forcepoint DLP Endpoint (macOS | Usability: Resolved an issue
and Windows)- Manifest V3 caused by the MV3 browser
Browser Extension extension on certain internal
applications, which prevented the
print preview page from showing
and hence prevented the printing
function.
UEP-84160 Forcepoint DLP Endpoint (macOS | Policy Enforcement: Resolved an
and Windows)- Manifest V3 issue preventing DLP policy from
Browser Extension being applied to text entered into
Claude Al in the web browser.

Resolved Issues for v25.11

Issue Component Description
UEP-91851 Forcepoint DLP Endpoint (macOS | Usability: Fixed an issue that
and Windows)- Manifest V3 impacts browsing experience when
Browser Extension the agent is not functional.
UEP-91846 Forcepoint DLP Endpoint (macOS | Policy Enforcement: Resolved an
and Windows)- Manifest V3 issue where right-click copy/paste
Browser Extension Issues data from Excel to browser was not
detected by the MV3 extension,
while keyboard shortcuts worked as
expected.
UEP-91842 Forcepoint DLP Endpoint (macOS | Usability: The 'Refresh page' button
and Windows)- Manifest V3 on block banner is removed. This
Browser Extension is required to maintain browser
compatiblity.
UEP-91825 Forcepoint DLP Endpoint Agent Stability: Resolved an issue
(Windows)- Manifest V3 Browser where wepsvc crashed while
Extension browsing when browser extension
bypass list was configured via FSM
UEP-91763 Forcepoint DLP Endpoint Application Stability: Resolved
(Windows) an issue where Microsoft Teams
crashed intermittently when being
monitored for file access.
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Issue

UEP-91583

Component

Forcepoint DLP Endpoint (macOS)

Description

Agent Stability: Resolved an

issue where Forcepoint endpoint
applications on Mac OS could be
deleted without disabling protection.
These apps are now covered under
anti-tampering controls.

UEP-91582

Forcepoint DLP Endpoint (macOS)

Usability: Resolved an issue
where messages sent from shared
mailboxes in Outlook for Mac
16.101 were stuck in Drafts.

UEP-91501

Forcepoint DLP Endpoint (macOS
and Windows)

Policy Enforcement: Resolved an
issue in Windows OS where USB
device names containing control
characters caused USB device
exclusion policy to not work

UEP-90551

Forcepoint DLP Endpoint (macOS
and Windows)- Manifest V3
Browser Extension

Uninstallation: Resolved an issue
in 25.11 where uninstalling the
endpoint could be incomplete on
systems upgraded from versions
earlier than 24.06, leaving browser
extensions installed.

UEP-90415

Forcepoint DLP Endpoint (macOS
and Windows)- Manifest V3
Browser Extension

Usability: Resolved an issue related
to printing from a browser via a
pop-up window for specific custom
web applications

UEP-90390

Forcepoint DLP Endpoint (macOS
and Windows)- Manifest V3
Browser Extension

Usability: Resolved an issue where
export to PDF operations triggered
by the extension caused failures in
Google Sheets

UEP-90354

Forcepoint DLP Endpoint (macOS)

Upgrade Support: Fixed a PCEP
upgrade issue on Mac OS where
the agent does not start after
upgrading PCEP from 24.11 to
newer versions.

UEP-86607

Forcepoint DLP Endpoint (macOS
and Windows)- Manifest V3
Browser Extension

Policy Enforcement: Resolved

an issue where sensitive email
attachments from Outlook client
could be dragged and dropped to
websites without detection; uploads
are now correctly blocked.
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Resolved Issues for v25.09

Issue

UEP-91020

Component

Forcepoint Endpoint Context Agent
(Windows)

Description

Agent Stability: Resolved an issue
discovered in version 25.06 where
the Endpoint Context Agent (ECA)
capability was not loading after
install.

UEP-90550

Forcepoint DLP Endpoint (macOS
and Windows)- Manifest V3
Browser Extension Issues

Policy Enforcement: Resolved an

issue on Chrome and Edge where
a file could be leaked to Telegram
using drag and drop. A solution is
in progress for Safari and Firefox,

where the issue is still present.

UEP-90266

Forcepoint DLP Endpoint (macOS
and Windows)- Manifest V3
Browser Extension Issues

Usability: Resolved an issue where
the usability of some sites that
interface with bar-code scanners
was impacted e.g. application log
outs or page refreshes when an
item was scanned.

UEP-90251

Forcepoint DLP Endpoint (macOS
and Windows)- Manifest V3
Browser Extension Issues

DLP Policy Enforcement: Content
entered and submitted via the enter
key immediately is not scanned for
DLP policy violations. There will

be a KBA on how best to protect
against this scenario published
soon, while we work on a solution.

UEP-90151

Forcepoint DLP Endpoint (macOS
and Windows)

DLP Policy Enforcement Usability:
When a file is dragged and dropped
into any folder on the SharePoint
site and it results in a block action
and the user clicks the "Retry"
button (instead of the "Refresh
Page" button from the banner), the
website enters offline mode. The
browser reload does not restore
functionality; the page remains
unresponsive. The issue is resolved
now.

UEP-90133

Forcepoint DLP Endpoint (macOS
and Windows)- Manifest V3
Browser Extension Issues

Incident reporting: Resolved an
issue where read-only content was
being scanned which could result in
a policy triggering and an incident
getting reported in the FSM.

UEP-90117

Forcepoint DLP Endpoint (macOS
and Windows)

Endpoint Usability: Drag-and-drop
behaviour on Firefox and Safari is
not yet fully supported. Future F1E
releases will bring drag-and-drop
support in line with the Chrome and
Edge browsers.
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Issue Component Description
UEP-90116 Forcepoint DLP Endpoint (macOS | Usability: Resolved an issue
and Windows)- Manifest V3 with the MV3 extension file input
Browser Extension Issues DOM manipulation, that was
interfering with some enterprise
web applications.
UEP-89585 Forcepoint DLP Endpoint (macOS | Usability: Resolved an issue where
and Windows) users were encountering TLS
validation error "local: no active
user session for cert validation"
when using inline proxy mode.
UEP-88397 Forcepoint DLP Endpoint (macOS | Policy Enforcement: Resolved
and Windows)- Manifest V3 an issue with Chrome and Edge,
Browser Extension Issues where content could be leaked on
ChatGPT when users enter text and
immediately submit it. A solution is
in progress for Safari and Firefox,
where the issue is still present.
UEP-87699 Forcepoint DLP Endpoint (macOS | Usability: Resolved an issue on
and Windows)- Manifest V3 OWA where no suggestions were
Browser Extension Issues displayed when searching for users
in the search bar.
UEP-86613 Forcepoint DLP Endpoint (macOS | Policy Enforcement: Resolved an
and Windows) issue with F1E DLP in inline proxy
mode - where traffic was not routed
via the transparent proxy and hence
no detection was happening.
UEP-86515 Forcepoint DLP Endpoint (macOS | Policy Enforcement: Resolved
and Windows)- Manifest V3 an issue with Chrome and Edge
Browser Extension Issues where on some websites e.g
sendfileonline, digiboxx, the file
with sensitive content was getting
uploaded successfully even though
the blocked banner was displayed.
A solution is in progress for Safari
and Firefox, where the issue is still
present.
UEP-85700 Forcepoint Endpoint Context Agent | Stability: Resolved an intermittent
(Windows) BSOD issue on Windows 11 24H2
for ECA endpoints observed since
25.03.
UEP-85256 Forcepoint DLP Endpoint (macOS | Incident reporting: Resolved an
and Windows)- Manifest V3 issue where the destination value
Browser Extension Issues was displayed in the DLP incident
as "ABOUT:BLANK" for incidents
created in Outlook Web.
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Resolved Issues for v25.08

Issue

UEP-89606

Component

Forcepoint DLP Endpoint (macOS
and Windows)- Manifest V3
Browser Extension Issues

Description

Endpoint usability: Resolved an
issue that was causing users to
have to press the enter key twice
for search results to show on
some SharePoint and Jira web
applications.

E

Note

This issue is resolved in
25.08 but is still present
in the previous 25.07

F1E release.
Resolved Issues for v25.07
Issue Component Description
UEP-86512 Forcepoint DLP Endpoint Endpoint Stability: Resolved the
(Windows) BSOD issues with F1E DLP on
Windows ARM devices.
UEP-86610 Forcepoint DLP Endpoint (macOS)- | Endpoint Usability: Resolved an
Manifest V3 Browser Extension issue that was preventing the
Issues copying and pasting of an image
from a doc file to some sites in the
browser.
UEP-86698 Forcepoint DLP Endpoint (Windows | Endpoint Usability: Fixed an issue
and macOS) that was preventing users from
sending emails in Gmail after they
had attempted to send the email
that violated a DLP policy, but
subsequently removed the violation
content.
UEP-86694 Forcepoint DLP Endpoint (Windows | Resolved an issue where non-
and macOS) sensitive files were not uploaded
during multi-file uploads if any
sensitive file was detected.
UEP-87775 Forcepoint DLP Endpoint (macOS)- | Policy Enforcement: Resolved an
Manifest V3 Browser Extension issue that was causing content that
Issues was copied and pasted via mouse
click from a text file into the browser
to not be analyzed for DLP policy
violation.
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Issue

UEP-87994

Component

Forcepoint DLP Endpoint (Windows
and macOS)- Manifest V3 Browser
Extension Issues

Description

Endpoint Usability: Resolved an
issue where users were unable
to paste images into a specific
website when Manifest V3 (MV3)
was enabled.

UEP-88050

Forcepoint DLP Endpoint (Windows
and macOS)- Manifest V3 Browser
Extension Issues

Endpoint Stability: Resolved an
issue with MV3, where re-trying to
connect errors messages would
appear when using Gmail.

Resolved Issues for v25.06.5725

Issue

UEP-88413

Component

Forcepoint DLP Endpoint
(Windows)

Description

Agent Stability: Agent process
(wepsvc) crashes observed on
Windows with the 25.06 agent
version when using Teams, Outlook
and Web browsing. This is now
fixed.

Resolved Issues for v25.06

Issue

UEP-72323

Component

Forcepoint DLP Endpoint
(Windows)

Description

Incident reporting: Fixed an issue
where the file path reported for a
removable media incident was not
correct.

UEP-85028

Forcepoint DLP Endpoint
(Windows)

Stability: Fixed a crash that could
occur with Classic Outlook on
Windows when an email msg file
contained a static map image.

UEP-85201

Forcepoint DLP Endpoint
(Windows) - Manifest V3 Browser
Extension Issues

Policy Enforcement: Resolved

an issue that meant DLP policy
enforcement was not occurring on
Rediffmail and Yahoo mail.

UEP-85205

Forcepoint DLP Endpoint (Windows
and macOS)- Manifest V3 Browser
Extension Issues

Usability: With the MV3 extension
running, Gmail frequently displays
"re-trying connection" messages.

UEP-85262

Forcepoint DLP Endpoint (macOS)

Endpoint Functionality: Resolved
an issue on macOS, where the
FPNPD process stopped and was
not getting started.
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Issue Component Description
UEP-85284 Forcepoint DLP Endpoint (macOS)- | Resolved an issue on macOS
Manifest V3 Browser Extension Sonoma, where the browser
Issues extension on Safari did not load
after an install.
UEP-85679 Forcepoint DLP Endpoint (macOS) | Incident reporting: Resolved
an issue where the forensic file
included in the incident in the FSM
for the print channel violation on
macOS would not open.
UEP-85808 Forcepoint DLP Endpoint (Windows | Usability: Resolved an issue where
and macOS) - Manifest V3 Browser | sites required multiple presses of
Extension Issues the enter key when trying to submit
content or move to a new line e.g.
DuckDuckGo searches, MFA one-
time password sites, Signal chat
messages send and Outlook Web
when creating a new line on an
email.
UEP-86250 Forcepoint DLP Endpoint Stability: Resolved an issue where
(Windows) if the bypass protection from the
Forcepoint DLP endpoint is enabled
for a limited time after using the
bypass code from the FSM, the
endpoint crashes when some
transactions occur.
UEP-86332 Forcepoint DLP Endpoint (macOS) | Stability: Resolved an issue where
- Manifest V3 Browser Extension the package builder option to
Issues not add the Firefox or Chrome
extensions was not working, which
resulted in the extensions getting
added on macOS when they should
not be.
UEP-86373 Forcepoint DLP Endpoint (Windows | Detection: Resolved an issue where
and macOS) files uploaded from a mapped
network were not getting detected
in certain scenarios.
UEP-86614 Forcepoint DLP Endpoint (Windows | Usability: Resolved an issue on an
and macOS) - Manifest V3 Browser | (One Time Passcode (OTP) site
Extension Issues where the cursor was moving back
to the previous input box after the
user entered the character.
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Resolved Issues for v25.05

Issue

UEP-84100

Component

Forcepoint DLP Endpoint (macOS)

Description

Resolved an issue on macOS for
F1E Web, where users incorrectly
got authentication prompts from
WCG when the machine is on-
premises.

UEP-84126

Forcepoint DLP Endpoint (macOS)

Resolved an issue on macOS for
F1E DLP installs configured to run
in browser extension mode, that
can cause the fpnpd process to run
when it should not.

UEP-84435

Forcepoint DLP Endpoint (macOS
or Windows)

Usability: Resolved an issue for
many sites where Users had to
press the Enter key twice to switch
to a new line

UEP-85269

Forcepoint Web Security Endpoint
(Windows) - PCEP

Resolved an intermittent BSOD
issue on Windows 11 24H2 for
PCEP endpoints for Cloud Web
Security.

UEP-85307

Forcepoint DLP Endpoint
(Windows)

Resolved an issue where content
is not blocked in the case where
the numpad enter is used to submit
content.

UEP-85694

Forcepoint DLP Endpoint (macOS)

Resolved an intermittent issue
where F1E PCEP on macOS could
stay in fallback mode after the
device came out of sleep mode.

Resolved Issues for v25.04

Forcepoint DLP Endpoint
(Windows)

UEP-85233

Endpoint usability: Fixed a conflict
that occurred with certain third
party Excel plugins and our agent,
which resulted in an error message
when copying/pasting data between
Office apps.

UEP-84844

Endpoint Usability: Resolved
an issue preventing users from
downloading files from Google
Drive.

UEP-84368

Resolved an issue where older
browser extension versions
sometimes remained after an agent
upgrade or uninstall.
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|
UEP-83373 Resolved an issue where the
decryption utility was copied to the
USB upon a USB encrypt policy
action, which occurred in itself, was
encrypted. Now, the decryption
utility is copied unencrypted.

UEP-83363 Reduced the number of duplicate
end user popups and incidents
that are created when monitoring
clipboard events for MSTSC.

UEP-83195 Updated the agent to only modify
F1E product-specific entries in the
registry key for Citrix, other values
in the key are left untouched.

UEP-82300 Resolved an issue that caused
Excel to crash on Windows ARM
devices.

UEP-82998 Resolved an issue that sometimes

resulted in the inline proxy not
performing SSL decryption after a
reboot.

UEP-80938 Resolved an issue that resulted in

the system tray icon not appearing
sometimes when RDS is disabled

on the device.

UEP-80020 Resolved an issue where a file
triggered a confirm pop-up, and the
file upload was blocked despite the
user selecting to allow. This issue
only occurred intermittently, but it is
now resolved.

UEP-79624 Endpoint Functionality: Resolved an
issue that was causing Outlook to
crash in certain cases with a large
number of recipients in the To field,
e.g, over 500.

UEP-76975 Incident reporting: With this agent
version, incidents reported in the
FSM for CD ROM devices on the
removable media channel will
display the correct serial number as
part of the destination value.

UEP-76304 Incident reporting: With this agent
version, incidents reported in the
FSM for removable media channel
will display the combined serial
number and PNP device ID as part
of the destination value.
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Forcepoint DLP Endpoint (macOS)

UEP-81574

Resolved an issue where Safari
extensions were failing to load on
macOS 15 Sequoia, when a custom
logo for the coaching dialog was
used.

UEP-80936

Resolved a process crash that was
preventing the application of DLP
policy to files that were copied to a
USB on macOS.

UEP-80913

Resolved an issue on macOS that
was causing the Adobe InDesign
App to freeze when a file was
open from a network location and
renamed.

UEP-84251

Resolved an issue that was causing
authentication prompts for a
"blackspider" URL to appear for
F1E DLP standalone installations.

Forcepoint DLP Endpoint (Windows
and Mac)

UEP-84845

Resolved an issue that prevented
the DLP policy from being applied
to Microsoft Onedrive Web.

UEP-84753

Endpoint usability: Fixed an issue
preventing the copying and pasting
of the content into the Chrome

and Edge browsers from some
applications such as Excel and
PowerPoint.

Forcepoint Web Security Endpoint
(Windows)

UEP-82013

Endpoint Compatibility: Resolved
an issue where the F1E DCEP
agent would prevent VPN clients
that use UDP port 443 from
connecting. With this version, you
can now bypass the necessary
process so that F1E DCEP does
not block the client from connecting.
For more details, refer F1E DCEP
default block of UDP port 443 in
version 25.03.

Forcepoint Web Security Endpoint
(macOS)

No issues were resolved in this
release of Forcepoint Web Security
Endpoint for Mac machines.

Forcepoint Endpoint Context Agent
(Windows)

No issues were resolved in this
release of Forcepoint Endpoint
Context Agent for Windows
machines.

Forcepoint One Endpoint package
builder

No issues were resolved in this
release of Forcepoint One Endpoint
package builder.
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Resolved Issues for v25.03
] ] |

Forcepoint DLP Endpoint (macOS) | UEP-82459 Resolved an issue where files were
- Manifest V3 Browser Extension not uploaded after a drag-and-drop
Issues action in Firefox.

Forcepoint DLP Endpoint UEP-84465 End user behavior impact:

(Windows) - Manifest V3 Browser Resolved an issue that prevented

Extension Issues users from creating a new
document in Google Workspace.

Forcepoint DLP Endpoint (macOS | UEP-84480 End user behavior impact:

and Windows) - Manifest V3 Resolved an issue preventing

Browser Extension Issues users from navigating to certain
sites. For example: okta.com,
portal.oeconnection.com,
console.firebase.google.com,
atlassian.net, teams.microsoft.com.

UEP-84371 End user behavior impact:
Resolved an issue in the browser
extension that was preventing the
pasting of images into sites on
Chrome, Edge and Safari. The
problem still exists with the Firefox
browser.

Forcepoint DLP Endpoint No issues were resolved in this

(Windows) release of Forcepoint DLP Endpoint
for Windows machines.

Forcepoint DLP Endpoint (macOS) No issues were resolved in this
release of Forcepoint DLP Endpoint
for Mac machines.

Forcepoint DLP Endpoint (Windows No issues were resolved in this

and Mac) release of Forcepoint DLP Endpoint
for Windows and Mac machines.

Forcepoint Web Security Endpoint | UEP-82706 Resolved a Blue Screen of Death

(Windows) (BSOD) issue in PCEP observed
with Windows 11 24H2.

Forcepoint Web Security Endpoint No issues were resolved in this

(macOS) release of Forcepoint Web Security
Endpoint for Mac machines.

Forcepoint Endpoint Context Agent No issues were resolved in this

(Windows) release of Forcepoint Endpoint
Context Agent for Windows
machines.

Forcepoint One Endpoint package No issues were resolved in this

builder release of Forcepoint One Endpoint
package builder.
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Resolved Issues for v25.02
T

Forcepoint DLP Endpoint (Windows) No issues were resolved in this release of Forcepoint
DLP Endpoint for Windows machines.

Forcepoint DLP Endpoint (Mac) No issues were resolved in this release of Forcepoint
DLP Endpoint for Mac machines.

Forcepoint DLP Endpoint (Windows and Mac) No issues were resolved in this release of Forcepoint
DLP Endpoint for Windows and Mac machines.

Forcepoint Web Security Endpoint (Windows) No issues were resolved in this release of Forcepoint
Web Security Endpoint for Windows machines.

Forcepoint Web Security Endpoint (Mac) No issues were resolved in this release of Forcepoint
Web Security Endpoint for Mac machines.

Forcepoint Endpoint Context Agent (Windows) No issues were resolved in this release of Forcepoint
Endpoint Context Agent for Windows machines.

Forcepoint One Endpoint package builder No issues were resolved in this release of Forcepoint
One Endpoint package builder.

Resolved Issues for v24.11

Forcepoint DLP Endpoint UEP-76876 Fixed an issue with the inline proxy
(Windows) that was preventing WhatsApp web
page loading on some systems.

UEP-74863 Resolved an issue where
multiple incidents were created
on performing permit action in
websites.

UEP-78903 Resolved a scenario where a
BSOD could occur when a file is
moved to a USB and encrypted
using a profile key on one device
and edited on a different device with
a permit (audit) action is triggered.

UEP-75711 Resolved an issue where the inline
proxy would not start correctly if
the agent was installed in a custom
location.

UEP-78882 Resolved an issue where files were
sometimes not blocked if they were
stored in a folder with a long source
path.

Forcepoint DLP Endpoint (Mac) No issues were resolved in this
release of Forcepoint DLP Endpoint
for Mac machines.
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Forcepoint DLP Endpoint (Windows
and Mac)

No issues were resolved in this
release of Forcepoint DLP Endpoint
for Windows and Mac machines.

Forcepoint Web Security Endpoint
(Windows)

No issues were resolved in this
release of Forcepoint Web Security
Endpoint for Windows machines.

Forcepoint Web Security Endpoint
(Mac)

No issues were resolved in this
release of Forcepoint Web Security
Endpoint for Mac machines.

Forcepoint Endpoint Context Agent
(Windows)

No issues were resolved in this
release of Forcepoint Endpoint
Context Agent for Windows
machines.

Forcepoint One Endpoint package
builder

No issues were resolved in this
release of Forcepoint One Endpoint
package builder.

Resolved Issues for v24.07

Forcepoint DLP Endpoint
(Windows)

UEP-76945

Resolved an issue where sites
that were added to the JavaScript
injection bypass list were not
loading correctly.

UEP-76097

Now, the Firefox Proxy and PAC
settings are no longer locked.

UEP-75822

Resolved an issue where
fpneonetworksvc.exe crashed.

UEP-77155

Resolved an issue where the agent
was setting a registry value for
Chrome that caused other Chrome
extension to be unloaded in certain
circumstances.

UEP-76876

Resolved an issue with the
inline proxy that was preventing
WhatsApp web page loading on
some systems.

UEP-76914

Resolved an issue where users
could uninstall the agent without
providing the anti-tampering
password.

UEP-76447

Resolved an issue where the F1E
endpoint icon disappeared from the
system tray after the first shutdown
when RDP Services were not
running.
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UEP-77146

Resolved an issue where Outlook
crashed in F1E 24.04 when sending
email to a distribution list with
hidden recipients.

UEP-76886

Now, F1E DLP blocks the data
pasted in the DingTalk application.

UEP-76274

Resolved an issue where users
with DLP endpoint on Windows
machines experienced Blue Screen
of Death (BSOD) errors due to
cwnep.sys.

UEP-78059

Resolved an issue where a lot of
.tmp.QIPT and .tmp.WEFS were
getting accumulated in the endpoint
machine at C:\Windows\Temp and
these were not getting deleted
automatically.

UEP-76287

Now, the URLSs load correctly.

UEP-75817

Resolved an issue where
customers encountered Secure/
Multipurpose internet Mail
Extensions (S/MIME) error in
outlook when replying to an existing
conversation.

UEP-76069

Now, Google and Bing searches
on the address bar loads after
installing F1E 23.11 endpoint with
Inline proxy.

UEP-76482

Resolved an issue where Blue
Screen of Death (BSOD) errors
occurred due to WsNetFlt.sys with
the 23.04 endpoint, potentially
caused by a conflict with a third-
party application.

UEP-80966

Resolved the issue by removing the
versions of 7-zip libraries included
with the agent that were found to be
vulnerable.

Forcepoint DLP Endpoint (Mac)

UEP-76407

Resolved an issue where the
Firefox PAC setting got locked on
MacOS in browser extension mode.

UEP-76313

Resolved an issue where the
default domain configured in the
Endpoint package was not getting
applied after installation.

UEP-76332

Resolved an issue where
applications were hanging and not
launching in the MAC machines.
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Forcepoint DLP Endpoint (Windows
and Mac)

No issues were resolved in this
release of Forcepoint DLP Endpoint
for Windows and Mac machines.

Forcepoint Web Security Endpoint
(Windows)

UEP-75529 Resolved an issue where Firefox
was not opening in DLP+DCEP
mode.

UEP-76482 Resolved an issue where users with

PCEP 23.04 endpoint on Windows
machines experienced Blue Screen
of Death (BSOD) errors due to
WsNetFlt.sys.

Forcepoint Web Security Endpoint
(Mac)

No issues were resolved in this
release of Forcepoint Web Security
Endpoint for Mac machines.

Forcepoint Endpoint Context Agent
(Windows)

UEP-77262

The updated ssleca lib files for
Windows 32 and Windows x64 are
now bundled with F1E.

Forcepoint One Endpoint package
builder

No issues were resolved in this
release of Forcepoint One Endpoint
package builder.

Resolved Issues for v24.04

Forcepoint DLP Endpoint
(Windows)

UEP-76064

Resolved an issue where

the memory usage of
fpneonetworksvc.exe increased
excessively during web file uploads,
leading to machine crashes.

UEP-75815

Resolved an issue where multiple
problems occurred when a user
copied the MSTSC.exe file from
the desktop to another server or
machine's RDP.

UEP-75101

Microsoft Edge now loads after
the machine with DLP endpoint
installed comes out of sleep mode.

UEP-75383

Resolved an issue where multiple
incidents were created on
performing permit action, and
confirming pop up text in JSInjected
websites.

UEP-74802

Resolved an issue where pasting
more than ten keywords into
WebEx Chat created multiple
duplicate incidents.
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UEP-75822 Resolved the fpneonetworksvc.exe
crash issue.
UEP - 76027 User can now open the DLP

notification mail as the attachment
appears in correct format.

UEP-75107 Users can now open multiple PDF
files from a network path with a long
path.

UEP-75992 When the endpoint is set to monitor

mode, the Confirm dialog no longer
appears, allowing the transaction.

UEP-75484 After uninstalling F1E DLP, the
Websense Endpoint folder is no
longer left behind.

UEP-75118 F1E User Interface now supports
High Contrast mode.

UEP-74863 Resolved an issue where
multiple incidents were created
on performing permit action in

websites.

UEP-75041 Resolved an issue where
Wepsvc.exe crashed in every few
minutes.

UEP-76914 Resolved an issue where users

could uninstall the agent without
providing the anti-tampering
password.

UEP-74547 Resolved an issue where
Endpoint printing was mixing
up files between users in a VDI
environment.

UEP-75046 Resolved an issue where the
software was unable to analyze

the content of attached emails.

This limitation occurs because,
while regular file attachments are
processed as expected, attached
emails (including binary .msg files)
cannot currently be analysed by the

software.
UEP-74014, UEP-74073, Resolved an issue where BSOD
UEP-74940 occurred due to Cwnep.sys with

22.12 endpoint.

Forcepoint DLP Endpoint (Mac) UEP-75696 Resolved an issue where USB
device storage exceptions were not
functioning as expected on MAC.
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UEP-75681

Now, the Forcepoint log folder is not
left behind after uninstallation.

UEP-73274

web.telegram.org/k has been now
added to the JavaScipt injection
exclude list so that file upload is not
blocked.

Forcepoint Web Security Endpoint
(Windows)

UEP-75986

Resolved an issue where users with
PCEP 23.10 endpoint on Windows
machines experienced Blue Screen
of Death (BSOD) errors.

UEP-76291

Resolved an issue where Firefox
took several minutes to launch with
F1E DCEP running.

UEP-75529

Resolved an issue where Firefox
was not opening in DLP+DCEP
mode.

UEP-72553

Resolved an issue where, when
IPv6 was enabled, requests to
authenticate for VSCode client build
compilation failed 1 out of 10 times.

UEP-75108

Resolved an issue where internet
was not working with F1E PCEP for
hybrid customer tenant.

Forcepoint Web Security Endpoint
(Mac)

No issues were resolved in this
release of Forcepoint Web Security
Endpoint for Mac machines.

Forcepoint Endpoint Context Agent
(Windows)

No issues were resolved in this
release of Forcepoint Endpoint
Context Agent for Windows
machines.

Forcepoint One Endpoint package
builder

No issues were resolved in this
release of Forcepoint One Endpoint
package builder.

Resolved Issues for v23.11

Forcepoint DLP Endpoint
(Windows)

UEP-74998 File contents of ZIP/PPTX data type
are now getting detected with the
v23.04 agent over the Endpoint
Email channel.

UEP-74549 Resolved an issue where the DLP

Endpoint Email channel failed to
detect any excel file whose size
exceeded 1 MB.
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_. -
UEP-73642 The Dserui.exe and ProxyUI.exe
processes of F1EUI.exe are now

being protected by antitampering.

UEP-74616, UEP-74496 Resolved an issue where the
Confirmation Coaching Dialog

box did not include any missing
violated content whenever the user
upgraded from v22.12 to v23.04.

UEP-73314 The session number on Azure
Virtual Desktop now reflects the
correct value of active azure
desktop users who logged in.

UEP-74672 Resolved an issue where the NEP
advanced exclusions stopped
working in v23.04.

UEP-74799 Resolved an issue where after
installing F1E DLP and restarting
machine, the event logs displayed
few services crashing and
restarting.

UEP-74715 When a user upgrades to v23.04,
the Wepsvc.exe file of Enabling
Endpoint Bypass feature no longer
crashes.

UEP-74986 Resolved an issue where the
web traffic gets blocked when the
user installs F1E DLP v23.04 and
enables inline proxy mode.

UEP-74876 When Remote Desktop Services
is disabled on Windows 11,

the endpoint no longer causes
performance issues with certain
applications and the tray icon no
longer disappears.

UEP-75041 Resolved an issue where the
wepsvc.exe file kept on crashing
every few minutes after the user
upgraded to Endpoint v23.04

UEP-74717 Forcepoint F1E Inline Proxy no
longer removes Window’s proxy
setting script after the service
restarts and waits to get its correct
configuration from the Forcepoint
Security Manager (FSM).

UEP-73489 Removed the support of 32-

bit installer creation using the
package builder, since it's no longer
supported.
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UEP-74548

SSL bypass list character limit on
the Endpoint is now fixed.

UEP-74997

The PDF printing feature from
Chrome browser now blocks all
sensitive text when in Inline Proxy
mode.

UEP-75117

Resolved an issue where cut,
copy and paste actions were not
detected and blocked in Firefox
browser.

UEP-75110

The BSOD error no longer appears
after installing the Endpoint Agent
while running with Policy PAK
software.

UEP-74718

Resolved an issue where Endpoint
LAN exclusions were not working
as expected in v23.04.

Forcepoint DLP Endpoint (Mac)

UEP-74667, UEP-74669

Apple Mail Plugin is now compatible
with macOS Ventura 13.4 (M1).

UEP-75023

Resolved an issue where the Apple
Mail Plugin was non compatible
with macOS Ventura 13.5.

UEP-74395

EPC and DLP no longer crashes on
macOS 13.1 Ventura.

UEP-74878

Resolved an issue where the
internet access got blocked after
installing Mac Endpoint Client IB
v23.04.

UEP-74383

Resolved an issue where the
macOS network extension for
Inline Proxy did not redirect to local
host, by adding support for Zscalar
compatibility.

UEP-73290

Incidents on Mac Safari are now
getting reported for the sensitive
key phrases in the message body
of Gmail.

UEP-75272

Resolved an issue where some
apps were not launching from
Finder/Dock after a prolonged
period of time.

UEP-74877

F1E DLP 23.04 enables inline proxy
if endpoint is disconnected when
rebooting after install. This issue is
fixed now.
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UEP-74978

Resolved an issue where hooking
on email, network and removable
media channels was not working as
expected on customer environment
except with Safari.

Forcepoint Web Security Endpoint
(Windows)

UEP-74325

Resolved an issue where the F1E
DCEP experienced intermittent
service crashes, by improving
memory mapping in DCEP.

UEP-73428

Resolved an issue where users
were unable to log into Citrix while
connected to VPN with F1E DCEP
22.10 in an IPv6 environment.

UEP-75103

Accented characters are now
getting detected via extension in
Firefox browser.

UEP-72553

Resolved an issue where when
enabling IPv6, requests to
authenticate for VSCode client build
compilation failed 1 out of 10 times.

Forcepoint Web Security Endpoint
(Mac)

No issues were resolved in this
release of Forcepoint Web Security
Endpoint for Mac machines.

Forcepoint Endpoint Context Agent
(Windows)

No issues were resolved in this
release of Forcepoint Endpoint
Context Agent for Windows
machines.

Forcepoint CASB Endpoint
(Windows)

No issues were resolved in this
release of Forcepoint CASB
Endpoint for Windows machines.

Forcepoint One Endpoint package
builder

No issues were resolved in this
release of Forcepoint One Endpoint
package builder.

Resolved Issues for v23.04

Forcepoint DLP Endpoint
(Windows)

UEP-71230

Windows DLP Contained files
stored in % TEMP% are now
automatically deleted.

UEP-72222

EP Email doesn't get blocked
anymore when the sensitive content
is removed from the email.

UEP-71592

File now gets scanned whenever it
gets accessed via a modal dialog.
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UEP-73431

Product Code in setup.ini now
matches with the product code
present on the Endpoint.

UEP-73560

DLPOfficeAddin.xml gets correctly
validated now when it is uploaded
to 0365.

UEP-72854

Customer custom application is
now working when DLP Agent is
installed, and Anti Tampering is
enabled.

UEP-72356

When a file gets encrypted on USB
and is deleted, it no longer gets
saved in USB Drive Recycle bin in
plain text.

UEP-72369

Serial number now gets reported
correctly for SanDisk Extreme USM
mass storage device.

UEP-72323

Source file path details are now
reported correctly in the incident for
removable media channel.

Forcepoint DLP Endpoint (Mac)

UEP-73005

User interaction is no longer
required for uninstalling Forcepoint
Neo NE App.

Forcepoint Web Security Endpoint
(Windows)

No issues were resolved in this
release of Forcepoint Web Security
Endpoint for Windows machines.

Forcepoint Web Security Endpoint
(Mac)

No issues were resolved in this
release of Forcepoint Web Security
Endpoint for Mac machines.

Forcepoint Endpoint Context Agent
(Windows)

No issues were resolved in this
release of Forcepoint Endpoint
Context Agent for Windows
machines.

Forcepoint CASB Endpoint
(Windows)

No issues were resolved in this
release of Forcepoint CASB
Endpoint for Windows machines.

Forcepoint One Endpoint package
builder

No issues were resolved in this
release of Forcepoint One Endpoint
package builder.
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