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Maintenance Release Notes
Overview

The maintenance releases address key fixes and improvements aimed at enhancing the security and stability of
our product.

This document provides information on the Forcepoint DLP Maintenance packages for:
®  Forcepoint DLP Maintenance Release 10.3.x

®  Forcepoint Management Infrastructure Maintenance Release 10.3.x
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Forcepoint DLP 10.3.x maintenance package is the maintenance release for the DLP Security
Manager, and not for Secondary/Supplemental DLP Servers.

New feature in this release - Exporting
and Importing Policy levels, Classifiers
and Resources as part of a policy

Policy levels, Classifiers and Resources details now can be created or updated on the target system during policy
import process. Before this feature release in order for an import to succeed, the DLP entities must already be
configured on the target DLP system, matching the source's DLP system.

The below list contains the supported Classifiers and Resources that can be created and updated during a policy
import process:

m  Supported Content Classifier types: Key phrases, Regular expressions, Dictionaries, File Properties, File
Labeling

®m  Supported Resources types: Custom users, Custom computers, Networks, Domains, Business units, Action
plans, Notifications

For more information see Policy Export and Import functionalities supported in v10.3.2 - Exporting and Importing
Policy levels, Classifiers and Resources as part of a policy.

In addition, for Forcepoint DLP v10.3.2, while exporting policies, administrators can select the following options:
® Include classifiers and Include resources- To include or exclude classifiers and resources.
m Set a password for zip file - To set a password to encrypt the data and secure the policy zip file.

For more information see Export Policies.



https://help.forcepoint.com/dlp/10.3.0/dlphelp/guid-6b00d989-6492-4bcc-806b-09cad36f1c08.html
https://help.forcepoint.com/dlp/10.3.0/dlphelp/guid-6b00d989-6492-4bcc-806b-09cad36f1c08.html
https://help.forcepoint.com/dlp/10.3.0/dlphelp/F50B2FD9-5565-42D2-8A12-09B05A14BA24.html
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Forcepoint DLP and Forcepoint
Management Infrastructure Maintenance
Releases 10.3.x

Following package files are available in the 10.3.x maintenance release:

m  Forcepoint DLP Maintenance Release Installer (d1p_v1e_3 x_maintenance_release.exe) - Includes fixes for a
specific Forcepoint DLP version

m  Forcepoint Management Infrastructure Maintenance Release Installer
(fsm_vie 3 x _maintenance_release.exe) - Includes fixes for the Forcepoint Security Manager's global setting
interface
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The maintenance installers can be run on top of the corresponding Forcepoint DLP version.

= For information on installing the maintenance release, see Forcepoint DLP Install guide v10.3.
m  For information on the maintenance upgrade, see Forcepoint DLP Upgrade guide v10.3.

System Requirements

Lists the system requirements that must be met for the maintenance release.

®  Forcepoint DLP version 10.3.
®  Forcepoint Management Infrastructure version 10.3.

List of fixes that are part of this Maintenance
package

Each Forcepoint DLP maintenance package contains a set of fixes to bugs and issues.

Fixes included in this version of the maintenance

Issue ID Component Category Description
DLP-28608 Data Security Defect Resolved an issue where KV.tmp files
Manager triggered events since moving to inline
proxy.
DLP-28610 Data Security New feature Resolved an issue where Extended
Manager Actions Support actions were not

returned as configured.

DLP-27329 Data Security Vulnerability DLP Manager Policy Import has been
Manager updated to properly validate and
sanitize extracted file paths, preventing
Zip Slip attacks.



https://help.forcepoint.com/dlp/10.3.0/install/guid-2ae34296-6284-4459-8703-2fd6e8a35cc4.html
https://help.forcepoint.com/dlp/10.3.0/upgrade/guid-2ae34296-6284-4459-8703-2fd6e8a35cc4.html
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Issue ID Component Category Description
DLP-27645 Data Security Defect Resolved an issue where incident
Manager report links displayed a blank page
for incidents created in DLP Manager
connected to Analytics Engine (AE).
DLP-27353 Data Security New feature A user/password authentication option
Manager has been added for proxy connections
in the DPS-related code, allowing
customers to complete the deployment.
DLP-28606 Data Security Defect Resolved an issue where the assigned
Manager role now correctly receives the latest set
of DLP policies.
DLP-28609 Data Security Defect Resolved an issue where the REST
Manager API for Discovery incidents did not list
the history, whereas it was available for
data in motion incidents.
DLP-28758 Data Security Defect Resolved an issue where customers
Manager were unable to change the "Change
Status" of incidents in the DLP Manager
workflow when opening an incident in a
new window after upgrading DLP from
version 10.2 to 10.3.
FSM-436 Data Security Defect Resolved an issue where excessive
Manager SAML assertion validity duration
occurred due to the NotOnOrAfter
condition not being enforced in DLP
Manager.
DLP-28798 Data Security Defect Resolved an issue where the backup
Manager failed due to the error: "Could not find a
part of the path".
DLP-28835 Data Security Defect Fixed deadlock issues occurring in the
Manager HIBERNATE_SEGMENTED_ID_GENER
table caused by high concurrency when
generating IDs.

ATION

For fixes included in previous 10.3.x releases, see the following:

m List of fixes in Forcepoint DLP v10.3.1

B Resolved and Known Issues in Forcepoint DLP v10.3.0



https://help.forcepoint.com/dlp/10.3.1/release-notes/guid-7c827fb4-bc17-4888-ae07-d6a7e83be595.html
https://help.forcepoint.com/dlp/10.3.0/release-notes/05EBF55D-5857-4F1F-A87B-654168C2D3FF.html
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