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CHAPTER 1

Overview

Forcepoint CASB Compliance, Cloud Governance and Service Provider auditing
provide:

» Visibility into cloud application user accounts

» Convenient review of cloud application security settings with an easy workflow
to handle any required changes

» Data Classification for sensitive data

» Application programming interface (API)-based auditing and anomaly detection
Forcepoint CASB uses 2 methods to extract data from the cloud service:

» Web connection: Retrieve data from the cloud service user interface (log in as
a user).

> Service API connection: Retrieve data from the cloud service using the
service-provided API.

API connection is the default mode. Forcepoint CASB uses the web connection to
retrieve information not available using the API.

Forcepoint CASB requires specific administrator rights when accessing a cloud
service through an API connection. While most of the rights are for read-only access,
some require full read and write access:

» Full access to user files: Required for remediation. You cannot copy or
remove sharing permissions without file permissions.

» Full access to user contacts: Required to identify with whom files have been
shared.

» Full control to all site collections: Required for data classification. This
overrides individual site controls for remediation.

This document contains guidelines for setting Web and API connections on each
supported asset and creating user accounts and API keys in the cloud service that are
required by Forcepoint CASB to extract the relevant data.
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CHAPTER 2

Supported Applications

Forcepoint CASB supports APl and Web connections for the following cloud services:

Salesforce

Microsoft Office 365 and Azure
Microsoft Exchange Online
Amazon Web Services (AWS)
Google G Suite

Dropbox

Box

ServiceNow

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥

Cisco Webex

#  Note: Forcepoint is constantly evaluating and adding more cloud services to
Forcepoint CASB.

This chapter discusses the following:

Salesforce ... 5
Microsoft Office 365 and Azure ... . ... ... ... 10
Microsoft Exchange Online ... .. ... 16
AmazonWeb Services ... ... 20
Google G SUIte ... il 29
DroPbOX L 34
BOX .. 37
ServiceNOW .. 40
CisCOWEbEX ... 43
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Salesforce

Service supported licenses

Salesforce APl and web connections require one of the following licenses:

» Enterprise
»  Unlimited

» Performance Edition

Supported capabilities summary

» Users and Configuration Governance scanning
» Data Classification scanning

» API-based auditing and anomaly detection

Configurations and supported capabilities in
detail

A Asset Governance

API connection

Set connection

Login URL (Optional): Click to edit

Web connection

User Name

Password

Login URL (optional)

Test Web Connection
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API connection

Configuration

Connect Forcepoint CASB to a Salesforce AP using an administrator account that has access to
relevant data. For more information, see "Required Salesforce setup and preparations” below.

Supported capabilities

Forcepoint CASB uses an API connection to import:

» User and administrator data for the Forcepoint CASB Users and Configuration Governance
report.

» The following logs for Forcepoint CASB API-based auditing and anomaly detection:
« login/logout log
« Audit Trail: Contains logs of administrative actions.

« Extended Event Monitoring log: Contains logs of API calls, report export, and URI
requests among other logs (requires extra cost in Salesforce).

» Files, documents, and attachments for Forcepoint CASB Data Classification for data-at-
rest and near real time data-in-motion. Forcepoint CASB applies corrective (mitigation)
actions if needed.

Web connection
Configuration

» User name and password of an administrator account that has access to relevant data. For
more information, see "Required Salesforce setup and preparations" below.

» The Login URL parameter should be used in case the login URL that is used by the
organization to enter the Salesforce service is not the default Salesforce URL
(login.salesforce.com).

Supported capabilities

Forcepoint CASB uses a web connection to import service configurations and settings, such as
Password and Authentication settings, for the Forcepoint CASB Users and Configuration
Governance report.

Required Salesforce setup and preparations

Allowing Forcepoint CASB to import data from Salesforce.com (SFDC) through an API connection
and/or web connection requires authorization by a Salesforce administrator and the addition of
Forcepoint CASB IP addresses to the Salesforce Trusted IP Ranges list.
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Creating the user and profile in Salesforce

This section explains how to create the Salesforce administrator to be used by Forcepoint CASB
for the API connection and/or web connection.

Salesforce has a very flexible permissions model and it supports Role Based Access Control. This
functionality is delivered through User Profiles. Forcepoint recommends creating a dedicated user
for the Forcepoint CASB connections. The new user should have one of the following profiles:

» Forcepoint CASB Minimal Permissions Administrator: A custom profile with the
minimal set of permissions required for Forcepoint CASB functionality.

> System Administrator: A default Salesforce administrator profile.
To create a new admin:

Login to your SFDC account with a System Administrator profile.
In the top pane, click the Setup link.

In the left pane, go to Manage Users > Users.

Click the New User button.

Fill in the required user details.

o M Dd =

To create a new profile:
(If the System Administrator profile is used, this procedure can be skipped.)

1. Loginto SFDC with a System Administrator profile.

2. Inthe top pane, click Setup.

3. Inthe left pane, under Administer, go to Manage Users > Profiles.
4. Create a new profile by cloning the “Standard User” profile and:

a. Foraweb connection, configure all permissions to match precisely the images
displayed in Appendix A, Images 6 through 10 ("Salesforce Reference Images” on
page 45).

Note: The Forcepoint CASB Minimal Permissions Administrator profile does not
require any view or modify permissions to the actual CRM data.

b. Foran API connection, also grant the profile the following permissions:
i. APl Enabled
ii. View Event Log Files

iii. Manage Users
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iv. View Setup and Configuration
v. View All Data

Save the profile and go to Manage Users > Users.

Edit the user created above.

Under Profile, select the custom profile created above.

Save the user settings.

Trusting Forcepoint CASB IP addresses

To establish both web and API connections successfully, the Forcepoint CASB Management
server IP needs to be listed in the Salesforce Trusted IP Ranges. To configure:

1

2
3.
4

Log in to your SFDC account with a System Administrator profile.

In the left pane, go to Security Controls > Network Access.

Above the table, click New.

Enter the Forcepoint CASB Management external IP addresses in both the Start IP

Address and End IP Address fields:

a. ForForcepoint CASB customers under the Forcepoint CASB EU cluster:

>

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥

>

52.58.180.78
52.59.6.31
35.157.195.161
52.59.33.95
52.59.10.175
52.59.19.4
18.184.10.148
18.197.37.30
35.157.61.151
35.158.30.123
18.197.132.141
18.197.110.58

b. For Forcepoint CASB customers under the Forcepoint CASB US cluster:
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52.8.46.99
52.8.177.6
52.52.213.124
13.56.88.15
52.53.41.167
52.8.82.168
52.8.108.130
52.8.38.124
52.9.86.40

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥

5. Click Save.

For more information about device activation, refer to Appendix A, Images 4 and 5 ("Salesforce
Reference Images" on page 45).
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Microsoft Office 365 and Azure

Service supported licenses

Microsoft Office 365 APl and web connections require one of the following licenses:

> Office 365 for Business
> Office 365 for Enterprise (E1-E5)

Microsoft Azure API connections require the Pay-As-You-Go subscription.

Supported capabilities summary

» Users and Configuration Governance scanning for Office 365
» Data Classification scanning on Office 365 OneDrive and SharePoint Online

» APIl-based auditing and anomaly detection for both Office 365 and Azure

CHAPTER 2| Service Provider APl Connection Guide
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Configurations and supported capabilities in
detail

~ Asset Governance

APl connection

Office 365 API connection

Request read and write connection v

Set connection

Azure API connection

Web connection

User Name

Password

Login URL (optionan

Test Web Connection

Office 365 API connection

Configuration

» Read-Only / Read and Write connection: Configure the API connection to allow either read-
only access or read-write access to Office 365 data. Read-only access allows only the
Forcepoint CASB Audit Only mitigation action.

> Connect Forcepoint CASB to the Office 365 API using an administrator account that has
access to relevant data. For more information, see "Required Office 365 setup and
preparations" on page 13.

Supported capabilities
Forcepoint CASB uses the Office 365 API connection to import:

> User and administrator data for the Forcepoint CASB Users and Configuration Governance
report.

CHAPTER 2| Service Provider APl Connection Guide 11



» The following logs for Forcepoint CASB API-based auditing and anomaly detection:

« Partial login actions to Office 365 portal. For all login actions, see "Azure API
connection" below.

« SharePoint, OneDrive, and Exchange users and admins actions.

» OneDrive and SharePoint files for Forcepoint CASB Data Classification for data-at-rest and
near real time data-in-motion. Forcepoint CASB applies corrective (mitigation) actions if
needed.

Azure API connection

#  Note: While an existing Office 365 asset is required for the Azure API connection to work,
an Office 365 API connection is not required. The asset is required because the Azure API
connection credentials must be set and tested in the Office 365 asset's Asset Governance
settings section.

Configuration

Connect Forcepoint CASB to the Azure API using an administrator account that has access to
relevant data. For more information, see "Required Azure setup and preparations" on page 15.

Supported capabilities

Forcepoint CASB uses an Azure API connection to import the following logs for Forcepoint CASB
APIl-based auditing and anomaly detection:

> All Office 365 login actions: To import login activities from Azure, a special license must be
purchased for Azure Active Directory. Either of the following two special licenses is
sufficient:

« Enterprise Mobility + Security E5

« Azure Active Directory Premium P2 (included as part of Enterprise Mobility + Security
E5)

Note: The upgraded license is only needed if you want to import login activities. The license
is not required to import user activities.

» Azure users activities: For user and administrator activities within the Azure portal.

CHAPTER 2| Service Provider APl Connection Guide 12



Web connection

Configuration

» User name and password of an administrator account that has access to relevant data. For
more information, see "Required Office 365 setup and preparations"” below.

» The Login URL parameter should be used in case the login URL that is used by the
organization to enter the Office 365 service is not the default Office 365 URL
(login.microsoftonline.com).

Supported capabilities

Forcepoint CASB uses a web connection to import service configurations and settings, such as
Password, Authentication and Collaboration settings, for the Forcepoint CASB Users and
Configuration Governance report.

Required Office 365 setup and preparations

Allowing Forcepoint CASB to import data from Office 365 through an API connection and/or web
connection requires authorization by an Office 365 administrator.

Creating the user and profile in Office 365

This section explains how to create the Office 365 administrator. The Office 365 permission model
is delivered through User Roles. Forcepoint recommends creating a new dedicated user,
connecting it to one of the profiles below:

» Administrator profile for web connection support only:

« Forcepoint CASB Minimal Permissions Administrator: Billing admin, Password
admin, SharePoint admin, Service support admin, or User admin can be used. Refer to
this article for more information.

» Administrator profile for APl and/or web connection support:

« Global Administrator: When configuring an API connection, you must use an account
with a Global Administrator profile. By default, this profile has full administrative
permissions on the Office 365 platform. When an administrator sets an API connection,
Forcepoint uses a custom Forcepoint-created application to set the connection. As a
result, an Office 365 Global Administrator needs to give their consent to connect our
application to their Office 365 account. While Office 365 requires consent from a Global
Administrator to approve the application, the application only uses the minimum set of
permissions listed below.

CHAPTER 2| Service Provider APl Connection Guide 13


https://support.office.com/en-us/article/assign-admin-roles-in-office-365-for-business-eac4d046-1afd-4f1a-85fc-8219c79e1504

If you want the account to only have read-only permissions, select the read-only option
on the asset's settings page in the Forcepoint CASB management portal. The CASB
service then requests a token with the reduced, read-only permissions. The resulting
user is a Global Administrator with a token that only includes the read permission.

When you configure the API connection for an Office 365 asset on the Forcepoint CASB
management portal, you must enter the credentials of the Global Administrator user.
After you enter the credentials, Office 365 displays the list of permissions that
Forcepoint CASB requires:

o Read and write items in all site collections (preview): If you selected the read
and write option, this permission allows Forcepoint CASB to collect and manipulate
Office 365 files.

If you selected the read-only option, this permission is Read items in all site
collections (preview), which allows Forcepoint CASB to collect the Office 365
files, but not manipulate them.

o Sign in and read user profile: This permission allows Forcepoint CASB to login
to the Office 365 account.

o Read directory data: This permission allows Forcepoint CASB to extract the users,
groups, and sites from Active Directory.

o Read activity data for your organization: This permission allows Forcepoint
CASB to import the activity logs from Office 365.

In both cases, the administrator account must be managed by Cloud Azure Active Directory and
have a @onmicrosoft.com or @<TenantName>.com suffix. The Tenant Name is provided by
Microsoft and is based on your organization name.

To create a new administrator in Office 365:

Log in to Office 365 with a Global Administrator profile and select the Admin option.
In the left pane, go to Users > Active Users.
Click the + Add a user button above the users table to create a new user.

Fill in the user's details.

o D =

Under Manage Roles, select the desired role for the user:

a. Foraweb connection, Forcepoint recommends using User admin. You can also use
the following admin roles if required: Global admin, Billing admin, Password admin,
SharePoint admin, or Service support admin.

b. Foran API connection, Global admin is required.

6. Enter an alternate email address.

CHAPTER 2| Service Provider APl Connection Guide 14



7. Select the Product license for this user.

8. Click Add.

9. Select the new user record from the Active users list to edit the user’s information.
10. Make sure that Sign-in status is set to Sign-in allowed.

11. Save and close the user record.

For more information about how to create and configure Office 365 users, refer to Appendix B
("Microsoft Office 365 Reference Images" on page 51).

Enabling audit logging in Office 365

When you configure a new Forcepoint CASB API connection to Office 365, and it is a new Office
365 environment, you must enable Microsoft log generation to receive the audit logs in Forcepoint
CASB.

1. Log into Office 365 with a Global Administrator profile and select the Admin option.
2. Openthe Admin centers menu, then select Security and Compliance.

3. Open the Search menu, then select Audit log search.
4

If audit logging is currently turned off, a banner is displayed at the top of the page indicating
that you must turn on auditing to use this feature. Click Turn on auditing.

5. Office 365 updates the setting. It may take a few hours for the logs to appear in the
Microsoft console. After the logs appear in the console, Forcepoint CASB starts digesting
the logs.

Required Azure setup and preparations

Allowing Forcepoint CASB to import data from Microsoft Azure through an AP| connection requires
authorization by an Azure administrator with the Global Administrator profile.

This administrator must have a Monitoring Reader role for every Azure subscription that you would
like to monitor:

1. Loginto the Azure portal with a Global Administrator profile and select the Subscription
option from the left pane. This option may be under More services at the bottom of the
pane.

Select the subscription that you want to audit.
Under Settings, select My permissions.
Add one of the following roles: Owner or Monitoring Reader

a oD

Save the updated record.

CHAPTER 2| Service Provider APl Connection Guide 15



Microsoft Exchange Online

Service supported licenses
Microsoft Exchange Online APl and web connections require one of the following licenses:

» Exchange Online Plan 1

» Exchange Online Plan 2

Supported capabilities summary

> Users and Configuration Governance scanning
» API-based auditing and Anomaly Detection

Configurations and supported capabilities in
detail

A~ Asset Governance

API connection

Set connection

Web connection

User Name

Password

Login URL (Optional)

CHAPTER 2| Service Provider APl Connection Guide 16



APl connection

Configuration

» Read-Only / Read and Write connection: Configure the API connection to allow read-only
access to Office 365 data. Read-only access allows only the Forcepoint CASB Audit Only
mitigation action.

» Connect Forcepoint CASB to the Exchange API using an administrator account that has
access to relevant data. For more information, see "Required Office 365 setup and pre-
parations" on the next page.

Supported capabilities

Forcepoint CASB uses the Exchange API connection to import:

» User and administrator data for the Forcepoint CASB Users and Configuration Governance
report.

» Exchange user and administrator actions for Forcepoint CASB API-based auditing and
anomaly detection.

Note: To import activities, a special license must be purchased for Azure Active Directory.
Either of the following two special licenses is sufficient:

« Enterprise Mobility + Security E5

« Azure Active Directory Premium P2 (included as part of Enterprise Mobility + Security
ES)

Web connection

Configuration

» User name and password of an administrator account that has access to relevant data. For
more information, see "Required Office 365 setup and preparations" on the next page.

» The Login URL parameter should be used in case the login URL that is used by the
organization to enter the Office 365 service is not the default Office 365 URL
(login.microsoftonline.com).

Supported capabilities

Forcepoint CASB uses a web connection to import service configurations and settings, such as
Password and Authentication, for the Forcepoint CASB Users and Configuration Governance
report.

CHAPTER 2| Service Provider APl Connection Guide 17



Required Office 365 setup and preparations

Allowing Forcepoint CASB to import data from Exchange through an API connection and/or web
connection requires authorization by an Office 365 administrator.

Creating the user and profile

This section explains how to create the Office 365 administrator account. The Office 365
permission model is delivered through User Roles. Forcepoint recommends creating a new
dedicated user, connecting it to one of the profiles below:

» Administrator profile for web connection support only:

« Forcepoint CASB Minimal Permissions Administrator: Billing admin, Password
admin, SharePoint admin, Service support admin, or User admin can be used. Refer to
this article for more information.

» Administrator profile for APl and/or web connection support:

« Global Administrator: When configuring an API connection, you must use an account
with a Global Administrator profile. By default, this profile has full administrative
permissions on the Office 365 platform.

If you want the account to only have read-only permissions, select the read-only option
on the asset's settings page in the Forcepoint CASB portal. The CASB service then
requests a token with the reduced, read-only permissions. The resulting user is a Global
Administrator with a token that only includes the read permission.

In both cases, the administrator account must be managed by Cloud Azure Active Directory and
have a @onmicrosoft.com or @<TenantName>.com suffix. The Tenant Name is provided by
Microsoft and is based on your organization name.

To create a new admin on Office 365:

Log in to Office 365 with a Global Administrator profile and select the Admin option.
In the left pane, go to Users > Active Users.

Click the + Add a user button above the users table to create a new user.

Fill in the user's details.

o~ D =

Under Manage Roles, select the desired role for the user:

a. Foraweb connection, Forcepoint recommends using User admin. You can also use
the following admin roles if required: Global admin, Billing admin, Password admin,

CHAPTER 2| Service Provider APl Connection Guide 18
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SharePoint admin, or Service support admin.
b. Foran API connection, Global admin is required.
Enter an alternate email address.
Select the Product license for this user.
Click Add.

© © N o

10. Make sure that Sign-in status is set to Sign-in allowed.

11. Save and close the user record.

CHAPTER 2| Service Provider APl Connection Guide
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Amazon Web Services

Supported capabilities summary

> Users and Configuration Governance scanning
» Data Classification scanning on Amazon Web Services (AWS) WorkDocs

» API-based auditing and anomaly detection for AWS CloudTrail

Configurations and supported capabilities in

detail

API connection

API Connection
Key

Secret

Test APl Connection

Audit Settings

Trail Selection

CHAPTER 2| Service Provider APl Connection Guide
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API connection

Configuration

Connect Forcepoint CASB to the AWS API using an administrator account with an AP1 Key and
Secret available, and has access to relevant data. For more information, see "Required Amazon
Web Services setup and preparations" below.

Supported capabilities
Forcepoint CASB uses the AWS API connection to import:

» User, administrator, and AWS account settings and configuration data for the Forcepoint
CASB Users and Configuration Governance report.

» API-based auditing and anomaly detection through Amazon CloudTrail. For more
information, see "Audit Settings" below.

» Amazon WorkDocs files for Forcepoint CASB Data Classification for data-at-rest.

Audit Settings

Configuration:

Under Trail Selection, Forcepoint CASB lists all of the trails available through the above API
connection. Select the trail you wish to use for activity auditing, then click Test Audit API
Connection. If the connection test is successful, enable the activity audit by clicking the on
button under Audit Activity. For more information, see "Required Amazon Web Services setup
and preparations" below.

Supported capabilities:
Forcepoint CASB API-based auditing and anomaly detection are done through Amazon CloudTrail.
@ Important: CloudTrail is an auditing service for AWS. It records user and API activities,
and tracks the activities per region. Each event captured through CloudTrail contains
information about the associated activity, including who made the request, the service

used, the actions performed, the parameters for each action, and the response elements
returned by the AWS service.

Required Amazon Web Services setup and
preparations

Allowing Forcepoint to import data from AWS requires authorization by an AWS administrator.
This section explains how to create the administrator, the relevant IAM policy, and the Amazon
CloudTrail for auditing.
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Creating the user and profile

AWS uses Policies to define access permissions. Forcepoint recommends using a custom
Forcepoint CASB Minimal Permissions profile with a minimum set of read-only permissions. This
profile will be attached to an AWS Identity and Access Management (IAM) user, which will be
used to pull Cloud Governance data.

To create a new |AM user on AWS:

1. Logintothe AWS Console with a system administrator profile.

2. Onthe Dashboard, go to IAM under the Security, Identity & Compliance section.
3. Intheleft pane, go to Users.

4. Click the Add user button.

a. Onthe Set user details page, enter the User name and select the Programmatic
access checkbox.

b. Onthe Permissions page, set the permissions for the user account, either by adding
the user to an existing group, copying permissions for another user, or attaching an
existing policy directly.

c. Onthe Review page, verify that the details are correct, then click Create user.

5. Copy the new user’'s Security Credentials. These will be used later for Cloud Governance
API access.

#  Note: If you are creating a user with a CloudTrail IAM policy, then both the new user and
the S3 bucket storing the audit trails must be under the same administrator account.

A password must be configured so that the user can access AWS via the Internet. To configure a
password for the IAM user:

1. Inthe Users table, click the user created before.
2. Under the Security credentials tab, click the Manage Password section.
3. Assign a password for the user then click Apply.
To configure the IAM user policy:
1. Onthe Identity & Access Management main page, select Policies from the left dashboard.

Click Create policy.

3. Select the JSON tab, copy one of the below security policies into the JSON editor (the
JSON is different for each type of policy you are creating), then click Review policy.
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For Users and Configuration Governance:
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"sns:ListSubscriptionsByTopic",
"iam:ListSAMLProviders",
"iam:GenerateCredentialReport",
"iam:GetAccountPasswordPolicy",
"iam:GetAccountSummary",
"iam:GetCredentialReport",
"iam:ListUsers",
"iam:1listGroups",
"iam:listGroupsForUser",
"iam:1listPolicyVersions",
"iam:listAttachedUserPolicies",
"iam:1listUserPolicies",
"iam:listAttachedGroupPolicies",
"iam:listGroupPolicies",
"iam:getGroupPolicy",
"iam:GetUserPolicy",
"iam:GetPolicyVersion",
"cloudtrail:DescribeTrails",
"cloudtrail:GetTrailStatus",
"s3:GetBucketAcl",
"s3:GetBucketLogging",
"s3:GetBucketPolicy",
"kms:GetKeyRotationStatus",
"kms:ListKeys",
"kms:1listAliases",
"config:DescribeConfigurationRecorderStatus",
"config:DescribeConfigurationRecorders",
"logs:DescribeMetricFilters",
"cloudwatch:DescribeAlarms",
"ds:DescribeDirectories",
"ec2:DescribeFlowLogs",
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"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs",
"ec2:DescribeRegions"

1y

"Resource": [

nxn
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For WorkDocs Data Classification:

{

"Version": "2012-10-17",

"Statement": [

{

"Sid": "WorkDocsAPI",
"Effect": "Allow",

"Action": [
"workdocs
"workdocs
"workdocs
"workdocs
"workdocs
"workdocs
"workdocs
"workdocs
"workdocs
"workdocs
"workdocs

"workdocs:
"workdocs:

"workdocs

:describeUsers",
:describeFolderContents",
:DownloadDocumentVersion",
:getDocumentVersion",
:getDocument",
:describeResourcePermissions”,
:getFolderPath",
:getFolder",
:createFolder",
:deleteFolder",
:deleteDocument",

initiateDocumentVersionUpload",
abortDocumentVersionUpload",

:updateDocumentVersion",

"ds:describeDirectories"

1y

"Resource":

nwxn

[
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For activities auditing using CloudTrail:

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQO",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::<s3-bucket-name>"
"arn:aws:s3:::<s3-bucket-name>/

"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": "s3:GetBucketLocation",

"Resource": [
"arn:aws:s3:::<s3-bucket-name>"

"Sid": "VisualEditor2",

"Effect": "Allow",

"Action": [
"cloudtrail:LookupEvents",
"cloudtrail:DescribeTrails",
"cloudtrail:GetTrailStatus",
"s3:ListAl1MyBuckets"

1,

"Resource":

kN
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8.

Where <s3-bucket-name> is the name of the S3 bucket where the trail delivers the log
files. You specify the bucket name when you create the trail. For more information, see
"Creating the CloudTrail" below.

The S3 bucket storing the trails and the user record must be under the same administrator
account. If the stored trails and user record are under different accounts, the trails are not
accessible to the user.

On the Review policy page, specify a Name and Description for the policy, then click
Create policy.

Create the policy.
In the Policies table, select the new policy and open the Attached entities tab.
Click Attach.

Select the user created before, then click Attach policy.

After the policy is applied, you can use the Security Credentials of the IAM user for APl access
(seeimage 13 in Appendix C: "Amazon Web Services Reference Images" on page 53).

For more information about creating and configuring IAM users on AWS, refer to Appendix C
("Amazon Web Services Reference Images" on page 53).

Creating the CloudTrail

1.
2.
3.

Login to the AWS Console with a system administrator profile.
On the Dashboard, go to CloudTrail under the Management Tools section.
Click Get Started to create your first trail.

a. Type the Trail name.

b. Select Yes for Apply trail to all regions.

c. Tocreate anew S3 bucket to store your logs, select Yes for Create a new S3
bucket, then type the name of the new S3 bucket. To store the log files in an existing
S3 bucket, select No for Create a new S3 bucket, then type the name of the existing
S3 bucket.

d. Click Turn On.

The new trail appears in the list of trails.

5. To create another trail, click Add new trail above the list.

Complete the procedures in "Creating the user and profile" on page 22, using the CloudTrail

JSON in the policy.
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#  Note: CloudTrail delivers events within 15 minutes of an API call. If you set up an S3
bucket, CloudTrail delivers the log files to the bucket every 5 minutes.

CloudTrail does not deliver log files unless an API call is made on the account.

By default, CloudTrail stores the log files indefinitely. If you want to define your own log retention
policy, you can set it up through the Amazon S3 object lifecycle management rules.
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Google G Suite

Service supported licenses

Google G Suite APl and web connections require one of the following licenses:

» G Suite Business
» G Suite for Education

» G Suite Enterprise

Supported capabilities summary

» Users and Configuration Governance scanning
» Data Classification scanning on Google Drive

» API-based auditing and anomaly detection

Configurations and supported capabilities in

detail

A Asset Governance

API connection

Set connection

Web connection

User Name

Password

Login URL (optional)

Test Web Connection
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API connection

Configuration

Connect Forcepoint CASB to the Google G Suite API using an administrator account that has
access to relevant data. For more information, see "Required G Suite setup and preparations”
below.

Supported capabilities
Forcepoint CASB uses the G Suite API Connection to import:

» User and administrator data for the Forcepoint CASB Users and Configuration Governance
report.

» Event logs of user and administrator activities for Forcepoint CASB APIl-based auditing and
anomaly detection.

» Google Drive files for Forcepoint CASB Data Classification for data-at-rest and near real
time data-in-motion. Forcepoint CASB applies corrective (mitigation) actions if needed.

Web connection
Configuration

» User name and password of an administrator account that has access to relevant data. For
more information, see "Required G Suite setup and preparations"” below.

» The Login URL parameter should be used in case the login URL that is used by the
organization to enter the G Suite service is not the default G Suite URL.

Supported capabilities

Forcepoint CASB uses the web connection to import service configurations and settings, such as
Password, Authentication and Collaboration settings, for the Forcepoint CASB Users and
Configuration Governance report.

Required G Suite setup and preparations

> Allowing Forcepoint CASB to import users and configurations from G Suite through an API
connection and/or web connection requires authorization by a Google administrator. You
must also disable Google Security Verifications. For more information, see "Creating the
user and profile" on the facing page.

> Allowing Forcepoint CASB to import activities and files from Google Drive through an API
connection requires authorization for the Forcepoint CASB Google app. For more
information, see "Authorization to access user data" on page 32.
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Creating the user and profile

G Suite allows the creation of custom roles. Forcepoint recommends creating a Forcepoint CASB
Minimal Permission role and assigning it to the designated user. This role requires very limited read
privileges; however, they are sufficient for pulling governance data.

To configure arole on G Suite:

Loginto Google’s Admin Console with an Administrator profile.

1

2. Onthe dashboard, click Admin roles.
3. Click the Create a new role button.
4

Select the required privileges according to the specification in Appendix D ("Google G Suite
Reference Images" on page 59).

5. Save the changes.
To create and configure a user on G Suite:

Log in to Google’s Admin Console with an Administrator profile.
On the dashboard, click Users.

Click the + sign on the top right to add a user.

You can either invite or create a new user.

Select the newly created user from the users table.

On the user page, click Show more.

Select Admin roles and privileges.

In the opened menu, click Manage roles.

© © N oo g s~ D=

Add the Forcepoint Minimal Permissions profile to the user's roles.

Please make sure to log in with the user at least once before using it for Governance.

For further information about roles and users creation and configuration, see Appendix D ("Google
G Suite Reference Images" on page 59).

Disabling Google Security Verifications

Google has implemented multiple precautions to secure your Google account from suspicious
login attempts. For Forcepoint CASB to properly scan the account, you must disable both the
Google Login Challenge and CAPTCHA on the administrator account before setting up either the
API or web connection in Forcepoint CASB.

CHAPTER 2| Service Provider APl Connection Guide 31


https://admin.google.com/

Disabling the Google Login Challenge:

At times, Google may identify a login attempt as suspicious and present a “Login Challenge” in the
form of a code sent to the email address or phone associated with the account. To allow for Users
and Configuration Governance scanning, the Login Challenge should be temporarily disabled.

To disable the Login Challenge:

Log in to Google’s Admin Console with an Administrator profile.

Find the user account.

Click the row for the user account to display the user information page.
Click Security.

o D =

Click Disable Login Challenge.

The challenge is disabled for 10 minutes and a Governance scan can be manually executed.
Unfortunately, the Login Challenge can only be turned off temporarily for 10 minutes and cannot be
completely disabled. Also, the Login Challenge can only be disabled on a per-user basis and
cannot be disabled for the entire domain.

Disabling CAPTCHA:

Google might try to prevent Forcepoint CASB from accessing the administrator account the first
time it attempts to log in to the account. To enable access, you must disable CAPTCHA:

Open a new private or incognito browser window.

Browse to https://www.google.com/accounts/UnlockCaptcha.

1

2

3. Loginwith an Administrator profile.

4. Follow the instructions on the web page(s).
CAPTCHA is disabled for 10 minutes.

5. InForcepoint CASB, re-test the web connection.

When you log in to the account through Forcepoint CASB within 10 minutes of disabling
CAPTCHA, Google remembers Forcepoint CASB after it logs on and allows Forcepoint
CASB to access the account in the future as long as it uses the correct password.

Authorization to access user data

To allow Forcepoint CASB to access your user data through the API connection for service
provider logs and data classification (data at rest) scans, you must add the Forcepoint CASB client
name (OAuth consumer key) in the Admin Console. If you do not complete this procedure, the data
classification connection test might fail after you enter the API connection credentials and click
Test Connection.
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10.

12.

13.

Login to Google’s Admin Console with an Administrator profile.

From the dashboard, go to Security > Access and data control > API controls.

Under App Access Control, click Manage Third-Party App Access.
Click Add app, then select OAuth App Name or Client ID.

In the search field, enter the Forcepoint CASB client ID:
110037928920341175583

Click Search, then select the Forcepoint CASB app.

Select the Client ID from the table, then click Select.

For app access, click the Trusted option, then click Configure.

Return to API Controls, then select Manage Domain Wide Delegation.

Click Add new.

In the Client ID field, enter the Forcepoint CASB client name:
110037928920341175583

In the OAuth Scopes field, enter:
https://www.googleapis.com/auth/drive

Click Authorise.
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Dropbox

Service supported licenses
Dropbox API and web connections require one of the following licenses:

» Dropbox Business Standard
» Dropbox Business Advanced

» Dropbox Business Enterprise

Supported capabilities summary

» Users and Configuration Governance scanning

» Data Classification scanning

Configurations and supported capabilities in

detail

A Asset Governance

API connection

Set connection

Web connection

User Name

Password

Login URL (optional)

Test Web Connection
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API connection

Configuration

Connect Forcepoint CASB to the Dropbox AP using an administrator account to grant
permissions for the Forcepoint CASB Dropbox app. For more information, see "Required Dropbox
setup and preparations" below.

Supported capabilities

Forcepoint CASB uses the Dropbox API connection to import Dropbox files for Forcepoint CASB
Data Classification for data-at-rest. Forcepoint CASB applies corrective (mitigation) actions if
needed.

Web connection
Configuration

» User name and password of an administrator account that has access to relevant data. For
more information, see "Required Dropbox setup and preparations” below.

» The Login URL parameter should be used in case the login URL that is used by the
organization to enter the Dropbox service is not the default Dropbox URL.

Supported capabilities

Forcepoint CASB uses the web connection to import user and administrator data and service
configurations and settings for the Forcepoint CASB Users and Configuration Governance report.

Required Dropbox setup and preparations

Allowing Forcepoint to import users and configurations from Dropbox through a web connection
requires authorization by a Dropbox administrator. Dropbox does not allow profile and role
customization; therefore, an existing native administrator or a new one is required.

The following section explains how to create such an administrator.

Creating the user and profile

In Dropbox, it is not possible to create users. Instead, users are invited to use the service. Once a
user accepts an invitation, they become active on Dropbox and their permissions can be changed.
To invite and configure a user in Dropbox:

1. Loginto your Dropbox account with an Administrator profile.

2. Inthe left pane, click Admin Console.
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3. Inthe top right comner, click Invite Members and specify the email address of the user you
wish to invite.

4. Loginwith the invited user to activate the account.
Using the Administrator profile, return to the Members page.

6. Inthe new user's record, click the gray wheel on the right and select Add admin
permissions.

For more information about creating and configuring a Dropbox user, see Appendix E ("Dropbox
Reference Images" on page 64).

CHAPTER 2| Service Provider APl Connection Guide

36



Box

Service supported licenses

Box API and web connections require that you have a valid Box Business plan license.

Supported capabilities summary

» Users and Configuration Governance scanning
» Data Classification scanning

» API-based auditing and anomaly detection

Configurations and supported capabilities in

detail

A~ Asset Governance

API connection

8et connection

Web connection

User Name

Password

Login URL (Optionat)

Test Web Connection

CHAPTER 2| Service Provider APl Connection Guide

37



API connection

Configuration

Connect Forcepoint CASB to the Box API using an administrator account to grant permissions for
the Forcepoint CASB Box app. For more information, see "Required Box setup and preparations”
below.

Supported capabilities

Forcepoint CASB uses the Box API connection to import:

» User and administrator data for the Forcepoint CASB Users and Configuration Governance
report.

» Event logs of user and administrator activities for Forcepoint CASB APIl-based auditing and
anomaly detection.

» Box files for Forcepoint CASB Data Classification for data-at-rest and near real time data-
in-motion. Forcepoint CASB applies corrective (mitigation) actions if needed.

Web connection
Configuration

» User name and password of an administrator account that has access to relevant data. For
more information, see "Required Box setup and preparations" below.

» The Login URL parameter should be used in case the login URL that is used by the
organization to enter the Box service is not the default Box URL.

Supported capabilities:

Forcepoint CASB uses the web connection to import service configurations and settings for the
Forcepoint CASB Users and Configuration Governance report.

Required Box setup and preparations

Allowing Forcepoint CASB to import users, settings, and configurations from Box through an API
connection and/or web connection requires authorization by a Box administrator.

Box allows the creation of a Co-Admin user with various permissions to Users and Groups, Files
and Folders, and Reports and Settings. Forcepoint recommends creating a new user and
connecting it to one of the two profiles below:

» Box Administrator: A native Box administrator.

» Forcepoint CASB Minimal Permissions Administrator: A Box Co-Admin with a
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minimum set of view permissions. This user cannot view, download, or modify a user's files
and folders. It also cannot grant permissions to other users.

Creating the user and profile

To create and configure a new user on Box with a Forcepoint CASB Minimal Permissions profile:
Log in to Box with an Administrator profile.

In the top pane, click Admin Console, then click the Users and Groups icon.

Click the + Users button to create a new user.

Specify a user name and password for the user and remove all access permissions.

o » wDd =

After the user is created, click the triangle drop-down menu in the user’s context, open its
settings, and select Change User Settings.

6. Under the Edit User Access permissions section, select the Co-Admin checkbox, then
select the following permissions:

a. Users and Groups
i. Manage users
ii. Manage groups
b. Files and Folders

Note: Granting this permission will not allow the user to view other users’ files and
folders.

i. View users’ content
c. Reports and Settings
i. View settings for your company
ii. Editsettings for your company
iii. Runnew reports and access existing reports

7. Saveyour changes.

A confirmation email is sent to the specified email address. Log in once and create a password
before using this user for Governance.

For more information about how to create and configure a Box user, see Appendix F ("Box
Reference Images" on page 66).
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ServiceNow

Service supported licenses

ServiceNow API connections do not require a specific license. Any ServiceNow license can be
used.

Supported capabilities summary

» Data Classification scanning

» API-based auditing and anomaly detection

Configurations and supported capabilities in

detail

API connection

API Connection
Client ID

Client Secret

Instance Name

APl connection
Configuration

» Connect Forcepoint CASB to the ServiceNow API using the Client ID and Client Secret
of a new dedicated ServiceNow Application Registry for Forcepoint CASB. For more
information, see "Required ServiceNow setup and preparations"” on the facing page.

» Instance Name: Each customer has a unique instance name. The Instance Name is part of
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the ServiceNow portal URL (https://<instance-name>.servicenow.com). Forcepoint
CASB requires the Instance Name here to establish the APl connection.

Supported capabilities

Forcepoint CASB uses the ServiceNow API connection to import:

» Event logs of user and administrator activities for Forcepoint CASB API-based auditing and
anomaly detection.

» ServiceNow attachments for Forcepoint CASB Data Classification for data-at-rest and near
real time data-in-motion. Forcepoint CASB applies corrective (mitigation) actions if needed.

Required ServiceNow setup and
preparations

Allowing Forcepoint CASB to import activities and attachments from ServiceNow through an API
connection requires that a ServiceNow user with an Administrator role create and register a new
third-party OAuth application in the ServiceNow instance and grant API permissions to this
application.

To create a new ServiceNow user with an Administrator role:

1. Loginto your ServiceNow instance (https://<instance-name>.servicenow.com) with an
Administrator account.

In the navigation pane, go to User Administrator > Users.
In the top menu, click the New button.
Enter the new user's detailed information, then click Submit.

At the bottom of the page, go to the Roles tab, then click Edit.

o o~ 0 N

Assign the admin permission to the user by moving it from the left pane to the right pane,
then click Save.

7. Onthe user's details page, click Update.
To create a new OAuth application in ServiceNow:

1. Loginto your ServiceNow instance (https://<instance-name>.servicenow.com) with an
Administrator account.

2. Inthe navigation pane, go to System OAuth > Application Registry.
On the Application Registries dashboard, click New.

Select Create an OAuth API endpoint for external clients.
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5. Inthe new record form, enter the following:

a.
b.

C.

Name: A unique name. For example: Forcepoint CASB API Endpoint.
Client ID: This field is automatically generated by the ServiceNow OAuth server.

Client Secret: Either enter a unique client secret, or leave the field empty for auto-
generation.

Access Token Lifespan: Time in seconds that the access token should be valid.
This must be set to 3,600.

Redirect URL: The URL to which the authorization service redirects. This must be
set to one of the following Forcepoint CASB URLs, depending on your Forcepoint
CASB portal region:

» For US: https://my.skyfence.com/cm/offline/prepareSaveToken/

» For EU: https://my-eu1.skyfence.com/cm/offline/prepareSaveToken/

6. Click Submit.
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Cisco Webex

Service supported licenses

Cisco Webex API connections do not require a specific license. Any Webex license can be used.

Supported capabilities summary

» API-based auditing and anomaly detection

Configurations and supported capabilities in
detail

~ Asset Governance

API connection

Set connection

APl connection

Configuration

Connect Forcepoint CASB to the Webex Teams API using the credentials for a dedicated
administrator role. For more information, see "Required \Webex setup and preparations" below.

Supported capabilities

Forcepoint CASB uses the Webex Teams API connection to import event logs of user and admin
console activities for Forcepoint CASB API-based auditing and anomaly detection.

Required Webex setup and preparations

Allowing Forcepoint CASB to import activities and attachments from Webex through an API
connection requires the creation of a Webex administrator account with the Full Administrator
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and Compliance Officer roles.

To create a new Webex user with an Administrator role, follow the procedures on the Webex site:

» Ways to Add Users to your Control Hub Organization: Add the new administrator to
your Webex account.

» Assign Organization Account Roles in Control Hub: For the Webex integration with
Forcepoint CASB, assign both the Full Administrator and Compliance Officer roles. See
"Cisco Webex Reference Images" on page 71 for an example screenshot.

After you configure the new administrator role, use the credentials for this new administrator to set
up the API connection for the Cisco Webex asset in Forcepoint CASB. For more information about
creating and configured assets, see the Forcepoint CASB Administration Guide.
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APPENDIX A

Salesforce Reference Images

@ Important: This appendix contains screenshots taken directly from the cloud service. The
cloud service can change the appearance or workflow of these pages at any time.
Forcepoint makes every effort to keep these images up-to-date, but they might differ from

what is available from the cloud service. These images should be used as a reference only.
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Image 1: Create new user

R - s wep  ( Getlinginfo +

All Users Helpfo tis g @

View: (Al Users v EdtICreate New View

o001 2125

E0

eat
Edt 200141543
Eat

Eat

eat omR0ia 1223
Est 190014 1028
eat onmRos 1S
Est osn2n0ia 1030

eat

eat
Edt

APPENDIX A| Service Provider API Connection Guide

45



Home  Chattor _ Librarles

Contont _ Subscriptions _+

Content

)

[——r—

Salesforcet Setup How!
Force.com Home

Administer
0 Manage Users.
Users
Wass Emal Users
Roles
Permission Sets
o

ofls
Pusic oroups

Login Hstoy
IdenttyProvider Event Log

* Manago Apps:
Manage Terories
Company Profte

ooee
H
H
H
i
i

£
i
§=
H

&

T
L]
H
H

-
L
i
si

ouglo Apps.
* bata.com Administration

Build

Home  Chatter _ Libraries

Search Al Setup Q

New User
User Eait seve | [sowo om cancl|
Goneral Information 1| ~requesmomsen
LI g e ——
rotme |
| o)1
e | e
p— arketing user
e ! Koowedoe user
company Forcscom Flow ser
Deprtment Soric Cloud Usor
Onision St.om Contrtor Usor
Workcom ser

Content _ Subscriptions _+

Mobile Configuration
Datecom ser Typo.
Date.com Moty Adation Limt

Foree.com Quick Access Mena

Sotesforce CRM Content User

Receiue Slesforce CRM Content Alerts o5 Dy
Dioest
ow Forscssting

o Cortor

G - o Conent

Search Al Seu.

Exgan | Cotopse &1

forcet Setup New!

Force.com Home

Profiles
Al Profies v | Dot Crota e Vi

e tortnz e @

8

Newpromte 02

) action  profie tame +
o e, 1

IdenttyProider Eent Log
* Manago Apps:

* Monage Territores

» Company Profie

* Securty Controls

* Domain Management

imrreiag ) €] Del.. Custorn SupportPrerle
8 Manage Users O Edtiel.. customa
S 3 st clono. Sustormer CornmuntyLosin Ussr
Mass Email Users et
) ol Clone Custore CommuntyUser
Roles =
Permission Sets J it Clone. Customer Paal Manacer Custom
o O Edticione
lone Forse com- Ao Subeerpton User
e O o Subseripion
0 st clone Foreecor- Fee User
Login Histoy O Eoiel. 1

) Edi| Clore Sold Patner User
£t Slone. HanVolume Customer Fotal
Ear oo et User

eee

Edit| Cione Matkatna Use
) i) Clone Eartnes Ao Suscription User
Eatcione

* Transiation Workbench
Management

* Data.com Administration

Build

) Customize
© Croato

oo

ot G Sumrpatmerise
ol T Bt Asnisb

CIGIEIENEIE

1 Eat|clone. workeom oy User

UsorLiconso.

Saestorce
Salestorce

Customer Communy Login
ustomer Communty

Customer Fara Hanager Custom
Customer Porta Manager Standard
Force com- aps Subscrpton
Farcom- Free

Saestoree

ol pariner

Hgh Volume customer Poral
oy

Saestoree

Pattner sop Susscision

Patner Communiy Login

eatner Communty

Saestonee

SiterParrer

Saestorce

Satstorce lam

sastonee

Saestoree

derity

warkcom Orly

«Prmious Noth

APPENDIX A| Service Provider APl Connection Guide

Custom
v
v

46



Image 3: Associate a profile with the user
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Image 5: Device activation - Configure device
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Image 6: Lightweight profile (image 1 of 5)
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Image 7: Lightweight profile (image 2 of 5)
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Feodback [ Defaull On v Reporte [ Defaull On v
Fies [ Defaut On v Sitecom | Default On v
Forecasts | Default On v Soutions | Deaut On v
Gosls | Defaut On v Sucaming Chamets | Tab Figden ¥
roups | Defaut On ¥ Subscriptions | Default On v
1doas [ Default On + User Provisioning Requeste | Tab Hidden v
Custom Tab Setings ) e
Logine [ Default On v Mase ActiatelDeactivato Users | Tab Hidden v
Administrative Permissions.
Access Chater For SharePoint Manage Letterheads i
ApiEnbied g Manoge Login Access Policies
Assign Pormission Sets ¥ Manoge Macros Users ContUndo.
Author Apex 5 Manage Mobile Configurstions -
Buik AP Hord Delete Manage Package Licenses
Can Approve Fecd Post Manoge Password Poices.
Chattor nternal User v Manage Profiles and Pormission Sets
Configure Custom Recommendtions Manage Promoted Search Terms
Create and Customize Dashboards Manage Public Documents . 5
Creote and Customize List Views 4] Manoge Pubic List Views ) 3
Creato snd Customize Reports N Mansge Publc Templstes
Croate and Own Hew Chatter Groups Manage Reparting Snapshote -
Creote and et Up Communites. Manoge Reports in Pubic Flders. 5
Create Dashboard Folders - Manage Roles )
Create ReportFolders 9] 1 Manage Saesforce CRM Content -
ustomize Application - Manage Salesforce Knowedoe -
EiHTML Templates . Manage Session Permission Set Actvations =
Eaithy Dashbourds 9] Manage Sharing )
Edit My Own Posts Manoge Synonyms =
Edit My Reports - Manage Transistion ¥, ¢
Edit Posts on Records 1 own. Manage Uniisted Groups
Edit Read Only Fietds -
Import Custom Objcts
vt Customers To Chatter Moderste Communty Users
1P Restrict Requests Moy Al Dota = G
Lightning Experience ser Moy Socure Agents
Manage Al Privato Reports and Dashboards Possword Hover Expires
Mansge Auth. Providers - Roset User Passwords and Uniosk Users @1
MonageBiling 4] Run Mocros on Mutiple Records -
Manage Business flours Holdays T Schedule Reports
Manage Cal Centers, . Solect Filos from Salesforce ¥
Manage Categories @ 5 Send Outbound Messages
Manage Chatter Messages Share internal Knowledge artces externally
Manage Communitics v
Manage Custom Permissions (¢ Transtor Record @
Maonage Custom Report Types. - Use dentity Features.
Manage Dashbosrds n Publc Folders v ; Use Team Reassionment Vizords )
Manage Data Categories, . View a1 -
Manage Data ntogrations Viow AU v
Manoge Dynamic Dashboards. View Dashboards in Publc Folders )
Manage Emall Clnt Configurations i View bta Categories ) ;
Manage Exchange Configuraions i ViewHelp Link v/
Mansge internal Users View Reports in Pubic Fo C
Monage IP Addresses View Setup and Configuration )
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Image 9: Lightweight profile (image 4 of 5)

General User Permissions
Activate Contracts.

Activate Orders

tow Inclusion of Code Srippets from Ul

Knowiedge One.

Password Policies
User passwords expire in
Enforce password history
Minimum password longth
Password complexity requirement
Password question requirement
Masimurn invaid login attempts
Lockout effective period
Obscure secret answer for password resets

Requi

minimum 1 day password lfetime

| Never exgires v
| No passwords remembered v
le

Vst i alpha and umeri chaacters

1 Mone v
| K-
115 minutes .

Alow Vew knowedge .
Approve Contracts (] Manage Content Permissions |  chat
svsnopcs @ Maraze Comprtpropertos @3
Comnet orgenizaton o Enwroament b @ MaoageForcoom Fow @[3
- Marage Loste (1
Creso and Share Content Dolweresfor Suestorce | Wanage ublshed Soksions 3 (3
e
croue Apptichangs ackoges. @ (1 Manaoa rocor tpes sndieyouteorFlos @ (3
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Deeto Actiunod Comtracts (1 Managn T fator Aubortcntonintosr @
eroce
[e— MassEans omits |
et Ulondod Flosand Porsone Content | osotma @3
P — Morgo Tookes @3
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bl Workcom Calbrton | To-Foctor Auhentcationtor AP1Logins () (1
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rT—— [rpR———
mport ersonsi Contate 9 (1 View nerptodnets |
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InsertSysem eld Vtus o ChtrFeods | View My Teams bstbonrds |
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Standard Objoct Pormissions
o ne rote For st :
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e . ; 3 Gz = .
vab Companies r 3 3 overs = r
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Foadbeck . ; 3 Gm ¢ =
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APPENDIX B

Microsoft Office 365 Reference
Images

@ Important: This appendix contains screenshots taken directly from the cloud service. The
cloud service can change the appearance or workflow of these pages at any time.
Forcepoint makes every effort to keep these images up-to-date, but they might differ from

what is available from the cloud service. These images should be used as a reference only.

Microsoft Office 365 Images

Image 1: Create new user

i Office 365 | Admin center

Domain

APPENDIX B| Service Provider API Connection Guide

51



Image 2: Set userrole

Manage roles
lobal readers have read-only access o acmin centers, whle Global acins
have unlimited access to edit all settings. Users assigned other roles are more
lmited inwhatthey can see and do

Application admin

Compliance admin ©®

Exchange admin

Global admin @

Global reader

Groups admin

Helpdesk admin

License admin @

Password admin (D

Search admin (D

Security admin @

Service support admin @

SharePoint admin

Teams service admin D

S/ @I@n

<

User admin @

Save changes

Image 3: Edit user

Admin

Home > Active users

Display name A

Views | Global ad

e [ e

Users
alanr@veridinet.com Edit
Active users
o Product No products have been assigned £dit
v — ——
Group memberships No groups for the user. Click edit to change .
Guest users group membership. -
Deleted users Sign-in allowed Edit
Groups Global administrator Edit
- Edit
Billing
~ N Mail Settings
Support
' & OneDrive Settings
Settings
Setup + User

Users are people in your organization who
can access Office 365,
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APPENDIX C

Amazon Web Services Reference
Images

@ Important: This appendix contains screenshots taken directly from the cloud service. The
cloud service can change the appearance or workflow of these pages at any time.
Forcepoint makes every effort to keep these images up-to-date, but they might differ from
what is available from the cloud service. These images should be used as a reference only.

Amazon Web Services Images

Image 1: Create an IAM user (image 1 of 5)

Services ~  ResourceGroups v %

History

Group | AZ
AM Pinpoint
Console Home [0 Media Services simple Email Service
&> Migration Elastic Transcoder @ security, Identity & Compliance
AWS Migration Hub Kinesis Video Streams
Apcaton oscoven srvce — oo @) Business Productiiy
Database Migration Service MediaLive GuardDuty Alexa for Business
Server Migration Service MediaPackage Inspector Amazon Chime &
Snowball MediaStore Amazon Macie @ WorkDocs
MediaTailor AWS Single Sign-On WorkMail
&% Networking & Content Deliver cennene Hansact
g o y CloudHsM
vPC Directory Service &5 Desktop & App Streaming
CloudFront WAF & Shield WorkSpaces
Route 53 Artifact Appstream 2.0

API Gateway
Direct Connect
g} Internet Of Things
AWS 10T
10T Device Management
Amazon FreeRTOS
AWS Greengrass

¢fg_Game Development

Image 2: Create an IAM user (image 2 of 5)

Services v Resource Groups v %

Dashboard Q Find users by username or access ke Showing 1 result
Groups
User name v Groups Access key age Password age Last activity MFA
Users
s Usert WorkDocs A 199 days 199 days Today Not enabled
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Image 3: Create an IAM user (image 3 of 5)

Services v Resource Groups v

Add user o

Set user details

You can add multple users at once with the same access type and permissions. Leam more

Username®  CASB_IAM

© Add another user

Select AWS access type

Select how these users

access AWS. Access keys and autogenerated passwords are provided in the last step. Leam more

Accesstype* v Programmatic access
Enables an access key ID and secret access key for the AWS AP, CLI, SDK, and other development tools
AWS Management Console access
Enables a password that allows users to sign-in 1o the AWS Management Console.

* Required

Details Permissions

Review

Complete

Image 4: Create an IAM user (image 4 of 5)

aw:

Add user o e

Details Permissions

Services v Resource Groups v

Set permissions for CASB_IAM

A

~ 5

Copy permissions from Attach existing policies

Add user to grot
ESIDEREL) existing user directly

Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job functions. Lear more
Create group || & Refresh

Q search

Group + Attached policies

Review

Global +

Complete

Showing 1 result

Support v
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Image 5: Create an IAM user (image 5 of 5)

Services v Resource Groups v

Add user

Details Permissions Review Complete

Review
Review your choices. Afler you create the user, you can view and download the autogenerated password and access key

User details

Username  CASB_IAM

AWSaccesstype  Programmatic access - with an access key

Permissions summary
The following groups and policies wil be copled from the selected existing ser and altached 1o the user shown above
Type Name
Group
Managed policy

Iniine policy

Ccancel

Do @

Image 6: Copy security credentials

Services v Resource Groups v

Global
Add user o
Detais permissions Review Complete

© Success

You successfully created the users shown below. You can view and download user security credentials. You can also email users instructions for signing in o the AWS Management Console. This is the last time these
credentials will be available to download. However, you can create new credentials at any time.

Users with AWS Management Console access can sign-in at: hitps://464372413802.signin aws.amazon.com/console

& Download .csv

User Access key ID Secret access key
> © CAsBAM

aamsesess Show

Close
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Image 7: Create custom policy (image 1 of 3)

aws Services v  Resource Groups v %
el Folicy actions ~ FAR-IK)
Dashboard Filter: Policy type v | Q Search Showing 344 results
Groups
Policy name ~ ype Attachments v Description
Users
o > AdministratorAccess Job function 0 Provides full access to AWS services and resources.
oles
Policies » AlexaForBusinessDeviceSetup AWS managed 0 Provide device setup access to AlexaForBusiness services
\dentiy providers > AlexaForBusinessFullAccess AWS managed 0 Grants full access to AlexaForBusiness resources and access to related AWS Services
Account settings > AlexaForBusinessGatewayExecution AWS managed 0 Provide gateway execution access to AlexaForBusiness services
Credential report > AlexaForBusinessReadOnlyAccess AWS managed 0 Provide read only access to AlexaForBusiness services
» AmazonAPIGatewayAdministrator AWS managed 0 Provides full access to createleditdelete APIs in Amazon APl Gateway via the AWS Management Con
Encryption keys > AmazonAPIGatewaylinvokeFulAccess AWS managed 0 Provides full access to invoke APIS in Amazon API Gateway
> AmazonAPIGalewayPushToCloudWatchlogs  AWS managed 0 Allows API Gateway to push logs to user's account.

Image 8: Create custom policy (image 2 of 3)

Services v  Resource Groups v % J Global ~

Editor Review
A policy defines the AWS permissions that can be assigned to a user, group, fole, or resource. You can construct a policy using the visual editor or create a policy document using the JSON editor
Visual editor  JSON Import managed policy

“{
"Version”: "2012-10-17",
- “Statement":

Image 9: Create custom policy (image 3 of 3)

aws Services v Resource Groups v Support v
ate policy o o
Review
Review policy
Before you create this policy, provide the required information and review this policy
Name | CASB_Lightweight
Maximum 64 characters. Use alphanumeri and eharactrs.
Description
Maximum 1000 characters. Use alpranumeri and characters
Summary
QF
service ~ Access level Resource Request condition
Allow (10 of 125 services) Show remaining 115
* Required cancel | Previous [y
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Image 10: Attach IAM policy (image 1 of 3)

aws Services v  Resource Groups v % Qo ~  Global v  Support v
Policies > CASB_Lightweight
Summary Delete policy
Dashboard
Policy ARN  am:awsiiam: 464372413802:policy/CASB_Lightweight
Groups
Description
Users
Roles Permissions | Aftached entities (0)  Policy versions | Access Advisor
Policies.
Identity providers
Account settings i Showing 0 results
Credential report
Name + Type ~
Encryption keys

Image 11: Attach IAM policy (image 2 of 3)

AWS  Services - ResourceGroups « % D @ G swwut

Attach Policy

Attach the policy to users, groups, of roles in your account

Filter: Filter v Q Search Showing 3 resuits.
Name + e

v cassiam User
Usert User
WorkDocs Group

[SUETIN Attach policy

Image 12: Attach IAM policy (image 3 of 3)

aws Services v Resource Groups v Global v Support +
. Policy ARN  am aws1am: 464372413802 polcy/CAS_Lightweight
Description
Dashboard —
Permissions  Attached entities (1) Policy versions  Access Advisor

Groups
Users
Roles
Policies Filter: Filter Showing 1 result
Icentity providers

Name + Type ~
Account settings

cASB_IAM User

Credential report

Encryption keys
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Image 13: AWS credentials on Forcepoint CASB management portal

A Asset Governance

API connection

API Connection
User Name Access Key ID
Password

Secret Access Key

Test APl Connection Save Connection Settings
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APPENDIX D

Google G Suite Reference Images

@ Important: This appendix contains screenshots taken directly from the cloud service. The
cloud service can change the appearance or workflow of these pages at any time.
Forcepoint makes every effort to keep these images up-to-date, but they might differ from

what is available from the cloud service. These images should be used as a reference only.

G Suite Images

Images 1-7: Setting up a role

Image 1: Open Admin roles

Google [ a |

Admin console

2 B & = E 6

Biling Apps MW Support
View cherges st Manage apps and he Learn more an get e

Users Dormains Reports €M Migrations
Ak, rename, andmanoge Akt camains or domain Track usage of servces Vove your data

dlsses your compeny menagelcenses  sefings

8 4 -

Admin roles Security Groups.
Addnew admins Manage secury festures. Create groups and maiig
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Image 2: Create new role

Create New Role
Name

Forcepoint CASE Minimal
Description

4

CANCEL CREATE

Images 3-7: Select privileges as displayed in the images below

Admin Console Privileges @
~ [] Organization Units
[] Create
Read
[[] Update
[] Delete

v []Users
[] Create

Read
v [[] Update

[[] Delete
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¥ Security

User Security Management

Security Settings

[[] Groups

[[] Domain Settings

Reports

[[] support

v Services
* [ service Settings

[] Cloud Search

4

Mobile Device Management

Manage Devices and Settings

4

Drive and Docs

4 Settings

-

Gmail

-

Google Play

-

Google Chrome Management

-

Directory

-

Shared device settings

-

Google Vault

Admin API Privileges @
+ [] Organization Units
[ Create
Read
[[] update
[] Delete

* [JUsers

[] Create
Read
v [] Update

[] Delete
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~ [ users
[] Create

Read
b [[] Update
[] Delete
v [] Groups
User Security Management
] Data Transfer
v [T Schema Management

[] bomain Management

Images 8-10: Create user and assign role
Image 8: Open Users
Google [ a |

Admin console

Domains Company profile Billing Apps NEM Support Device Reports &M Migrations
‘ackt domains or domsin U ot “ Wanage apps and their Leam more an get el management Track usage of services Move your deta

[
4 -
Admin roles Security Groups
s Mansge securty festures

Create groups and maiing
s
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Image 9: Add a user

Search for users, groups, and settings (e.g. manage user data)

oogle Admin

Users ‘ 11 users
Filters
Last Email Total
Name & Email Status
signed in usage storage
o = 12/13/15 0GB Active Unlimited
° - Jans 0GB Administratol  Unlimited
Never Newly
@ ! Unlimited
test e logged in ves created nlimes
° 8/15/17 oc8 Active Unlimited
- 12/2617 068 Super Unlimited
- Administrato
Nev Newly
o 068 . Unlimited
logged in created
Sup
103117 0GB uper Unlimited
Administratel
- Super
Jan11 7 G N Unlimited
- = poree Administrato

2step
Drive
verification
usage
enrollment
Not -
Enrolled oee @ ’
Not .
@ 0
Enrolled oes @ 7
Not .
@ 0
Enrolled oes @ 7
Not >
Enrolled ves @ ’
Not .
@ 0
Enrolled oee @ 7
Not .
Enrolled ves ® 7
Add multiple users -
Not = A
Enrolled DozGE -
Enrolled S Y

Image 10: Open Admin roles and privileges on the user's page. Select Manage Roles and assign

the new role (from Image 2 above)

Q, Search for users, groups, and settings (e.g. add user to group)

Users >

Security

e users 2-step verification enroliment, password strength, authorized ac
y settings.

~ 1 Admin roles and privileges

MANAGE ROLES Create new roles @

b

Roles.

Forcepoint CASB Minimal
Forall erganizations

0 Devices assigned

View Privileges @
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APPENDIX E

Dropbox Reference Images

@ Important: This appendix contains screenshots taken directly from the cloud service. The
cloud service can change the appearance or workflow of these pages at any time.
Forcepoint makes every effort to keep these images up-to-date, but they might differ from

what is available from the cloud service. These images should be used as a reference only.

Dropbox images

Image 1: Open the Admin Console

:‘: Drophox & Upload 3 Share afolder

Support

ot Personal
shared folder

ledl Photos ol
(@ sharing oo

Links folder
<) Events

shared folder
Admin Console

shared folder

shared folder

folder

Getting Started.plf document 157572014 6:45 AN
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Image 2: Invite member

%3

- Members
Dashboard Current members Deleted members
Members
Activity
2 dartive 0 invited Q Search members
Authentication
Sharing
2. Name Email Usage Last weh activity
Team folder
Acrount 5N 261.56 KB about 3 months ago
Help
2 204 GB inthe last hour
2 915 GE about 3 week ago
1 261.57 KB about 2 days ago o
Image 3: Set member as Admin
- Members 2, invice members
Dashioard Current members Deleted members
Members
Activity
2 dactive 0 irvited Q search members
Authentication
Sharing
2. Name Email Usage Lastwel activity
Team folder
Account 2 261.56 KB ahout 3 months age
Help
2 2.94 GE inthe last hour
S 915 GE about a week ago
1 261.57 KB about 2 days ago e}
¢ Resetpassword
B Create activity report
_ 3, Add admin permissions
@ Delete user
Drophox About us Support Community English
Inztall Drophox Elog Help Center Referrals
Mobile Ourteam Get Started Forum
Pricing Branding Privacy & Terms Twitter
Business Mews Copyright Farehook
Tour Jobs Contactus Developers
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APPENDIX F

Box Reference Images

@ Important: This appendix contains screenshots taken directly from the cloud service. The
cloud service can change the appearance or workflow of these pages at any time.
Forcepoint makes every effort to keep these images up-to-date, but they might differ from

what is available from the cloud service. These images should be used as a reference only.

Box images

Image 1: Create user

@i Adrin Console

@ siens A 2

Managed Users  External Users  Groups

Account Informatian

‘ + Users | 2, Bulk Edit | & Bulk Add Export Users o -

s Managed users

9 External users

m seats used

Purchase Maore Seats

New User Account Details

Marme:
Co-Admins
Email Thiz will be their login name
Storage allocation (GB) | 5 Unlirmited @
Send email
Language: | English (US) =
Mew users will receive an email with account access instructions Client Services

Wiatch the admin overview
Q Join a Box YWebinar
Call us: 1-800-875-8230
B4 Ernail us: supporti@box.com

Access permissions

Sfvzrizd] EaniEEs Allow this user to see all managed users @

Enable Syne Allow this user to sync files between Baox and their deskiop. €

Device pinning Exernpt this user from maximum allowed devices @

Restrict external
collaboration Folders awned by this user can only be collaborated within Skyfence Inc. €

Sl g e Weel (5 [0 Group MName hembers Access Level

Mo Groups have been created yet.
Create groups to better organize your users and content
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Image 2: Configure User Settings (image 1 of 2)

[ORES

@ shiee E—
t!) sky_f_e_rls » Search Users Q

Managed Users  External Users  Groups

+ Users J ‘ 2> Bulk Edit

4, Bulk Add ‘ ‘ Expart Users J | L2 4 Account Information

2] Managed users

3 External users
m seats used

Purchase More Seats

J Co-Admins

Skyfence Lightweight Send email
skyfence@skyfence.com - Skyfence Inc.

0B - Last activity. no activity - no actions Client Services

3 Watch the admin overview
u Join a Box Webinar
Call us: 1-800-875-8230

B4 Ermail us: supporti@hbox. com

Image 3: Configure User Settings (image 2 of 2)

Edit User Access permissions

Sl arE T ) Allow this user to see all managed users €
Enable Sync: I Allow this user to synchranize files hetween Box and the user's desktop. €
Device pinning: [ Exernpt this user from maximum allowed devices €

Restrict external
il | Folders owned by this user can only be collaborated within Skyfence Inc. i ]

essne @ Users grated the lwing adminstatis prvisges

Users and Groups & _

| O Manage groups

Files and Folders & _
[ Edit users' content

| [ Log in to users' accourts

Reports and Settings
o |

| ) Run new reports and access existing reports
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APPENDIX G

ServiceNow Reference Images

@ Important: This appendix contains screenshots taken directly from the cloud service. The
cloud service can change the appearance or workflow of these pages at any time.
Forcepoint makes every effort to keep these images up-to-date, but they might differ from

what is available from the cloud service. These images should be used as a reference only.

ServiceNow images

Image 1: Create OAuth Client Application

service Serve Managmenc @ sennimmsmor - QP @ &
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Image 2: User list

service

Service Management

vies [ oo vame

Y

<«

Q@

1 10200575

@ &

> >

T
& Q Userid iame & Email Created Updated
@  abeltuter AbelTuter abeltuter@example.com true 2012017190452 2017122082940
@  abrahamincoln Abraham Lincoln abrahamlincoln@example.com true 2130723171554 2017122408293
@  sleiandromascall Alejandro Mascall alejandro mascallgexample com true 20120217 100852 2017-12240820:43
User Administration alyssablasotti Alyssa Biasotti alyssa biasotti@example.com true 2012-02-17 19:04:52 2017-12-24 08:29:37
T ® melacto Amelia Caputo amelia caputo@example.com true 2012.02:1719:0852 20171224 0829:43
ed n users @  amoslinnan Amos Linnan amos.innan@example.com e 2012021719:0451 2017122082939
@  andewjackson Andrew Jackson andrewjackson@example.com true 2130723173444 2017122408290
service sencemmagmen @ s - Q= D B
N . - . -
(5 users < | = Alanschwantd @ = oo Uptate  veete | A
=] * UserID allan.schwantd Email allan. schwantd@example com =
[—— Department  Sales alle Date format System (yyyy-MM-dd) N
sty -

W Users and Groups

Wieb service access only
User Internal Integation User
Update

Delete

Related Links

Reseta password
W Report —
’ Roles | Groups | Delegates | Subscriptons
. roles BT Goto Roke
User Administration
Van Schuiantd
Users
) ) Role

Manage Subscriptions

No records to display

Inheritance Count
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Image 4: Updating roles

service

(7 wsers < | EditMembers

Service Management

=
Configuration
¥ CiLifecycle Manage
I State Registered Users
Password Reset
Blo
Organization
User
System Securty

W Users and Groups

W Report:

User Administration

AddFiter | Runfiter | @

— choose field - v | —oper- —value-
Collection olesList
a Alan schwantd

action_designer admin
activity_admin

activity_creator

agent_admin

announcement_admin

api_analytics_read

app_service_admin N

approver_user <
assessment_admin
asset

assignment_rule_admin
at_test_admin

Y ..

Name admin

Q@

service

Service Management

(G < = A scmama
= usertd
p— [—
LTI — Lstname
EEm—— e
oepartment
password
[r— Paswordneeds et
s ockedout
P—— e

¥ Usersand Groups Webservice accesonly

InternalIntegration User

Update || Delete
Related Links

View Subscriptions
Acce tal View .

Reseta pase

¥ Reports

Roles (1) | Groups  Delegates | Subscripti

= voes B o0 | ok

[ m——

' user=Allan schwantd

Actonson seecedrows.. ¥

jons

allan.schwantd

Allan

Schwantd

Sales

Manage Subscriptions

=sue = inherited

emal | alanschwantd@esamplecom
Language None
Calendarntegraion | Outlook
Q Timezone | System (Americaos_Angeles)
a Dateformat | system (yy-Hi-dd

Business phone

Mobile phone.

Photo  Clickto add,

= inheritance Count

e false

QO

Dekte |

>

>
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APPENDIX H

Cisco Webex Reference Images

@ Important: This appendix contains screenshots taken directly from the cloud service. The
cloud service can change the appearance or workflow of these pages at any time.
Forcepoint makes every effort to keep these images up-to-date, but they might differ from

what is available from the cloud service. These images should be used as a reference only.

Cisco Webex images

Image 1: Administrator permissions

webex Control Hub
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