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Introduction

Forcepoint Email Security in Azure provides the comprehensive protection of the email solution hosted on a
Forcepoint appliance, but in the public cloud. Deployed in a Microsoft Azure environment, Forcepoint Email
Security allows inbound, outbound, and internal email to be analyzed for data loss or malicious email threats in
the cloud. Email containing sensitive data can be permitted, quarantined, or encrypted. Sensitive attachments
can also be dropped.

This document covers the installation of Forcepoint Email Security in Azure versions 8.5, 8.5.3, 8.5.4, and 8.5.5.

In versions 8.5.3, 8.5.4, and 8.5.5, two types of deployment are available: both Forcepoint Email Security and
Forcepoint Security Manager deployed in Azure, or Forcepoint Email Security deployed in Azure with Forcepoint
Security Manager onpremises. Additional combinations of on-premises and Azure appliances can be configured
as needed. Configuration in Azure and Microsoft Office 365 is required after deployment.

In version 8.5, only one deployment is available: Forcepoint Email Security in Azure, with Forcepoint Security
Manager deployed on-premises. This deployment requires a site-to-site Virtual Private Network (VPN) in Azure
with connectivity to SQL Server and Forcepoint Security Manager running on-premises. See Azure Deployment
Steps: Version 8.5.

The procedure for installing Forcepoint Email Security in Azure Government or Forcepoint DLP Email Gateway in
Azure is the same as that detailed here for Forcepoint Email Security.

If you have a subscription key for Forcepoint DLP Email Gateway, follow the procedures below for deploying
Forcepoint Email Security in Azure, then enter your subscription key in the Forcepoint Security Manager.

Related tasks
Azure Deployment Steps: Version 8.5 on page 16

Forcepoint Email Security in Azure:
Deployment Scenarios

In versions 8.5.3, 8.5.4, and 8.5.5 email protection in Azure can be deployed in several ways, depending on the
needs of your organization.



https://azure.microsoft.com/global-infrastructure/government/
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®  The following image displays the workflow with both Forcepoint Email Security and Forcepoint Security
Manager deployed in Azure. This deployment is only available for versions 8.5.3, 8.5.4, and 8.5.5. The
diagram depicts both inbound (blue) and outbound (orange) message directions.
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m  The following image displays Forcepoint Email Security deployed in Azure while Forcepoint Security Manager
remains on-premises. This is the only deployment available for version 8.5, and is an additional option for
versions 8.5.3, 8.5.4, and 8.5.5. The diagram depicts both inbound (blue) and outbound (orange) message
directions.
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®  The Forcepoint Email Security Hybrid Module is an optional subscription that adds support for email hybrid
service inbound pre-filtering in the cloud. See Email hybrid service configuration. The following diagram
displays the workflow of Forcepoint Email Security and Forcepoint Security Manager in Azure with the addition
of the Forcepoint Email Security Hybrid Module.



http://www.websense.com/content/support/library/email/v85/email_help/hybrid_service_configuration_esg.aspx
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Requirements

® A Microsoft Azure account (activated).
m  Microsoft Office 365 with Outlook.
® [f you are installing Forcepoint Email Security in Azure Government, Office 365 Government is required.

m (If you are installing version 8.5 or only installing Forcepoint Email Security in Azure) A virtual network and
subnet in Azure with connectivity to on-premises resources through a site-to-site VPN.

® |n version 8.5, the minimum supported virtual network size is /16 and the minimum supported subnet size
is /24.

® In versions 8.5.3, 8.5.4, and 8.5.5, the minimum supported virtual network and subnet size is /28.

m (If you are installing version 8.5 or only installing Forcepoint Email Security in Azure) Resources installed on-
premises: SQL Server and Forcepoint Security Manager.

®  Forcepoint Security Manager must be upgraded to the latest version. See the Deployment and Installation
Center for upgrade instructions.

m SQL Server Express, installed using the Forcepoint Security Installer, or a supported version of SQL Server
installed separately.

®m  Ensure the correct port is open; see Default ports for more information.
m  Refer to the Certified Product Matrix for supported operating systems.

m Use the C interface IP address, as Forcepoint Email Security in Azure only supports a single interface.

Azure Deployment Steps: Versions 8.5.3,
8.5.4, and 8.5.5

Use the following steps to deploy your version 8.5.3, 8.5.4, or 8.5.5 Forcepoint solution in Azure:



http://www.websense.com/content/support/library/deployctr/v85/dic_upgrade_launch.aspx
http://www.websense.com/content/support/library/deployctr/v85/dic_upgrade_launch.aspx
http://www.websense.com/content/support/library/deployctr/v85/triton_ports.aspx
https://support.forcepoint.com/KBArticle?id=TRITON-AP-EMAIL-and-Email-Security-Gateway-Anywhere-Certified-Product-Matrix
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1)

2)

3)

4)

5)

6)

7)

8)

Deploying both Forcepoint Email Security and Forcepoint Security Manager together in the Azure cloud or
Deploying Forcepoint Email Security in Azure with Forcepoint Security Manager on-premises.

Configuration in Microsoft Azure.

Configuring the system time zone.

Installing Forcepoint Security Manager management components for the virtual appliance.
Configuring the appliance in the Forcepoint Security Manager.

Configuring mail flow in Office 365.

Creating Email Log Database partitions when SQL Server is installed separately in Azure.

Configuring encrypted connection to SQL Server (optional).

For a high-level view of the procedure, see the Forcepoint Email Security in Azure Quick-Start Guide.

Related tasks

Deploying both Forcepoint Email Security and Forcepoint Security Manager together in the Azure cloud on
page 5

Deploying Forcepoint Email Security in Azure with Forcepoint Security Manager on-premises on page 12
Configuration in Microsoft Azure on page 22

Configuring the system time zone on page 23

Installing Forcepoint Security Manager management components for the virtual appliance on page 23
Configuring the appliance in the Forcepoint Security Manager on page 24

Configuring mail flow in Office 365 on page 26

Creating Email Log Database partitions when SQL Server is installed separately in Azure on page 34
Configuring encrypted connection to SQL Server on page 35

Deploying both Forcepoint Email Security and
Forcepoint Security Manager together in the
Azure cloud

This type of deployment is available for versions 8.5.3, 8.5.4, and 8.5.5 only.

1)

Log on to the Azure Marketplace, or use a direct link:

a) Forcepoint Email Security v8.5.5 in Azure
b) Forcepoint Email Security v8.5.4 in Azure
c) Forcepoint Email Security v8.5.3 in Azure

d) If you are installing in the Azure Government cloud:



http://www.websense.com/content/support/library/email/v85/azure_install/azure_setup_guide.pdf
https://azuremarketplace.microsoft.com/en-us/
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/forcepoint-llc.forcepoint-email-security-855-sln?tab=Overview
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/forcepoint-llc.forcepoint-email-security-854-sln
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/forcepoint-llc.forcepoint-email-security-853-sln?tab=Overview
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i) Log into Azure Government, then click Create a resource.
i) In the Search bar, search for and select Forcepoint Email Security.
iiii) Click Create. All other steps are the same as in the Azure portal.

2) In the Search bar, search for Forcepoint, then select Forcepoint Email Security V8.5.3, V8.5.4, or V8.5.5.
3) To create a new Forcepoint Email Security solution, click Get it now.
4) Review the terms of use and privacy policy, then click Continue to proceed to the Azure portal.

5) From the Azure portal, click Create.
The Basics tab displays for configuring the email appliance and Security Manager virtual machine

settings.
Create Forcepoint Email Secur... X Basics O x
Deploy Forcepoint Security Manager in
1 Basics > addition to Email virtual appliances @
Configure basic settings

* Email virtual appliance (VA) name @

2 5 fes-vm

* Email VA password @

3 Canfiaure nat e 2 * Confirm Email VA password

Number of virtual appliances @

4 Configure Security Manager ’ Two ~

* Forcepoint Security Manager virtual
machine (VM) name @

5 : ) ) B > fem-vm

* Security Manager VM user name @
* Security Manager host password @

* Confirm Security Manager host password

Subscription
* Resource group @
Select exis v
Create new
* Location
East US v
6) From Deploy Forcepoint Security Manager in addition to Email virtual appliances, click Yes.

Options display to configure the Security Manager virtual machine in addition to the email appliance.



https://portal.azure.us/
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Click No if you want Security Manager to reside on an on-premises machine. See Deploying Forcepoint
Email Security in Azure with Forcepoint Security Manager on-premises.

7) In the text field Email virtual appliance (VA) name, enter a name for the Forcepoint Email Security virtual
appliance (VA).
The name must be between 3 and 30 characters long and contain only numbers, letters, and hyphens.

8) In the text fields Email VA password and Confirm Email VA password, enter and confirm the password
for connecting to the host.
The username is always “admin” on first login to Forcepoint Email Security. Additional accounts can be
added later. The password must be a minimum of 12 characters and contain at least one number, one
lowercase letter, one uppercase letter, and one special character.

9) From the pull-down menu Number of virtual appliances, select the number of VAs to use; between 1 and
8.

We recommend using at least two VAs to ensure high availability. If only one VA is selected at this time,
it is not possible to add additional VAs after deployment is complete. If two or more VAs are selected,
additional VAs can be added at any point. See Add virtual machines to a Forcepoint Email Security in
Azure deployment.

Load balancers are deployed by default when two or more VAs are used.

10) Inthe text field Security Manager virtual machine (VM) name, enter the name of the Security Manager
virtual machine (VM).

The name must be between 3 and 15 characters long and contain only numbers, letters, and hyphens.

11)  Inthe text field Security Manager VM user name, enter the administrator user name of the Security
Manager host.
The name must adhere to Windows specifications for user names.

12)  Inthe text fields Security Manager host password and Confirm Security Manager host password,
enter and confirm the administrator password for the Security Manager host.
The password must be between 12 and 128 characters and contain at least one number, one lowercase
letter, one uppercase letter, and one special character.

13)  From the pull-down menu Subscription, select your subscription.

14)  From Resource group, click Create new and enter a name for the new resource group.
A resource group is a container that holds related resources for an application. It will hold the Forcepoint
Email Security VAs and the Forcepoint Security Manager VM. You must create a new resource group;
using existing resource groups is not currently supported.

15)  From the pull-down menu Location, select the location for the VAs and VM.

16)  Click OK.
The settings are saved and the Virtual Machine Sizing tab displays.



https://support.forcepoint.com/KBArticle?id=000015814
https://support.forcepoint.com/KBArticle?id=000015814
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17)

18)

19)

20)

Create Forcepoint Email Secur... X Virtual Machine Sizing o x
1 Basics v * Email virtual appliance size @ S
Dane 2x Standard D4 v3
* Security Manager VM size @ >
2 Virtual Machine Sizing > 1x Standard A8 v2

Configure resource sizes
* Storage account for VA and VM @

(new) fesvmicp342321ddas

From Email virtual appliance size, select the size of the VA you will need based on anticipated email
volume, then click Select.
Use the Search fields if you need to find a different size.

From Security Manager VM size, select the size of the virtual machine you need for Forcepoint Security
Manager.
Use the Search fields if you need to find a different size.

From Storage account for VA and VM, to use an existing storage account, click Use existing and select
the storage account and disk type for the VAs and VM.
To create a new storage account,

a) Click Create new. The Create storage account tab displays.

b) On the Create storage account tab, configure the Name, Account kind, Performance, and
Replication settings and click OK. The new storage account is added.

From the Virtual Machine Sizing tab, click OK.
The settings are saved and the Network Configuration tab displays.
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21)

22)

23)

Create Forcepoint Email Secur... X Network Configuration x Choose virtual network X Create virtual network o X

From Virtual Network, select your existing virtual network or create a new network.
To create a new virtual network,

a) Click Create New. The Create virtual network tab displays.

b) On the Create virtual network tab, configure the Name and Address space.

If you plan to use a remote SQL Server, you must select your existing virtual network, rather than creating
a new network. When using a new virtual network, your deployment will fail if you select a remote SQL
Server instance in Step 26. This is because the new virtual network has no connection to external
components and cannot communicate with the remote SQL Server, which resides in a different virtual
network.

From Subnets, select your existing subnet or create a new network.
The minimum supported size is /28 for both virtual network and subnet. See Requirements.

From the Network Configuration tab, click OK.
The settings are saved and the Forcepoint Security Manager Configuration tab displays.
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24)

25)

26)

27)

28)

Create Forcepoint Email Secur... X Forcepoint Security Mana... O X

* Security Manager administrator email @ 4

1 Basics v
Done
* Security Manager password @
Virtual Machine Sizing
2 v * Confirm Security Manager password

Done

Use remote SQL Server instance @

Network Configuration v
3 Yes Mo

Done

* Remote SQL Server host @

4 Forcepoint Security Manager >

Configure Security Manager * Remote SQL Server port @

1433

5 > * Remote SQL Server user name @
* Remote SQL Server password @
* Confirm remaote SQL Server password

* Remote SQL Server host user name @

* 5QL Server host password @

* Confirm 5QL Server host password
Enable archiving and backup @
Yes No

In the text field Security Manager administrator email, enter the email address of the Forcepoint
Security Manager administrator.

In the text fields Security Manager password and Confirm Security Manager password, enter and
confirm the administrator password.

The password must be between 12 and 256 characters and contain at least one number, one lowercase
letter, one uppercase letter, and one special character.

From Use remote SQL Server instance, click Yes or No.
If you select No, a local SQL Server is used. Text fields display according to your selection.

Verify that in Step 21, you selected your existing virtual network with connection to the remote SQL Server,
otherwise your deployment will fail.

In the text fields, enter the host name, user name, password, and port for the remote or local SQL
Server.

Verify that your SQL Server uses unique host names and that all of your resources are correctly configured
for communication with each other.

From Encrypt connection to SQL Server, click Yes or No.
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29)

30)

31)

32)

33)

34)

35)

36)

37)

If you select Yes, an additional field displays for uploading a CA certificate.

If you are using an encrypted connection to a remote SQL Server instance, ensure that the FQDN of your

SQL Server is shorter than 64 characters, or configure SQL Server to use a wildcard certificate with a CN

shorter than 64 characters. See the knowledge article Configuring the certificate for encrypted SQL Server
connection for more information.

If you select No, it is possible to configure the encrypted connection following deployment. See
Configuring encrypted connection to SQL Server.

From Upload CA certificate for SQL Server encryption, click the folder icon and navigate to the
certificate (.cer, .crt, or .pem).

You can use a root CA certificate, or an intermediate CA certificate if using a third-party CA. Ensure that
the name of your CA certificate contains no special characters or the upload will fail.

From Enable archiving and system backup, click Yes or No.
If you select Yes, incident archiving and backup is enabled for Forcepoint DLP. Additional text fields
display according to your selection.

In the text field SQL Server backup UNC path, enter the existing UNC path to the backup directory used
by SQL Server.

In the text field Security Manager backup UNC path, enter the existing UNC path to the backup directory
used by Security Manager.

In the text fields Archive location user name, Archive location password, and Archive location
domain, enter the user name, password, and domain for the incident archive directory. The domain is
optional.

Click OK. The settings are saved and the Summary tab displays.

From the Summary tab, review a summary of the Forcepoint Email Security and Forcepoint Security
Manager solution you are building, then click OK.

To change any configured settings, click one of the completed tabs. You will return to the Summary tab
again after completing configuration. Final validation is performed and the Buy tab displays.

On the Buy tab, review the Forcepoint Terms of Use, EULA, and Privacy Policy.

To create the Forcepoint Email Security and Forcepoint Security Manager solution in the Azure cloud
infrastructure, click Create.

Forcepoint Email Security is a bring-your-own license VA, so there is no additional Azure Marketplace
charge. The system reports that it is creating the solution in the configured network. This process may take
between 30 and 50 minutes.

Related concepts
Requirements on page 4

Related tasks
Deploying Forcepoint Email Security in Azure with Forcepoint Security Manager on-premises on page 12
Configuring encrypted connection to SQL Server on page 35



https://support.forcepoint.com/KBArticle?id=000016517
https://support.forcepoint.com/KBArticle?id=000016517
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Deploying Forcepoint Email Security in Azure
with Forcepoint Security Manager on-premises

This type of deployment is available for versions 8.5, 8.5.3, 8.5.4, or 8.5.5. These steps are specific to versions
8.5.3, 8.5.4, and 8.5.5; if you are deploying version 8.5, see Azure Deployment Steps: Version 8.5.

1) Create a site-to-site VPN. See Microsoft documentation for more information.

2) Log on to the Azure Marketplace, or use a direct link:
a) Forcepoint Email Security v8.5.5 in Azure

b) Forcepoint Email Security v8.5.4 in Azure

c) Forcepoint Email Security v8.5.3 in Azure

3) If you are installing in the Azure Government cloud:

a) Log into Azure Government, then click Create a resource.
b) In the Search bar, search for and select Forcepoint Email Security.

c) Click Create. All other steps are the same as in the Azure portal.

4) In the Search bar, search for Forcepoint, then select Forcepoint Email Security V8.5.3, V8.5.4, or V8.5.5.
5) To create a new Forcepoint Email Security solution, click Get it now.
6) Review the terms of use and privacy policy, then click Continue to proceed to the Azure portal.

7) From the Azure portal, click Create.
The Basics tab displays for configuring the email appliance settings.



https://docs.microsoft.com/en-us/azure/
https://azuremarketplace.microsoft.com/en-us/
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/forcepoint-llc.forcepoint-email-security-855-sln?tab=Overview
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/forcepoint-llc.forcepoint-email-security-854-sln
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/forcepoint-llc.forcepoint-email-security-853-sln?tab=Overview
https://portal.azure.us/
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8)

9)

10)

11)

Create Forcepoint Email Secur... X Basics o x

n addition

1 Basics >

Configure basic settings

* Email virtual appliance (VA) name @
2 | fes-vm v
o * Email VA password @
Network Configuration
3 - v * Confirm Email VA password

Number of virtual appliances @

4 Forcepoint Security Manager s

Done Two ~
Subscription
e
5 Summary
Forcepoint Email Security v8.6... * Resource group @

Create new

* Location

Central US ~

From Deploy Forcepoint Security Manager in addition to Email virtual appliances, click No.
Options for Forcepoint Security Manager in Azure are removed from the tab.

In the text field Email virtual appliance (VA) name, enter a name for the Forcepoint Email Security virtual
appliance (VA).
The name must be between 3 and 30 characters long and contain only numbers, letters, and hyphens.

In the text fields Email VA password and Confirm Email VA password, enter and confirm the password
for connecting to the host.

The username is always “admin” on first login to Forcepoint Email Security. Additional accounts can be
added later. The password must be a minimum of 12 characters and contain at least one number, one
lowercase letter, one uppercase letter, and one special character.

From the pull-down menu Number of virtual appliances, select the number of VAs to use; between 1 and
8.

Forcepoint recommends using at least two VAs to ensure high availability. If only one VA is selected at this
time, it is not possible to add additional VAs after deployment is complete. If two or more VAs are selected,
additional VAs can be added at any point. See Add virtual machines to a Forcepoint Email Security in
Azure deployment.



https://support.forcepoint.com/KBArticle?id=000015814
https://support.forcepoint.com/KBArticle?id=000015814
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Load balancers are deployed by default when two or more VAs are used.
12)  From the pull-down menu Subscription, select your subscription.

13) From Resource group, click Create new and enter a name for the new resource group.
A resource group is a container that holds related resources for an application. It will hold the Forcepoint
Email Security VA. You must create a new resource group; using existing resource groups is not currently
supported.

14)  From the pull-down menu Location, select the location for the VA.

15)  Click OK.
The settings are saved and the Virtual Machine Sizing tab displays.
Create Forcepoint Email Secur... X Virtual Machine Sizing o x

1 Basics v * Email virtual appliance size @ S

Dane 2x Standard D4 v3
* Storage account for VA and VM @ S

2 Virtual Machine Sizing b (new) fesvmicp3423214409

Configure resource sizes

4 Forcepoint Security Manager s

Done

5 Summary

Forcepoint Email Security v8.6...

16) From Email virtual appliance size, select the size of the VA you will need based on anticipated email
volume, then click Select.
Use the Search fields if you need to find a different size.
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17)

18)

19)

20)

21)

22)

From Storage account for VA, to use an existing storage account, click Use existing and select the
storage account and disk type for the VA.
To create a new storage account,

a) Click Create new. The Create storage account tab displays.

b) On the Create storage account tab, configure the Name, Account kind, Performance, and
Replication settings and click OK. The new storage account is added.

From the Virtual Machine Sizing tab, click OK.
The settings are saved and the Network Configuration tab displays.

Create Forcepoint Email Secur... X Network Configuration X Choose virtual network X Create virtual network 0O X

1 e » * Vi Networ N
Done (new) VirtualNetwork

From Virtual Network, select your existing virtual network with site-to-site connectivity to the on-premises
Forcepoint Security Manager and SQL Server, or create a new virtual network.
To create a new virtual network,

a) Click Create new. The Create virtual network tab displays.

b) On the Create virtual network tab, configure the Name and Address space.

Following successful deployment, configure your new virtual network to connect with your on-premises
components.

From Subnets, select your existing subnet with site-to-site connectivity to the on-premises resources, or
create a new subnet.
The minimum supported size is /28 for the virtual network and subnet. See Requirements.

Following successful deployment, configure your new subnet to connect with your on-premises
components.

From the Network Configuration tab, click OK.
The settings are saved and the Forcepoint Security Manager tab displays.

This tab is blank because the contents are only applicable when deploying Forcepoint Security Manager in
Azure. Click OK.
The Summary tab displays.
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23)

24)

25)

From the Summary tab, review a summary of the Forcepoint Email Security solution you are building, then
click OK.

To change any configured settings, click one of the completed tabs. You will return to the Summary tab
again after completing configuration.

Final validation is performed and the Buy tab displays.
On the Buy tab, review the Forcepoint Terms of Use, EULA, and Privacy Policy.

To create the Forcepoint Email Security solution in the Azure cloud infrastructure, click Create.
Forcepoint Email Security is a bring-your-own license VA, so there is no additional Azure Marketplace
charge. The system reports that it is creating the Forcepoint Email Security solution in the configured
network. This process may take a few minutes. The following image displays the resource group for a
typical Forcepoint Email Security in Azure deployment.
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B
L
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[ ]
[ ]
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-
=
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Related concepts
Requirements on page 4

Azure Deployment Steps: Version 8.5

Use the following steps to deploy your version 8.5 Forcepoint solution in Azure:

1)
2)
3)
4)
5)

6)

Deploying Forcepoint Email Security in Azure with Forcepoint Security Manager on-premises, version 8.5.
Configuration in Microsoft Azure.

Configure the system time zone.

Install Forcepoint Security Manager management components for the virtual appliance.

Configure the appliance in the Forcepoint Security Manager.

Configure mail flow in Office 365.

For a high-level view of the procedure, see the Forcepoint Email Security in Azure Quick-Start Guide.



http://www.websense.com/content/support/library/email/v85/azure_install/azure_setup_guide.pdf
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Related tasks

Deploying Forcepoint Email Security in Azure with Forcepoint Security Manager on-premises, version 8.5 on
page 17

Configuration in Microsoft Azure on page 22

Configuring the system time zone on page 23

Installing Forcepoint Security Manager management components for the virtual appliance on page 23
Configuring the appliance in the Forcepoint Security Manager on page 24

Configuring mail flow in Office 365 on page 26

Deploying Forcepoint Email Security in Azure
with Forcepoint Security Manager on-premises,
version 8.5

This is the only deployment option available for version 8.5. These steps are specific to the version 8.5 solution in
the Azure Marketplace.

1) Create a site-to-site VPN. See Microsoft documentation for more information.
2) Log into Azure Government, then click Create a resource.
3) In the Search bar, search for and select Forcepoint Email Security V8.5.

4) To create a new Forcepoint Email Security solution, click Create.
Alternatively, use this direct link to Forcepoint Email Security v8.5 and click Create.

The Basics tab displays.



https://docs.microsoft.com/en-us/azure/
https://portal.azure.us/
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/websense-apmailpe.forcepoint-email-security-85betasln?tab=Overview
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5)

6)

7)

8)

9)

10)

Create Forcepoint Email Security... X Basics

) * Virtual Maching name @
1 > | [
Configure basic settings
* Password @
Co * Confirm passward
3 Number of Virtual Appliances @
Configure the Network rescure Two
Subscription
4 FES
* Resource group @
(®) Create new () Use existing
* Location
Central US

In the text field Virtual Machine name, enter a name for the Forcepoint Email Security virtual appliance
(VA).
The name must be between 3 and 30 characters long and contain only numbers, letters, and hyphens.

In the text fields Password and Confirm password, enter and confirm the password for connecting to the
host.

The username is always “admin” on first login to Forcepoint Email Security. Additional accounts can be
added later. The password must be a minimum of 12 characters and contain at least one number, one
lowercase letter, one uppercase letter, and one special character.

From the pull-down menu Number of Virtual Appliances, select the number of VAs to use; between 1
and 7.

Forcepoint recommends using at least two VAs to ensure high availability. If only one VA is selected at this
time, it is not possible to add additional VAs after deployment is complete. If two or more VAs are selected,
additional VAs can be added at any point. See Add virtual machines to a Forcepoint Email Security in
Azure deployment.

Load balancers are deployed by default when two or more VAs are used.
From the pull-down menu Subscription, select your subscription.

From Resource group, click Create new and enter a name for the new resource group.

A resource group is a container that holds related resources for an application. It will hold the Forcepoint
Email Security VA. You must create a new resource group; using existing resource groups is not currently
supported.

From the pull-down menu Location, select the location for the VA.



https://support.forcepoint.com/KBArticle?id=000015814
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11)  Click OK.
The settings are saved and the Virtual Machine Sizing tab displays.

Create Forcepoint Email Security... X = Virtual Machine Sizing

i09s
10068
W s

% Load balancing

®

8 vCPUs 8 vCPUs
28 68 28 B
= 2 = 2
€ Cane D disks
161500 3 24000
Max 1075 Maxi0%s
P W e

Loca 550 LoD
&  Load balancing & Load balancing .

12)  From Virtual machine size, select the size of the VA you will need based on anticipated email volume,
then click Select.
To locate a different size, click View all.

13) From Storage Account for Appliance, to use an existing storage account, click Use existing and select
the storage account and disk type for the VA.
To create a new storage account,

a) Click Create new. The Create storage account tab displays.

b) On the Create storage account tab, configure the Name, Performance, and Replication settings and
click OK. The new storage account is added.

14)  From the Virtual Machine Sizing tab, click OK.
The settings are saved and the Network Configuration tab displays.
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15)

16)

17)

Create Forcepoint Email Security.. X = Settings Choose virtual network

From Virtual Network, select your existing virtual network with site-to-site connectivity to the on-premises
Forcepoint Security Manager and SQL Server. Use of a new virtual network is not supported.

From Subnets, select your existing subnet with site-to-site connectivity to the on-premises resources.
Use of a new subnet is not supported. The minimum supported size is /16 for the virtual network and /24
for the subnet. See Requirements.

From the Network Configuration tab, click OK.
The settings are saved and the Summary tab displays.
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Create Forcepoint Email Security... X Summary

@ valication passed

1 Basic: v
Den
Basics
2 Virtual Mach v
Do
3 Net figurat v
Do Virtual Machine Sizing
Virtual machine size
Storage account for Appliance
4 summary > Settings
Forcepoint Email Security V85 ... toe! Netnark
Subnet
Subnet address prefix

[ o [ ——

18)  From the Summary tab, review a summary of the Forcepoint Email Security solution you are building, then
click OK.
To change any configured settings, click one of the completed tabs. You will return to the Summary tab
again after completing configuration.

Final validation is performed and the Buy tab displays.
19)  On the Buy tab, review the Forcepoint Terms of Use, EULA, and Privacy Policy.

20)  To create the Forcepoint Email Security solution in the Azure cloud infrastructure, click Create.
Forcepoint Email Security is a bring-your-own license VA, so there is no additional Azure Marketplace
charge.

The system reports that it is creating the Forcepoint Email Security solution in the configured network. This
process may take a few minutes.

Post-Deployment Steps: All Versions

Post-deployment steps for all versions include,

1) Configuration in Microsoft Azure.
2) Configuring the system time zone.

3) Installing Forcepoint Security Manager management components for the virtual appliance.
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4) Configuring the appliance in the Forcepoint Security Manager.

5) Configuring mail flow in Office 365.

6) Creating Email Log Database partitions when SQL Server is installed separately in Azure.
7) Configuring encrypted connection to SQL Server.

8) Installing Email Security hotfixes.

Related concepts
Installing Email Security hotfixes on page 38

Related tasks

Configuration in Microsoft Azure on page 22

Configuring the system time zone on page 23

Installing Forcepoint Security Manager management components for the virtual appliance on page 23
Configuring the appliance in the Forcepoint Security Manager on page 24

Configuring mail flow in Office 365 on page 26

Creating Email Log Database partitions when SQL Server is installed separately in Azure on page 34
Configuring encrypted connection to SQL Server on page 35

Configuration in Microsoft Azure

It is necessary to add a DNS name for all public IP addresses when using Microsoft Office 365.

1) Select the public IP address for your Forcepoint Email Security VA.
2) Click Configuration.
3) From DNS name label, enter the DNS name for Office 365.

4) Click Save. The settings are saved.

As a best practice, use a static public IP address for your Forcepoint Email Security in Azure deployment. If you
use a dynamic public IP address, the IP address will change if you reboot your machine.

It is necessary to use a static public IP address if your Forcepoint Email Security deployment includes the
Forcepoint Email Security Hybrid Module, to avoid having to re-register with the cloud every time your machine is
rebooted.

1) Select the public IP address for your Forcepoint Email Security VA.
2) Click Configuration.

3) From Assignment, click Static.
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4) Click Save. The settings are saved.

Configuring the system time zone

Forcepoint Email Security in Azure undergoes an initialization process following deployment. If your deployment
includes Forcepoint Security Manager on-premises, wait at least 15 minutes before configuring the VA.

1) Configure the timezone on your virtual appliance using the CLI.

a) Enter config mode:
config
b) Enter your password.

This is the same password used in step 7 of Deploying both Forcepoint Email Security and Forcepoint
Security Manager together in the Azure cloud.

2) View all available time zones:
show system timezone-list

The time zones display.

3) Set the correct time zone by using either the time zone name or index number:

set system timezone --zone “Central Time”
set system timezone --index 9

The system time zone is set.

Installing Forcepoint Security Manager
management components for the virtual
appliance

These steps are only necessary if Forcepoint Security Manager is deployed on-premises.

1) If you have not installed Forcepoint DLP on the management server, follow the installation instructions here.

2) The Forcepoint Email Security installer launches automatically. Use this installer to install the necessary
email components on the manager. On the remaining screens, enter only the internal IP addresses of the
Azure appliances. Version 8.5: if you are already running Forcepoint Email Security on-premises, it is not
possible to add email appliances in Azure to the same Forcepoint Security Manager. Versions 8.5.3, 8.5.4,
and 8.5.5: your deployment may include an on-premises Forcepoint Security Manager with email appliances
in Azure.

3) On the Welcome screen, click Next.
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4)

5)

6)

7)

8)

Enter the local IP address and port of the SQL database to use for storing management data. Include the
user name and password for the database account.

Enter a location for the database files or accept the default value.

On the Email Appliance page, enter the IP address or host name of the VA you created when deploying the
appliance in Azure and then click Next.

Specify where to install the software.

Click Install.

Configuring the appliance in the Forcepoint
Security Manager

Forcepoint Email Security steps

Some initial configuration settings are important for Forcepoint Email Security operation. Perform the following
activities after you install the Forcepoint Email Security management components.

1)

2)

3)

4)

5)

6)

Log on to the Forcepoint Security Manager and select Email. The Email module displays.

At the prompt, enter your subscription key and click OK. The Configuration Wizard displays for first-time
setup.

If you skip this step, you can enter your subscription key later on the page Settings > General >
Subscription.

Use the Configuration Wizard to quickly configure certain settings before opening Forcepoint Email
Security. See Using the first-time Configuration Wizard.

Register the Forcepoint Email Security DLP Module.
During installation in Azure, only one of your email VAs is registered to DLP; following installation, it is
necessary to register the rest of your appliances.

Navigate to General > Data Loss Prevention and verify which appliance is already registered. Next,
register each additional appliance.

The DLP Module can be registered at any point, but it is recommended to do this before any other
configuration is completed. See Registering the DLP Module.

Configure an appliance cluster.
An appliance cluster is necessary when using load balancers, which are deployed by default for a
deployment of Forcepoint Email Security in Azure with two or more VAs.

Clustered appliances must all share the same platform; i.e., your Azure appliances cannot be clustered
together with on-premises virtual appliances or physical appliances. Appliance clusters are not available
for Forcepoint DLP Email Gateway.

a) Navigate to Settings > General > Cluster Mode.

b) Select the appliance mode Cluster (Primary).
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A Cluster Properties box opens with the primary appliance IP address displayed in the field Cluster
communication IP address. Secondary appliances use this IP address for cluster communication.

c) Click Add.
The page Add Secondary Appliance displays, where you can designate the secondary appliances in
this cluster.

(Optional) Add a new appliance that is not already in this list; click Add New Appliance. The Add
Appliance page displays.

d) Click the arrow button to add the appliances to the Secondary Appliances list.
e) Click OK. The appliance is added to the Secondary Appliances list along with its status.

f)  On the page Cluster Mode, click OK. The appliance is added to the cluster. See Configuring an
appliance cluster.

7) Configure the system to send email through Office 365 to Forcepoint Email Security in Azure.
a) Navigate to Settings > Inbound/Outbound > Mail Routing.

b) Select the default route.
c) From Delivery Method, select SMTP server IP address.

d) Under SMTP Server List, click Add.

Server address: | WBSN.mall.protection.ou
1P adsress o hostname

The system will try t jer address based on the
preference. Smaller numbers indicate higher preference.
Preference: 10

o ) e ]

e) For Server Address, add the FQDN of your organization’s Microsoft Office 365 account. This is the
same as the MX record of the Office 365-hosted domain. To find it:
i) In the Office 365 Admin Center, select Settings > Domains.

i) Select the domain name you configured for your organization.

iiii) Under Exchange Online, you will see a row for MX. The MX record is listed in that row.

f)  For Port, enter 25.
g) Enter a Preference.

h) Click OK.
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i)  Under Delivery Options, select Use Transport Layer Security (TLS).
j) Click OK.

k) Repeat this step for each Forcepoint Email Security VM you have.

8) Specify an email address to which system notification messages should be sent. This is typically an
administrator address. See Setting system notification email addresses.

9) In the Email module, data loss prevention policies are enabled by default. To manage DLP policies,
navigate to Main > Policy Management > DLP Policies > Manage Policies.

10) In the Data module, you can view all of the VAs in the System Modules list. Select the Data tab and click
Deploy.
Click Help on any Forcepoint Security Manager page for help about the page. See Forcepoint DLP Email
Gateway Help for complete information about the DLP Module.

Forcepoint DLP steps

These steps are necessary if you have existing DLP policies, or if Forcepoint Security Manager is deployed on-
premises.

1) From the Forcepoint Security Manager, select Data.
2) Add the network email destination to any existing policies that should be used for this appliance.

3) Click Deploy. No other configuration steps are required.
A Forcepoint DLP Email Gateway module is shown on the System Modules page, as well as System Health
and System Logs.

Use the System Modules page to edit the display name or description for the appliance. If desired, you can
balance the load on the gateway by selecting System Modules > Load Balancing and then editing the
Forcepoint DLP Email Gateway module.

Refer to Forcepoint DLP Administrator Help for more information.

Configuring mail flow in Office 365

Following deployment, it is necessary to configure Office 365 to transfer email to Forcepoint Email Security in
Azure.

DNS records are used to ensure that mail flows correctly to Forcepoint Email Security. Before configuring
Office 365, log into your domain and configure the mail flow settings accordingly. If you are deploying in Azure
Government, only Office 365 Government is supported.

1) Log on to Microsoft Office 365.

2) From the left navigation pane, select Admin > Exchange.

3) From the left navigation pane, select Mail Flow.

4) Create a connector that routes mail from Office 365 to Forcepoint Email Security in Azure:
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a) From the top of the page, click Connectors, and then click the plus sign + to add a new connector.
b) In the field From, select Office 365; in the field To, select Your organization’s email server.
c) Click Next.

d) Enter a name and description for the connector. (This is a new hame being assigned to the Forcepoint
Email Security appliance.)

Edit Connector

This connector enforces routing and security restrictions for email messages sent from Office 365 to your partner organization
or service provider.

*Name:

FromQ365toFarcapaint |

Description:

Forwards 0365 mail to Forcepaint
| optionally include a
< description for this
connector.

What do you want to do after connector is saved?
Tumitaon

Next H Cancel

e) Click Next.

f)  From When do you want to use this connector, select Only when | have a transport rule set up
that redirects messages to this connector.

Edit Connector

When do you want to use this connector? Select this option only if
/ you created a rule that

redirects email messages to

(® Only when | have a transport rule set up that redirects messages to this connector
this connector.

(O Only when email messages are sent to these domains

Learn more

Back H Next H Cancel

g) Click Next.

h) From How do you want to route email messages, select Route email through these smart hosts.
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i)  Click the plus sign + and enter the public IP address for the Forcepoint Email Security VA in Azure
appended with your domain name.

Edit Connector

How do you want to route email messages?

Specify one or more smart hosts to which Office 365 will deliver email messages. A smart host is an alternative server and can

be identified by using a fully qualified domain name (FQDN) or an 1P address. Learn more

(O Use the MX record associated with the partner's
domain

Select o send messages to
the MX record destination
for the targeted recipients.

(@ Route email through these smart hosts
+7-

i com

Back || nmex || concel

j)  Click Next.

k) From How should Office 365 connect to your email server, select Always use TLS to secure the

connection.

I) Select Any digital certificate, including self-signed certificates.

How should Office 365 connect to your email server? TLS is a security protocol
that helps to encrypt and

Always use Transpart Layer Security (TLS) to secure the connection (recommended) deliver email messages
securely sa no one except

Connect only if the recipient’s email server certificate matches this criteria
the sender and recipient

@ Any digital certificate, including self-signed certificates

can access or tamper with

(O Issued by a trusted certificate authority (CA) the message. I you select
. i . this option, messages will
And the subject name or subject alternative name (SAN) matches this domain name: be rejected if the TLS

connection isn't successful.

m) Click Next.
A summary screen displays.

Confirm your settings
Before we validate this connector for you, make sure these are the settings you want to configure.

Mail flow scenario

From: Office 363

To: Your organization's email server

Name
FromO365toForcepoint

Description

Forwards email to Forcepoint

Status

Turn it on after saving

When to use the connector

Use only when | have a transport rule set up that redirects messages to this connector.

Routing method

Route email messages through these smart hosts:

[ S,

Cancel
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5)

n) Confirm that your settings are correct, then click Next.

o) From Validate this connector, click the plus sign + and then enter a test email address.

Edit Connector
Validate this connector

We'll validate this connector for you to make sure it works as expected, but first you'll need to provide one or more email
addresses 50 we can send a test message.

Specify an email address for your partner domain. You can add muttiple addresses if your pariner has more than ane domain.

+s-

Specify the email address
./ or addresses you want to
use to validate this
connector.

Back Validate Cancel

p) Click Validate.

The system validates the new connector and sends a test email. A success message displays when
validation is complete.

The validation may return a Failed result. If this happens, a warning message displays with a prompt to
save the connection. Despite the failed validation, the connection can be saved and used.

Edit Connector
Validation Result

‘We couldn't validate this connector. Click ‘Details' to learn more about what the issues were and how you can fix them.

. Done!
K4

You've completed the operation.

Close

Back Save Cancel

q) Click Close. The validation window closes.

r)  Save the connector; click Save. The connector is saved.

Create a second connector that routes mail from Forcepoint Email Security in Azure to Office 365.

a) From the top of the page, click Connectors, and then click the plus sign + to add a new connector.
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b)

This time, in the field From, select Your organization’s email server and in the field To, select Office
365.

c) Click Next.

d) Enter a name and description for the connector.

e)

f)

Edit Connector

This connector lets Office 365 accept email messages from your organization's email server (also called an on-premises server).

*Name:

FromForcepointTolntemnet |

Description:

From Forcepoint to internet

| optionally include a
{ description for this
connector.

What do you want to do after connector is saved?
Tumn it on

Retain internal Exchange email headers (recommended)

Click Next.

From How should Office 365 identify email from your email server, select one of two options.

Edit Connector

How should Office 365 identify email from your email server?

© By verfying that the subject name on the cerlificate that the sending server uses to authenticate with Office 365 matches These IP sddresses must
this domain name (recommended) belong t6 your organization
| exclusively. You can't
include IP addresses that
® By verifying that the IP address of the sending server matches one of these IP addresses that belong to your organization ¢ 21 ©wned by third-party
services. For example, you
+ 7 - can'tinclude an IP address
that belongs to Office 365
e

wverizon.com, and so on

@ Office 365 will only accept messages through this connector if the sender domain is configured as an accepted domain
for your Office 365 organization. Learn mare

‘ Back ‘ | Next ‘ ‘ Cancel

i) For best practice, select By verifying that the IP address of the sending server..., and enter all
public IP addresses for the Forcepoint Email Security VA in Azure. It is recommended to use a

static public IP address. If you use a dynamic public IP address, the public IP address will change
if you reboot your machine.

i) Alternatively, select By verifying that the subject name on the certificate... and enter the CN
of a signed certificate purchased through a vendor like Godaddy or Digicert. For more information
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on setting up certificate validation, refer to Configuring Exchange Online to use certificate
validation in the Forcepoint Knowledge Base.

g) Click Next. A summary screen displays.

Edit Connector

Confirm your settings

Before saving, make sure these are the settings you want to configure.
Mail flow scenario

From: Your organization’s email server

To: Office 365

Name

FromForcepointTolntemet

Description

From Forcepoint to internet

Status

Tum it on after saving

How to identify email sent from your email server
Identify incoming messages from your email server by verifying that the sending server's IP address is within these IP address
ranges: 52.171.200,128, and the sender’s email address is an accepted domain for your organization.

Back Save Cancel

h) Confirm that your settings are correct, then click Save. The connector is saved.

6) Create rules that forward traffic to Forcepoint Email Security in Azure.

a) From the top of the page, select Rules, then click the plus sign + to create a new rule.
b) Assign a name to the rule.

c) Click More options.
To audit outbound-only email messages:

d) Select the condition Apply this rule if the recipient is outside the organization, as shown in the
following images.

T v v vy v w v owow
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Marie:

“Apphy this rule i
The recipient is located... - “Selert one..

add eondiion

*Dis the Sallowing.

Select one w
add sction select recipient location
Except it !U ide the itsan =

add exception

Properties of this nie 1
[ Cancel
Ausdit this rule with sevenity level:
Mot specified =
Choase a mode far this rule:
%) Endorce
Test with Policy Tips
Test without Policy Tips

e) Select the action Redirect to... the following connector.

Name:

|Sent to scope Cutside the ization |

*Apply this rue if..

The recipient is located.., - Qutside the organization
add condition

*Do the following...

Select one -

Select one

Forward the message for approval...

Redirect the message to... these recipients

Block the message... hosted quarantine

Add recipierts... the following connector

Apply a discaimer to the message..
Modify the message properties...

Maodify the message security.

Prepend the subject of the message with...

* v YT v w w v

Generate incident report and send it to..

MNotify the recipient with a message..

® Enforce
O Test with Palicy Tips
O Test without Palicy Tips

f) Add the exception Except if the sender IP address is in any of these ranges or exactly matches.

MName:

| Sent to scope Qutside the organization |

*Apply this rule if..

The recipient is located... - Qutside the organization
add condition

*Do the following...

Use the following connector.. > | Route oubound email to Forcepoint Email Security

Except if..

€ Select one -]

Select one |

The sender... is this person

The recipient...
The subject or body...

is external/internal

is a member of this group
Any attachment.., address includes any of these words
Any recipient... address matches any of these text pattems
The message... is on a recipient’s supervision list
The sender and the recipient... has specific properties including any of these words

The message properties... has specific properties matching these text pattemns

A message header.. has overridden the Policy Tip

»
»
»
»
»
L
»
»
»
© Test without Policy Tips q IP address is in any of these ranges or exactly matches

= - . domain is
[0 Activate this rule on the following date:
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g)

h)

It is recommended to select the option Stop processing more rules. If this option is not selected and
there are additional rules, email messages are evaluated against the additional rules, then redirected to
the connector. If the option is selected and there are additional rules, email messages are not evaluated
against the additional rules, but simply returned to the connector.

Usually, Forcepoint Email Security appliances relay email messages back through Office 365, so
Exchange Online repeatedly processes the same email message and applies rules, but in this case,
email messages are not sent through the email appliance.

To audit both internal and outbound email messages, the process is the same, except for the
condition:

Select the condition Apply this rule [Apply to all messages].

MName:

*Apply this rule if..

Select one -
Select ane

The sender. b
The recipient... k
The subject or body.. b
Any attachment... b
Any recipient... b
The message... b
The sender and the recipient... b
The message properties... L4
A message header., b

[Apply to all messages]
FTOPETIRES OF LI TUE

Audit this rule with severity level:

Mot specified

If you select [Apply to all messages], go to Forcepoint Security Manager and configure your email
appliance to accept relays on internal email messages, by adding the IP ranges from Exchange Online
to the Trusted IP group. If this step is not done, internal email messages will not be accepted by the
appliance. See Adding an IP address group in Forcepoint Email Security Administrator Help for more
information.

EMAIL

[INone. The lack of definitive SPF information prevents an SPF check (2.g., an SPF record does not exist).

Message

Management .
Bypass SPF Option
= [Bypass SPF validation for senders in the following domain group
=
Domain group:
Policy
Management

Settings Outbound Relay Options

& Select one of the following relay settings for outbound mail from senders in protected domains who do not require SMTP authentication.
General ® allow relays only for senders from trusted IP addresses and selected IP groups.
o [ office 365 1P Group

L3 [1G Suite IP Group

Administrators .
© aliow all outbound relays.

o
L0}
e Internal Relay Options
s Select one of the following relay settings for mail among protected domain addresses that do not require SMTP authentication.
o) ® allow relays only for senders from trusted IP addresses.
Qutbodnd O allow all internal relays.
Varning: This option may open a security breach in your sy3
-
Hybrid Service

o [ o

Save the rule; click Save. The rule is saved.
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7)

Make sure none of the public static IPs used by Forcepoint Email Security in Azure is listed in SpamHaus
and thus blocked by Office 365, likely in the Policy Block List (PBL).

a) Go to http://www.spamhaus.org/lookup.lasso and enter each IP.

b) If any is listed, follow the instructions to remove it.
For more information, read https://www.spamhaus.org/faq/

Creating Email Log Database partitions when
SQL Server is installed separately in Azure

If your deployment includes Forcepoint Security Manager in Azure and a remote SQL Server on a separate VM
in Azure, you may experience an error in which Log Database fails to create a partition for the default file path c:
\db\ . Follow the workaround below for this issue.

1)

2)

3)
4)

5)

6)

In SQL Server Management Studio on the SQL Server machine, right-click esglogdb76, then click
Properties and Files.

On the Files page, under Path, locate the MDF folders for Data and Log.

Database Properties - esglogdb76 - m} X
P glog

SRl TE 1T Scipt ~ Q Help

& General

& Files

# Filegroups Database name: esglogdh76
& Options

# Change Tracking

& Pemissions

& Exended Properties

& Miroring

& Transaction Log Shipping
# Query Store

Owner:

Database files
File Name

esglogdb 76 mdf
esglogdb76_log |

esglogdb 76
esglogdb76_Log Idf

‘Connection

Server:
17win2016pg

Connection:
17win 201 6pghazureuser

¢ Vew connection properties

Progress
Ready <
Add Remove

Concel

Log into the Forcepoint Security Manager.
Navigate to the page Settings > Reporting > Log Database.

Under Database Partition Creation, under Data and Log, change the file paths to the MDF values from
step 2.

Click OK. The settings are saved.
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Configuring encrypted connection to SQL
Server

If your deployment includes Forcepoint Security Manager in Azure and a remote SQL Server, use the following
steps after installation to configure an encrypted connection between SQL Server and Forcepoint Email Security
components. These steps are only necessary if you did not choose to encrypt connection during Step 28 of
your initial deployment (Step 28 of Deploying both Forcepoint Email Security and Forcepoint Security Manager
together in the Azure cloud).

1)

2)

3)

4)

5)

6)

7)

8)

Follow the steps outlined in Deploying both Forcepoint Email Security and Forcepoint Security Manager
together in the Azure cloud, and configure the settings for your remote SQL Server.

After deployment is complete, log on to the Forcepoint Security Manager and select Email. The Email

module displays.

Navigate to Settings > Reporting > Log Database.

In the section Log Database Location, enter the IP address of the remote SQL Server.

Mark the check box Encrypt connection.

(Optional) Click Check Status to verify the availability of the server.

Ensure that the additional settings are correct and click OK.

[f _g Log Database settings are correct.

Log Database Location

Log database:

Port:

Username:
Password:

[172.30.13.11 |

IP address\instance or hostname\instan

[1423 |
Encrypt connection

® SQL Server authentication
O windows authentication

[azureuser |

Enter the password of the log dat.

Check Status

Dase i

Open SQL Server Configuration Manager and navigate to SQL Server Network Configuration >
Protocols for MSSQLSERVER > Properties.

35



Forcepoint Email Security in Microsoft Azure v8.5.x | Installation Guide

9) On the tab Flags, change Force Encryption to Yes.

10) Save settings.

File Action View Help

B | E 4=
- i Protocols for MSSQLSERVER Propert
g 501 Server Configuration Manager (Local)

B SQL Server Services Flags | Certificate I Advanced

_E_ 50L Server Network Configuration (32bit|

=]
b 24 S0l Mative Client 11.0 Configuration (321 Gohcol B
= . ) Force Encryption Yes
A _E_ 50L Server Network Configuration Hide Instance Wo

&~ Protocols for MSSQLSERVER
[ .. 50L Mative Client 11.0 Configuration

11)  Navigate to Local Security Policy > Local Policies > Security Options > System cryptography: Use
FIPS compliant algorithms for encryption,hashing, and signing.

12)  Change Properties to Enabled.

& < H 01311 Sql Server Configuration Manager

3 B
8 saLse anso i Local Security Policy =E |

Policy
Network securiys LDAP client signing requirements

=======

Network secury: Restrct NTLM: Add server
Audit

13)  Save settings and close.

14) Restart the SQL Server.

15)  On the Forcepoint Security Manager virtual machine, log out of Forcepoint Security Manager.

16) Open a command prompt and run i pconfi g. Make note of the current settings.

17)  Navigate to the Windows network settings and set the IP address, netmask, and default gateway.
18)  Start the Forcepoint Security Installer.

19)  On the Modify Installation dashboard, click Modify for Forcepoint Infrastructure.

20)  On the Welcome screen, click Modify.

21)  Proceed to the SQL Server screen and enter the current hostname or IP address, port, user name, and
password, then mark the check box Encrypt connection.

36



Forcepoint Email Security in Microsoft Azure v8.5.x | Installation Guide

22)

23)

24)

25)

26)

v ﬁ Forcepoint Management Infrastructure Setup - X v
n SQL Server
g ¥ welcome Specify the location and access credentials for the Miciosaft SOL Server instance pou
B« Instalation Dimct want bo use For Farcepaint reparting data.
- G EI=E (LIS If wou are using an existing SOL Server instance, make sure it is running before vou click.
J{ =0 S0LServer Mest.
SEW_EI Bl () Use ewisting SOL Server an this macking
Admin Account . .
o (®) LUse the SHL Server datahase installed on annther machine
Restore D ata From B ackup
g Pre-Installation Summary Hustname or o Part: 1433
. IP address: .
E Installation UEF SR ar cAasiname vl
Summary frqninal frianes aamak)
Authentication: SQL Server Authentication ~
User name azureuser
Fassward: [ eeccscssssee
Encrypt connection
Cancel Help Back

Proceed through the other screens and click Finish.
On the Modify Installation dashboard, click Modify for Forcepoint DLP.
Changes may not be needed on these screens; verify that the installation is complete as you proceed,

then click Finish.
#

Installation Complete

Walcome Click the Finish button bo et this nstallation
Installstion Direclony

Select Components

Conliguiaton

Installation Confimalion

Inztallabion

Surrrmany

Wait a few minutes for services to refresh, then open Windows Services and verify that all Forcepoint
services are running.

Log into Forcepoint Security Manager and navigate to Settings > Reporting > Log Database. Verify that
the settings are correct.

Forcepoint Security Manager may take a few minutes to load. Do not log out or stop services.
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Log Database

Main -~

About Log Database Settings
-+ The Log Database stores the records of email activity and the associated email traffic analysis actions. You can «
Status maintenance operations.

z’ Log Database Location
Message

Management Log database;

IP address\instance or hostname\instance.
Port: 433

Encrypt connection

@ SQL Server authentication

O windows authentication

Username: azureuser
Password:
Enter the pa

Check Status

‘

=
Policy
Management

Scttings

&

General

Installing Email Security hotfixes

Navigate to the page Forcepoint My Account Downloads and select your version, then install the latest Windows
and appliance hotfixes.

Alternatively, appliance hotfixes can be installed using the appliance command-line interface (CLI) or Forcepoint
Security Appliance Manager (FSAM). See Forcepoint Appliances CLI Guide and Forcepoint Security Appliance
Manager Help for more information.
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