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Solution Background and Overview

Ericom Shield offers robust protection against in-bound web borne malware. Ericom and Forcepoint
understand that sophisticated insider threats may attempt to use internet gateways, including isolation
gateways like Ericom Shield, as a path to exfiltrate sensitive data to unauthorized locations. Ericom Shield
supports Forcepoint DLP to ensure that sensitive data cannot be leaked externally by communicating with
an upstream Forcepoint proxy chain enabled with DLP. This technote explains how to configure Ericom
Shield to use Forcepoint DLP.

Solution Technical Details
Supported software name and versions

e Ericom Shield 20.x
e Forcepoint Data Loss Prevention (DLP)

Before beginning the configuration, ensure that Ericom Shield can browse successfully to the Internet and
that Forcepoint DLP is functioning correctly.

Data flow overview and architectural diagram
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The data flow of this design is as follows:

1) User requests a URL that is sent to Ericom Shield for isolation protection

2) Ericom Shield attempts to navigate to the requested URL via Forcepoint proxy with DLP enabled

3) Ericom Shield opens the content in disposable Linux containers and sends a safe visual stream
of pixels to the end user’s browser

4) If the user exfiltrates data from the browser container, Forcepoint DLP will intercept it and apply
configured action on the request
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Forcepoint DLP Configuration

Configure Forcepoint DLP as desired, no proprietary configuration is required for use with Ericom Shield.

Role: Super Administrator

~ Data Loss Prevention Policies
Siates Prevent data loss in your organization.
ul
Reporting = Quick Policies
- e Quickly provide basic data loss prevention coverage through network email, web channels, and mobile devices.
=5
Policy E§ £mail DLP Policy | @ Web DLP Policy | [ Mobile DLP Policy
Management
E}' _-E Custom Policies
Logs - Create and manage robust data loss prevention policies for email, web, endpoint, print and other channels.
Settings % Manage policies | Add predefined policy | Create custom policy

Forcepoint Web Security Policy configuration

Add a “Client” to Forcepoint Web Security with the Ericom Shield address:

@ Manage Custom LDAP Groups

Clients
Policy Override
=] t] Directory
3 com
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Assign this Client to Unrestricted so Ericom Shield can browse the Internet.

Policy Server: | AR Super Administrator v

Clients > Edit Client
Client : IS

Policy i
Name: | Unrestricted v
Description: This policy initially enforces the Permit All category and protocol filters, providing
Reporting unmoderated Internet access.

('7 Block Page Override Options G

Report Center Password Override
Allow users to enter 3 password to access blocked sites for 3 set time period. This grants access even to
security risk sites. Configure the override period on the Settings > General = Filtering page.

—
=

Policy
Management

This option does not apply to domain (QU) clients.
|_|Enable password override

A custom policy other than Unrestricted may also be used to set conditions on how Ericom Shield will
browse the Internet.

Ericom Shield Configuration

Configure Ericom Shield to use Forcepoint DLP system as the Upstream proxy.

n@g-:nu:n

Yes
@ Dashboard
B Policies External Upstream Proxy Configuration
& Applications Upstream Proxy Address &
forcepointproxy.company.com
Q: Settings

Upstream Proxy Port @

11}

Resources
8080

Alerts
Upstream Proxy Username €

4
|

Reports

"

Profiles Upstream Proxy Password &

Services

Use Client Certificate Authentication @

e

Translations

Yes

Upload Client Certificate Public Key @

| Choose File | No file chosen

Upload Client Certificate Private Key €@

| Choose File | No file chosen

Optional: Add the public and private keys that are used by Forcepoint. Add the proxy username and
password to authenticate into Forcepoint, if this is required.
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Testing DLP

Upload a file to a website being isolated by Ericom Shield that will trigger a Forcepoint DLP condition.
After the operation completes, go to the Forcepoint DLP Reporting section to view the event. In the
example below, the report for the “Incidents (last 3 days)” is used. A file was uploaded to dropbox.com
that triggered the DLP condition.

DATA

Incidents (last 3 days)

-vuL & Workflow~ | & Remediate~ | 48 Escalate~

Status ¥ @ Report: Incidents (last 3 days) Date Range: Last 3 Days
al Showing & incident(s) / 1 selected

Reporting [HT] [=] Incident Time w Source [=] Policies [z] channel [=] Destination [=] severity [=]

=, %] 133215 2020-03-20 12:33:46 ec2-3-8-60-168.8L... License @ HrTPS www.dropbox.com @ High

Palicy %] 133212 2020-03-20 12:33:46 ec2-3-8-60-188.8L... License @ HrTPS www.dropbox.com @ High

Management gl 133209 2020-03-20 12:33:45 ec2-3-8-60-168.2u... License @ urTPs dl-web.dropbox.com @ High

About Ericom

Ericom Software provides businesses with secure access to the web and corporate applications, in the
cloud and on-premises, from any device or location. Leveraging innovative isolation capabilities and
multiple secure access technologies, Ericom’s solutions ensure that devices and applications are
protected from cybersecurity threats, and users can connect to only the specific resources they are
authorized to access.
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