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Introduction

Forcepoint Web Security customers can purchase Forcepoint CASB, then establish an integration that allows
policy enforcement to forward requests made to the selected protected cloud apps (referred to as Assets by
Forcepoint CASB) directly to Forcepoint CASB.

The integration can be used for:

®  Proxy-based activity visibility

Anomaly detection with user behavior analysis (UBA) and risk assessment

Real-time mitigation
®  Security information and event management (SIEM) and Active Directory (AD) integration

Integration is supported for on-premises Web Security, Cloud Web Security, and Hybrid.

Licensing and provisioning

To integrate with Forcepoint CASB, Forcepoint Web Security customers must subscribe to an additional license
called Forcepoint Web Security Cloud App Control.

The method for obtaining the App Control license depends on whether you already have a CASB license.

After you receive the license, you will either apply the new subscription key (on-premises and hybrid customers)
or verify that the Forcepoint CASB license is listed in your account (cloud customers).
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Obtain the App Control license if you do not
have a CASB license

If you are a Forcepoint Web Security customer, and you do not have a Forcepoint CASB license, you must obtain
the Forcepoint Web Security Cloud App Control license.

E Note
| 4

Customers without the Forcepoint CASB suite will incur an additional charge for the Forcepoint Web
Security Cloud App Control license.

Steps

1) Contact your Forcepoint salesperson to obtain the Forcepoint Web Security Cloud App Control license.

Result

Forcepoint CASB Ops personnel will provision a new Forcepoint CASB instance with the Web Security Cloud
App capability enabled. At the end of this process, you will receive a fulfillment letter with the Forcepoint Web
Security Cloud App Control license, Forcepoint CASB API information, and other information.

Next steps

After you receive the license, you will either apply the new subscription key (on-premises and hybrid customers)
or verify that the new license is listed in your account (cloud customers).

Obtain the App Control license if you have a
CASB license

If you are a Forcepoint Web Security customer, and you have a Forcepoint CASB license, you must additionally
obtain the Forcepoint Web Security Cloud App Control license.

Steps

1) Contact Forcepoint Support to obtain the Forcepoint Web Security Cloud App Control license.

Result

You will receive a fulfillment letter with the Forcepoint Web Security Cloud App Control license. Forcepoint CASB
Ops personnel will enable the Web Security Cloud App capability on your relevant Forcepoint CASB instance.

Next steps

After you receive the license, you will either apply the new subscription key (on-premises and hybrid customers)
or verify that the new license is listed in your account (cloud customers).
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Apply the subscription key in the Forcepoint
Security Manager

If you are a Forcepoint On-Premises or Hybrid Web Security customer, apply the new subscription key in the
Forcepoint Security Manager.

Steps

1) Log on to the Forcepoint Security Manager.
2) Go to General.

3) Paste the subscription key in the Subscription key field, then click Apply.

4 y
Subscription key:
SeporCenter i)

Product Level Forcepoint Web Security
2019-03-02
Users: 25

Key ex

Subscri
Subscribed Features
Settings Web Security Hybrid Module

Web Security DLP Module

Detection

rrrrr

Result

The Forcepoint Security Manager verifies the key syntax, then the Filtering Service attempts to download the
Master Database. When this is done, the new CASB Configuration option is available on the Web > Settings

page.

Verify that the Forcepoint CASB license is
listed in the Forcepoint Security Portal

If you are a Forcepoint Web Security Cloud customer, verify that the new Forcepoint CASB license is listed on the
Licenses page in the Forcepoint Security Portal.

Steps

1) Log on to the Forcepoint Security Portal.

2) Browse to Account > Licenses.
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3) Verify that the Forcepoint CASB license is listed.

Account> Lcenses
Licenses
Account Settings

Account status: Active
Enrollment key: GENDTIKX

Forcepoint Email Security Cloud

Extended Reporting Data Retention Extended Reporting Data Retention

Data storage location:  (Reading)
Current Licenses

Licenses Users. Started Expires Contract

Cloud Web Security Gateway 200 15Aug 2018 16 Aug 2022 M

Next steps

After the license is active, the new Forcepoint CASB configuration option is available on the Protected Cloud
Apps page (Web > Settings > Protected Cloud Apps).

Firewall and network access
prerequisites

Forcepoint CASB and Forcepoint Web Security integration is based on 2 network connections.

m HTTPS connection between the Forcepoint Security Manager and the Forcepoint CASB management portal
for distributing the configuration.

m HTTP tunnel between the Content Gateway and the Forcepoint CASB proxy for traffic forwarding.

If the Forcepoint Security Manager and/or the on-premises Content Gateway are behind your network firewall or
any other network access control system, you must configure the following rules.

HTTPS connection between Forcepoint Security HTTPS connection between Content Gateway and

Manager and Forcepoint CASB portal Forcepoint CASB proxy

Allow outbound connection on TCP port 443 (HTTPS) | Allow outbound connection on TCP port 8081 from the

from the FSM to the Internet. Content Gateway to the Internet.

If a more specific rule is required, allow the connection | If a more specific rule is required, contact Forcepoint

to one of the following: Support to receive the relevant Forcepoint CASB proxy
information.

®  For the US Forcepoint CASB portal:
my.skyfence.com

®m For the EU Forcepoint CASB portal:
my-eu1.skyfence.com
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Connecting to the Forcepoint CASB
portal

To connect to the Forcepoint CASB portal, you must have an Access key ID and API key secret.

If the CASB API information is not available in the fulfillment letter, you can generate a new API access key in the
Forcepoint CASB management portal.

®  For Forcepoint On-Premises or Hybrid Web Security customers, you must connect to the Forcepoint CASB
portal in the Forcepoint Security Manager.

®  For Forcepoint Web Security Cloud customers, you must connect to the Forcepoint CASB portal in the
Forcepoint Security Portal.

Related tasks
Connect to the Forcepoint CASB portal in the Forcepoint Security Manager on page 7
Connect to the Forcepoint CASB portal in the Forcepoint Security Portal on page 9

Generate an APl access key

If you do not have an API access key, you can generate one in the Forcepoint CASB management portal.

Steps

1) Log on to the Forcepoint CASB management portal.
2) Go to Settings > API.
3) Enable API Access at the top of the page.

4) Click Add API Access Key and write down the Access Key ID and Access key secret.

Add API access key

5) Click Next and complete the following steps to configure the key:

a) Type a new Key name.

b) Make sure the Enable key option is checked.
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c) Select the Read permission for Web Security.

Add AP| access key

6) Click Done.

Next steps

Use the API access key when you connect to the Forcepoint CASB portal.

Connect to the Forcepoint CASB portal in the
Forcepoint Security Manager

For Forcepoint On-Premises or Hybrid Web Security customers, you must connect to the Forcepoint CASB portal
in the Forcepoint Security Manager.

Before you begin

If your fulfillment letter did not include an API access key, generate one in the Forcepoint CASB
management portal.

Important

The Forcepoint Security Manager requires Internet access to successfully connect to the Forcepoint
CASB portal (on port TCP 443). If the Forcepoint Security Manager is behind a proxy or firewall,
configure the Use proxy server or firewall option in the Forcepoint Security Manager (Settings >
General > Database Download). For more information, see the section about firewall and network
access prerequisites.

Steps

1) Log on to the Forcepoint Security Manager.

2) Go to Web > Settings > CASB Configuration > Protected Cloud Apps.
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3) Switch Enable connection with Forcepoint CASB to ON to enable the feature.

Policy Server: 10,2

Protected Cloud Apps

-"L m Enable connection with Forcepeint CASB
Status

lll NOTE: At least one filtered location must be defined on the General > Filtered Locations
Reporting page for cloud app requests to be forwarded to Forcepoint CASB

4) Click Connect to Forcepoint CASB.

5) Complete the fields using the CASB API information received in the fulfillment letter you received from
Forcepoint.

®m  Access key ID
m  API key secret
m Service URL:
m  For the US Forcepoint CASB portal: https://my.skyfence.com
®m For the EU Forcepoint CASB portal: https://my-eu1.skyfence.com

Connect to Fercepoint CASB

Enter your Forcepoint CASB credentials provided in the
fulfillment letter to connect to Forcepoint CASB.

Access key ID:

APl key secret:

Service URL:

Connect Cancel

6) Click Connect to generate a secure connection to Forcepoint CASB.

Result

A message shows that the connection is successful. Also, a list of all available cloud apps is provided.

Policy Server: 10.2

Protected Cloud Apps

-"L m Enable connection with Forcepoint CASB
Status

|_|I NOTE: At least one filtered location must be defined on the General > Filtered Locations

Reporting page for cloud app requests to be forwarded to Forcepoint CASB.

I & Connected to Forcepeint CASB (@ I

G

Related concepts
Firewall and network access prerequisites on page 5
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Connect to the Forcepoint CASB portal in the
Forcepoint Security Portal

For Forcepoint Web Security Cloud customers, you must connect to the Forcepoint CASB portal in the Forcepoint
Security Portal.

Before you begin

If your fulfillment letter did not include an API access key, generate one in the Forcepoint CASB
management portal.

Steps

1) Log on to the Forcepoint Security Portal.
2) Go to Web > Settings > Protected Cloud Apps.

3) Switch Enable connection with Forcepoint CASB to ON to enable the feature.

] = ® ;&

DASHBOARD REPORTING WEB ACCOUNT

Web » Protected Cloud Apps

Protected Cloud Apps

Enable connection with Forcepoint CASB: m i

4) Click Connect to Forcepoint CASB.

5) Complete the fields using the CASB API information received in the fulfillment letter you received from
Forcepoint.

®m  Access key ID
m APl key secret
m Service URL:
®m For the US Forcepoint CASB portal: https://my.skyfence.com
®m For the EU Forcepoint CASB portal: https://my-eu1.skyfence.com

Connect to Forcepoint CASB

Enter your Forcepoint CASB credentials provided in the
fulfillment letter to connect to Forcepaint CASB.

Access key |D:

APl key secret:

Service URL:

Ceonnect Cancel
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6) Click Connect to generate a secure connection to Forcepoint CASB.

Result

A message shows that the connection is successful. Also, a list of all available cloud apps is provided.

s = ® L

DASHBOARD REPORTING WEB ACCOUNT

Web ) Protected Cloud Apps
Protected Cloud Apps

Enable connection with Forcepoint CASB m i

I 6 Connected to Forcepoint CASBI

Configure Content Gateway filtered
locations

The Forcepoint CASB service requires a list of the egress points from which traffic should be expected.

Important

This information is only relevant for Forcepoint On-Premises or Hybrid Web Security customers.

E Note
| 4

Hybrid Web Security customers do not need to configure the egress points here if their Hybrid
environment's public egress IP address of the Content Gateways are already configured.

Steps
1) Log on to the Forcepoint Security Manager.

2) Go to Settings > General > Filtered Locations.

Q T

You can also use the link at the top of the Protected Cloud Apps page (Web > Settings >
CASB Configuration > Protected Cloud Apps).
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3)

Add a list of all locations where Internet traffic is managed by an instance of Content Gateway.

Filtered Locations > Edit Filtered Location
About Add Filtered Location Settings
CD Enter a name, description, time zone, and type for each lecation, and specify how those locations are managed.

MName: |For(epoint Lab location

Description:

Time zone: | (UTC+00:00) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London|v|

Type: 1P addressﬂ
I[P address: |189.16.219.149 ]

which service manages Internet requests for this location?

) The hybrid service
@ Content Gateway proxy
How are requests forwarded?
() Transparently
Requests are directed transparently to a supported integration, like Content Gateway in transparent

® Explicitly

mode.

Explicit Proxy Configuration

[l Name 1Pv4 Address or Hostname HTTP Port SSL Port FTP Port Precedence
[0 | Forcepoint LATAM WCG fpwebva.forcepointlab.com. br 8080 8080 8080 1

Result

After the egress IP addresses are added to the Filtered Locations list, Forcepoint CASB adds the IP addresses to
a list of allowed IP addresses. When a request for a selected cloud app is proxied through an instance of Content
Gateway and the request is forwarded toForcepoint CASB, the user will not be able to connect to that cloud app if
the egress IP of that Content Gateway is not in the allowed IP list.

Import the Forcepoint CASB certificate

Forcepoint provides a certificate authority (CA) certificate to every Forcepoint Web Security customer. This
certificate must be uploaded to each Content Gateway server machine and must be installed on each client.

Important

This information is only relevant for Forcepoint On-Premises or Hybrid Web Security customers.

The certificate (casb_ssl_ca.crt) is automatically downloaded to the Manager folder (usually C:\Program Files
(x86)\Websense\Web Security\Manager).

E

Note

The Forcepoint CASB proxy runs on port 8081. Content Gateway requires outbound communication
access on port 8081 in order to reach the Forcepoint CASB proxy and forward the relevant traffic.
For more information, see "Firewall and network access prerequisites”.
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Steps

1)

Upload the certificate to each Content Gateway server machine and install on each client.

Certificate Authorities  Add Root CA  Backup Certificates  Restore Certificates

Add Trusted Certificate Authority

Add Root CA

Locaton: Clsers'Soorahd’sDy  Biowss.. Add Ceatificate: Authodity
10y bl encoded KGOV GRTECate) e alowed |

Certificate Authorities
i) subsystems p——
© ; QuoVadis Root CA 163
© iQuoVadis Root CA 2
O :QuoVadis Root CA 2 G3
O QuoVadis Root CA 3
© iQuoVadis Root CA 3 G3
© ; QuoVadis Root Certification Authority
3 iRSA Security 2048 V3
; Secure Certificate Services
i Secure Global CA
iSecureSign RoctCALL
) s SecureTrust CA
© ; Trustwave Organization Validation SHAZ56 CA, Lavel L
3 i Security Communication EV RootCAL
| Secunty CoOMMuUNICation RootCAl
Security Communication RootCA2

4 Metworking

| M A A P P P Ay Pl PR FAg

olooooooc

LL

Sonera Class2 CA
it ElactCi

Web Security Content Gateway Useer: admin | Lo 08
Monitor  Configure P it
B vvrrom . I 3 Aisei [t poncing) I
Y Protocols -
=43 CostentRouting - Certificate Authorities  Add Root CA  Backup Certificates  Restore Certificates
i Sewrity

Related concepts
Firewall and network access prerequisites on page 5

Configuring the protected cloud apps

list

The method for selecting which apps you want to be monitored by Forcepoint CASB depends on whether you are
a Forcepoint On-Premises or Hybrid Web Security customer using the Forcepoint Security Manager, or whether
you are a Forcepoint Web Security Cloud customer using the Forcepoint Security Portal.

Related tasks

Configure the protected cloud apps list in the Forcepoint Security Manager on page 13
Configure the protected cloud apps list in the Forcepoint Security Portal on page 14
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Configure the protected cloud apps list in the
Forcepoint Security Manager

For Forcepoint On-Premises or Hybrid Web Security customers, you must select which apps you want to be
monitored by Forcepoint CASB in the Forcepoint Security Manager.

Steps

1)
2)

3)

4)

Log on to the Forcepoint Security Manager.
Go to Web > Settings > CASB Configuration > Protected Cloud Apps.

Select the apps that should be monitored by Forcepoint CASB.
You are limited by the number of apps for which your Forcepoint CASB license is valid.

2apps selected

Requests to the selected applications are forwarded to and monitored by Forcepoint CASB. Forwarding
occurs (as of v8.5.5) only if the policy being applied has been configured to Forward traffic to Forcepoint
CASB. The action code Protected cloud app request forwarded is applied to requests to the managed
applications when the requests are forwarded to Forcepoint CASB.

Important

Selections are sent to Forcepoint CASB. The number of selections is provided at the top of the
selection list. If the maximum number of cloud apps has been selected (based on your license),
no additional selection can be made. Deselect a cloud app to select a new one.

(Added with v8.5.5) The list of selected apps can be used by all policies or applied to a specified subset of
policies. Use the selections to Forward traffic to Forcepoint CASB:

a) For All policies (the default) to forward all user requests to any of the selected apps to Forcepoint
CASB for enforcement.

b) Per policy to select the policies that should use the list of selected apps when the policy is enforced.
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5) When Per policy is selected, the Forward to Forcepoint CASB column provides the complete list of
existing policies. Use the arrows to move selected policies for which protected cloud apps should not be
applied to the Do Not Forward to Forcepoint CASB column.

Use the arrows to move policies from one list to the other.

Important

Filtering Service handles all user requests to a cloud app if the policy being applied is not
configured to Forward to Forcepoint CASB.

6) Click Save.

Result

Any request to the selected cloud apps is forwarded by Forcepoint Web Security service to, and monitored by,
Forcepoint CASB.

E Note
| 4

Forwarding the selected app requests from the endpoint machines to the Forcepoint Web Security
service is handled like any other traffic. This is based on your Forcepoint Web Security service
implementation.

Configure the protected cloud apps list in the
Forcepoint Security Portal

For Forcepoint Web Security Cloud customers, you must select which apps you want to be monitored by
Forcepoint CASB in the Forcepoint Security Portal.

Steps

1) Log on to the Forcepoint Security Portal.

2) Go to Web > Settings > Protected Cloud Apps.
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3) Select the apps that should be monitored by Forcepoint CASB.
You are limited by the number of apps for which your Forcepoint CASB license is valid.

Requests to the selected applications are forwarded to and monitored by Forcepoint CASB. Forwarding
occurs (as of v8.5.5) only if the policy being applied has been configured to Forward traffic to Forcepoint
CASB. The action code Protected cloud app request forwarded is applied to requests to the managed
applications when the requests are forwarded to Forcepoint CASB.

Important

Selections are sent to Forcepoint CASB. The number of selections is provided at the top of the
selection list. If the maximum number of cloud apps has been selected (based on your license),
no additional selection can be made. Deselect a cloud app to select a new one.

4) (Added with v8.5.5) The list of selected apps can be used by all policies or applied to a specified subset of
policies. Use the selections to Forward traffic to Forcepoint CASB:

a) For All policies (the default) to forward all user requests to any of the selected apps to Forcepoint
CASB for enforcement.

b) Per policy to select the policies that should use the list of selected apps when the policy is enforced.

5) When Per policy is selected, the Forward to Forcepoint CASB column provides the complete list of
existing policies. Use the arrows to move selected policies for which protected cloud apps should not be
applied to the Do Not Forward to Forcepoint CASB column.

Use the arrows to move policies from one list to the other.

Important

Filtering Service handles all user requests to a cloud app if the policy being applied is not
configured to Forward to Forcepoint CASB.

6) Click Save.

Result

Any request to the selected cloud apps is forwarded by Forcepoint Web Security service to, and monitored by,
Forcepoint CASB.
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E Note
| 4

Forwarding the selected app requests from the endpoint machines to the Forcepoint Web Security
service is handled like any other traffic. This is based on your Forcepoint Web Security service
implementation.

Setting up and monitoring Forcepoint
CASB policies on protected cloud apps

Forcepoint CASB has a few preset dashboards for setting and customizing Forcepoint CASB predefined policies
on the protected cloud apps, in addition to an Incidents reporting dashboard.

There are different dashboards available in the Forcepoint Security Manager and in the Forcepoint CASB
management portal.

Dashboards in the Forcepoint Security
Manager

In the Forcepoint Security Manager, you can use dashboards to view incidents, access policies, and assets.

View incidents

Forcepoint CASB incidents let you see and understand the overall problems affecting your network, instead of
searching through and investigating the multiple individual symptoms of the problem.

You can view the Incidents log and filter the results according to various parameters. Forcepoint CASB provides
many different ways to view incidents, including by user and by asset.

Steps

1) Log on to the Forcepoint Security Manager.

2) Below the apps list, click View Incidents.

Y [ Last Updated DA sito - Active_ | €Soverty - Crical, Hgn, Medum, Low Q rcies ]

74ss53

LS
= = = =

777777

The Audit & Protect > Incidents table (available for all assets or a selected asset) opens.
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View access policies

You can configure access policies to managed assets without needing to rely on the apps’ native permission
systems, which in some cases can be limited or insecure.

Forcepoint CASB includes several preconfigured simple access policies that can be enabled and in some cases
further configured.

Steps

1) Log on to the Forcepoint Security Manager.

2) Below the apps list, click View Access Policies.

User Access Management

[] Client Locations

Allow access only from the following locations:

[ ] Service Locations

Allow access only to the following service locations:

[ ] Endpoint Management

Allow access only from enrolled endpoints

[ ] Internal Networks

Restrict access to internal networks

Network settings >

[] Strong Authentication

Ask users to verify their identity with a one-time code

The Audit & Protect > Security Policies > User Access Management table (per selected asset) opens.

View assets

The Assets page is a Settings dashboard where you can add more assets (also known as apps) to monitor with
Forcepoint CASB, edit an asset's configuration, or remove an asset.

Steps

1) Log on to the Forcepoint Security Manager.
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2) Below the apps list, click View Assets.

User Risk Dashboard > Assets

¢y Assets

Assets

Organizational
Directories

S m @ .
Box

@:. IP Ranges
Office365 Salesforce Amazon AWS

Endpoint
(HB’ Management

Agent | Endpoint

Monitoring m ﬁ n

The Settings > Assets view opens.

Dashboards in the Forcepoint CASB
management portal

In the Forcepoint CASB management portal, you can use dashboards to view audit logs or to create a custom
policy.

View audit logs

For protected apps, Forcepoint CASB can identify activity details such as data object, source locations, and
actions (e.g., password change or data modification).

All the activities and their details can be seen in this dashboard. Filtered activity lists can be exported for further
analysis and compliance.

Steps

1) Log on to the CASB management portal.

2) Go to Audit & Protect > Activity Audit > Realtime Monitoring > Audit Log.
This option is available for all assets or a selected asset.
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Create a custom policy

Forcepoint CASB gives you the ability to create custom policies to be triggered by granularly defined custom
conditions.

Conditions are configured as Boolean logical phrases (AND / OR / NOT) of configured values of generic and
asset-specific parameters (predicates). A variety of predicates are available.

Steps

1) Log on to the CASB management portal.

2) Go to Audit & Protect > Security Policies > Custom Policy Editor.
This option is available for a selected asset only.

Custom Policy Editor

Name: Verify Credit Card Uploads for Finance De...

oEnab\edv Xy : Veri
A severtv: Hgnv v API: Audit

Choose Predicates Condition
Greate your policy by choosing predicates and operators
¥ Who
v What
Action Data Type Business Unit

V How

vV Where upload Credit Card Numbers, Credi Finance

tCard magnetic stri

v When

Choose Operators

Summary: Any occurrence of: Action is [ upload ] AND Data Type contains [ Credit Card Num

AND |(OR [ NOT

Enroll the Forcepoint CASB device

Some Forcepoint CASB features require Forcepoint CASB to know which devices are managed by the
organization. Enrolling source devices with Forcepoint CASB enables Forcepoint CASB to know that they are
managed by the organization.

You must enroll source devices if you use any of the following features:
®  The Endpoint Management Access Policy
®m  Custom policies based on managed devices

An Analytics dashboard filter that shows access from managed devices

Analytics activity logs that show whether source devices are managed or not

You can configure the enrollment criteria that define how Forcepoint CASB determines whether an endpoint is
organizationally managed.
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Steps

1) Log onto the Forcepoint CASB management portal.
2) Go to Settings > Endpoint Management.

3) Under the Automatic Enrollment section, select Web Security Proxy.

Endpoint Management

¢y Assets

1]

Organizational
Directories

2

User Data

IP Ranges p
Automatic Enroliment

Endpoint
Management

D ® B

?:L.'L‘:Z‘“"'“"‘ Enroll endpoints by IP Or Enroll endpoints by CA certificates
5 All intemal nebwork |P's Endpoints that are

Agent ! Endpoint uging specific CA certificate

Monitoring

o p

Spacific IP's

Administrators

CA pem.pem

Blocked Domains

Access & Sscurity
Governance

C & 0 &

Notifications
!
'EI AP1 .
cenficate
(€ oy v Web Security Proxy
ata Types
ICAP Enforce combined conditions

Endpoints will be: enrolied only if the:
{at least one of the IP types and the et

=13 Single Sign-on
€ Single Sig Summary

[Bs) Forcepoint IDP Save Automnatc Envolment

Result

Forcepoint CASB regards all traffic coming from Forcepoint Web Security as coming from managed devices.
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