') FORCEPOINT

eeeeeeeee HRaytheon

Administrator Help
Forcepoint™ TRITON® AP-WEB

v8.3.X



©1996-2016, Forcepoint LLC.
All rights reserved.
10900-A Stonelake Blvd, Quarry Oaks 1, Ste 350, Austin, TX 78759, USA

Published 2016
Printed in the United States and Ireland

The products and/or methods of use described in this document are covered by U.S. Patent Numbers 5,983,270; 6,606,659; 6,947,985;
7,185,015; 7,194,464 and RE40,187 and other patents pending.

This document may not, in whole or in part, be copied, photocopied, reproduced, translated, or reduced to any electronic medium or
machine-readable form without prior consent in writing from Forcepoint LLC.

Every effort has been made to ensure the accuracy of this manual. However, Forcepoint LLC makes no warranties with respect to this
documentation and disclaims any implied warranties of merchantability and fitness for a particular purpose. Forcepoint LLC shall not be
liable for any error or for incidental or consequential damages in connection with the furnishing, performance, or use of this manual or
the examples herein. The information in this documentation is subject to change without notice.

Trademarks

Forcepoint is a trademark of Forcepoint LLC. SureView, TRITON, ThreatSeeker, Sidewinder and Stonesoft are registered trademarks of
Forcepoint LLC. Raytheon is a registered trademark of Raytheon Company. All other trademarks are the property of their respective
owners.

Microsoft, Windows, Windows Server, and Active Directory are either registered trademarks or trademarks of Microsoft Corporation in
the United States and/or other countries.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their respective owners.
Mozilla and Firefox are registered trademarks of the Mozilla Foundation in the United States and/or other countries.
eDirectory and Novell Directory Services are a registered trademarks of Novell, Inc., in the U.S and other countries.

Adobe, Acrobat, and Acrobat Reader are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States
and/or other countries.

Red Hat is a registered trademark of Red Hat, Inc., in the United States and other countries. Linux is a trademark of Linus Torvalds, in
the United States and other countries.

This product includes software distributed by the Apache Software Foundation (http://www.apache.org).
Copyright (c) 2000. The Apache Software Foundation. All rights reserved.

Other product names mentioned in this manual may be trademarks or registered trademarks of their respective companies and are the sole
property of their respective manufacturers.



http://www.apache.org

Contents

Topic 1

Topic 2

Topic 3

Getting Started . .....oviitiiiiiiiin et toesntsssnsssonssssnses 1
OV VIBW .« ot ottt ettt e e e e e 2
Working in the TRITON Manager. . . ........couuintiii .. 3
Reviewing, saving, and discarding changes . .......................... 6
Your SUDSCIIPHION . . . ottt et e 7
Managing your account through the My Account Portal . ................ 8
Configuring your account information . . .......... ... .. .. ... ... ...... 8
The Master Database .. ......... ...ttt 11
Configuring database downloads ............... ... ... ... .. ... .... 13
Whatis WebCatcher? ........... .. .. . i 14
The Status Dashboards .........c.coiiiiiiiiiiiiiiiiiiiiiieeennnns 17
Threats dashboard. . . ... ... .. . .. . . 19
Investigate threat eventdetails ... ....... ... ... ... ... .. .. .. ... 22
How severity is assigned to suspicious activity ....................... 23
Reviewing threat incident details . ............ .. ... ... ... ... ..... 23
Reviewing threat-related forensicdata .. ............................ 25
Risksdashboard .. ... ... ... . . 26
Usage dashboard. .. ... ... 27
System dashboard. . ....... ... ... ... . . 28
Adding elements to adashboard. . ............. ... ... ... .. . .. 29
Status Monitor mode . ......... ...ttt 30
Internet Usage Filters. .......coitiiiiiiiiiiiiiiiiiiiiiiienenenens 31
Managing access to categories and protocols. . ............ ... .. .. ... ... 32
When a category or protocol isblocked .. ........................... 33
New Master Database categories and protocols . .. .................... 34
Special Categories . . . ..ot v vt 34
Risk €lasses . . ..ot 36
Security protocol groups . . .. ...t 39
ACLIONS . . oottt e 40
Using quota time to limit Internet access ................. ... ... ..... 41
Search filtering . . .. ... . e 41
Working with filters . .. ... .. 42
Creating a category filter. . . ....... ... . i 43
Editing a category filter. . .. ... ... ... .. . . . 44

Administrator Help » i



Contents

Topic 4

Topic 5

Topic 6

Creating aprotocol filter. . ........ ... ... ... . . . .. 46
Editing a protocol filter. .. ........ ... ... . 47
Pre-defined category and protocol filters ............................ 48
Category and protocol filter templates ... ......... ... .. .. ... ... .... 49
Configuring filtering settings . . . ...t 50
Web Protection Clients. ..ottt iiiinnnnnns 55
Working with clients .............. . .., 56
Working with computers and networks .. .......... ... ... .. .. .. ...... 57
Working with users and groups .. ...ttt 58
Connecting web protection software to a directory service .............. 59
Connecting to Windows Active Directory (Mixed Mode) .. ............. 60
Connecting to Windows Active Directory (Native Mode) . .............. 61
Connecting to Novell eDirectory or Oracle Directory Server. .. .......... 62
Advanced directory Settings . ........... i 63
Working with custom LDAP groups .. ........... ... ... 65
Adding or editing a custom LDAP group . ............ ... ... ... 66
Addingaclient. . ....... ... 66
Searching the directory service from the TRITON Manager . ............ 67
Changing client Settings . . ... ... vttt e e e 68
Password override. . . ... ... 69
Account override. . .. ... .. 70
Moving clients to TO1€S . . . . .ottt 71
Working with hybrid service clients. . .............. ... .. ... ... ..... 72
Web Protection Policies .. ....coiviiiiiiiiiiiiiiiiiiiiiiiiiiienens 73
The Default policy .. ... oot e e 74
Working with policies ... ...ttt 74
Creating a poliCy . . ..ot e 75
Editing a policy . .....ov it e 76
Assigning apolicytoclients........... ... ... 78
Enforcementorder . ....... ... ... ... 79
Prioritizing group and domain policies. . .............. ... ... ... .. ... 80
Respondingtoa URL request. . ...ttt 81
Content Gateway Analysis. ......cooviiieriineenrsecersnsessnsensns 87
Configuring Content Gateway analysis .. ..., 89
Configuring content categorization. . . ............ouurenenrenennenn.. 91
Configuring tunneled protocol detection. . . .......................... 92
Configuring content SECUItY. . . . ..o v ittt it e e e eean 93
Configuring file analysis. . .. ...t 94
Content Gateway outbound security analysis........................ 100
Content Gateway advanced analysisoptions ........................ 101

ii « TRITON AP-WEB



Topic 7

Contents

Configuring exceptions to Content Gateway analysis.................... 104
Data files used with Content Gateway analysis......................... 106
Reporting on advanced real-time analysis .. ........................... 106
How analysis activityislogged. . .. ........ ... ... ... ... . ... 108
SSL decryption DY Pass . . ..o v et 109
Use Reports to Evaluate Internet Activity............coovvviiiennn. 113
What is Internet browse time? . .. ........ ... .. .. 114
Presentation rePOTtS .« .. oottt 115
Creating a new presentation Teport . . .. ......vvutn et enenenen... 117
Defining the presentation report filter. .. .......... ... ... .. ... .... 119
Selecting clients for a presentationreport .. ...................... 120
Selecting categories for a presentation report . .................... 121
Selecting protocols for a presentation report . .................... 122
Selecting actions forareport ...............coiiiiiiiiiiian.. 122
Setting presentation report Options . ...t 123
Customizing the presentation reportlogo . ....................... 124
Confirming presentation report filter definitions .................. 125
Working with presentation report Favorites . ........................ 125
Running a presentation T1eport. . . ... .o.vv ettt 126
Scheduling presentation reports . ... ......coviir i, 127
Setting the presentation reports schedule ........................ 129
Selecting presentation reports to schedule ....................... 130
Setting the date range for a scheduled presentation report ........... 131
Selecting output options for scheduled presentation reports ......... 132
Viewing the presentation reports scheduled jobs list . ................. 133
Viewing the presentation reports scheduled job history ............. 134
Reviewing scheduled presentationreports .. ..............coovn.... 135
INvestigative TePOItS . . . . oot e 136
Summary investigative TePOTtS . . .. oo v ettt 138
Using search to generate a summary investigative report. . . ............ 141
Anonymizing investigative rePOrtS . . . ..o oo vv i i e e 142
Multi-level summary investigative reports . . .. ..., 143
Flexible detail investigative Teports . .. ......covuierenenenennn... 144
Columns for flexible detail investigative reports .................. 146

User Activity Detail investigative reports. .. ..., 148
Standard investigative reports. . ... ..ot 150
Favorite investigative reports . . ...... vttt it i e e e 151
Scheduling investigative reports. .. .. ...t 152
Managing scheduled investigative reports jobs ...................... 155
Outliers investigative TePOTLS . . .. ..ottt et 155
Output options for investigative 1eports . . ..o, 157
Accessing self-reporting. . ........... .. 158
Application reporting . . . ...t e 159

Administrator Help » iii



Contents

Topic 8

Topic 9

Topic 10

Cloud app USe .« . oottt 160
User Summary Report. .. ... . 163
Cloud App SUMMATY. . . .ottt et et e ettt 164
Client app and operating system summary data . ..................... 165
How is user agent data collected?. . ........... ... ... ... ... ....... 166
Clientappusedetails ............ ... 00t 167
Operating systemuse details. . . ........... ... .. i, 168
Advanced File Analysisreport. .. ... 169
Real-Time Monitor. . .. ... ..ot e 172
Real-Time Monitor in Multiple Policy Server Deployments . ........... 174
Exceptions to Web Protection Policies . ...........ccviieiiiinnnen. 175
Managing eXCePtiONS . . . . vttt et e 176
How are exceptions organized?. ... ..............iiiirinranenn .. 178
Adding or editing an eXCeption. .. .. ...ttt 178
Overriding an eXCeption . .. ...t i i ittt e 181

If multiple exceptions could apply, which takes precedence? ........... 182
Editing multiple exceptions at the sametime .. ...................... 183
Exception shortcuts ............ ... i e 184
How do I block or permit a URL for everyone?...................... 184
How do I block or permit a URL for one person? .................... 184
How do I block or permit a URL for my entirerole? . ................. 185
How do I block or permit a URL for one of my managed clients?. . ... ... 186
Whatisareferer? . ... ... . . 186
Block Page Management . ..........ccotieiiiiernrnecernnsnsnnsenns 189
Blocking graphical advertisements. . . ............. ... ... .. ... 191
Blocking embedded pages .. ...t e 192
Creating alternate block messages . . .......... ..., 192
Using an alternate block page on another machine ...................... 193
Determining why a request was blocked .......... ... ... ... ... ..., 194
Request blocked by Filtering Service . . .......... ... ... ... ...... 194
Request blocked by the hybridservice . .. .......................... 195
Configure the Hybrid Service .. ....... iiiiiiiiiiiiiiiiirnrnnnnnns 197
Activate your hybrid service account. .. ........... ... .. ... ... 198
Define hybrid service filtered locations . . .. ........................... 199
Adding or editing hybrid service filtered locations. .. ................. 200
Managing hybrid service explicit proxies. ...............covuren.... 202
Adding or editing a hybrid service explicit proxy ................. 202
Configuring failover to the hybrid service .......................... 203
Specify sites not managed by the hybrid service . . ...................... 204
Adding or editing hybrid service unfiltered destinations ............... 205

iv « TRITON AP-WEB



Topic 11

Topic 12

Topic 13

Contents

Configure user access to the hybridservice............................ 206
Adding domains for hybrid self-registration. ........................ 208
Editing domains for hybrid self-registration. ........................ 208
Customizing hybrid block pages. ... ........... .. ..., 209
Configuring certificate verification bypass.......................... 210
Enabling hybrid HTTPS notification pages . ........................ 210
What is the hybrid PACfile? ........ ... .. .. .. .. .. .. . .. 211

Send user and group data to the hybrid service ......................... 213
Configure Directory Agent settings for the hybrid service. ............. 213

Configure how data is gathered for the hybrid service .............. 215
Oracle (Sun Java) Directory Server and the hybrid service . ............ 216
Novell eDirectory and the hybrid service . .......................... 217
Adding and editing directory contexts for the hybrid service............ 217
Optimizing directory search results for the hybrid service.............. 219

Schedule communication with the hybrid service . ...................... 220

Define custom authentication settings for the hybrid service .............. 222
Adding custom authentication rules for the hybrid service. ............. 223
Editing custom authentication rules for the hybrid service. . ............ 224

Monitor communication with the hybrid service. . ...................... 226
View hybrid service authentication reports. . .. ........ ... ... ...... 227
View the hybrid service User Agent Volume report. .. ................ 228

Manage Off-site Users . .......covitiiiiiiiiiirnrnrernosnsnnnnnns 231

Hybrid service management of off-site users. . ......................... 231
Configuring the hybrid service for off-siteusers ..................... 232
Off-site user self-registration ............... ... itirinrnrnn.n.. 232

Using remote filtering software .. .......... .. .. .. ... .. ... 233
Configuring Remote Filtering settings . ............................ 234

Configure remote filtering to ignore FTP or HTTPS traffic .......... 235

Configure the Remote Filtering Client heartbeat interval . ........... 236

Combine Web, Data, and Mobile Protection............c.ceeeevnnn.. 237

Integrating web and mobile protection solutions . .. ..................... 238

Refine Your Policies . ........ciiiiiiiiiiiiiiieeeeeeeeeennnnnnnnans 241

Restricting users to a defined listof URLs. . .......... ... ... ... ..... 242
Creating a limited access filter . .......... ... .. ... ... ... .. .... 243
Editing a limited access filter .. ............ ... .. ... 244
Adding sites from the Edit Policy page. . .......... .. ... ... .. ..... 245

Copying filters and policiestoroles. .. ........... ... ... ... 246

Building filter components. . .. ............ 247

Working with categories. . .. ...t 248
Editing categories and their attributes. . ............... .. ... ... ..... 248

Administrator Help » v



Contents

Topic 14

Reviewing all customized category attributes .................... 250
Making global category changes .............................. 250
Renaming a custom category ................o.iiiiiiiiiaa... 251
Creating a CUStOM CAtEZOTY .+ v v v vt vt ettt et e e e e e eeeens 251
Keyword-based policy enforcement . .. ............................ 253
Defining keywords . ...........c. i 254
Reclassifying specific URLs. . ... .. ..o i 255
Prioritizing Security Risk categorization.............................. 256
Blocking posts to sites in SOme Categories . . ..o vvv et 257
Protocol-based policy enforcement . ................. .. .. .. .. ........ 259
Editing custom protocols. .. ........ ... 260
Adding or editing protocol identifiers ... ......... ... ... ... . ... 261
Renaming a custom protocol ................. .. ..., 262
Making global protocol changes . ............... ... ... ........ 262
Creating a custom protocol . . .. ... ... . 263
Adding to a pre-defined protocol ........ ... ... ... .. .. . ... 264
Using Bandwidth Optimizer to manage bandwidth...................... 265
Configuring the default Bandwidth Optimizer limits.................. 266
Managing traffic basedon filetype .. ........... ... ... ... ... ... 267
Enforcement based on file extension .................. .. .. ... .... 268
Enforcement based on file analysis. ............................... 271
Enabling file type blocking in a category filter. ... ................... 273
Working with file type definitions ................................ 273
Adding custom file types ... 274
Adding file extensionstoafiletype .. ........... ... ... ... 275
Using regular Xpressions. . .o v vt et e e 275
Using the Toolbox to verify policy enforcement behavior ................ 276
URL Category . . o vo et it et e e e e e e e 276
Check Policy . ...\ o e 277
Test Filtering. . ... ..o i 277
URL ACCESS. . o ettt e e e e e 278
Investigate User. . . .o vt i e e 278
Identifying a user to check policy or test filtering . ................... 278
User Identification for Policy Enforcement.......................... 281
Identifying on-premises users transparently. .. ......................... 282
Transparent identification of remoteusers .. ........................ 282
Manual authentication ................ ... . 283
Configuring user identification and authentication ...................... 284
Setting authentication rules for specific machines .................... 286
Defining exceptions to user identification settings . ................ 286
Revising exceptions to user identification settings ................. 287
Secure manual authentication . ........... ... .. ... .. .. .. .. ..., 288

vi < TRITON AP-WEB



Topic 15

Contents

Generating keys and certificates ............... ... ... ... ... ..., 289
Activating secure manual authentication ........................ 290
Accepting the certificate within the client browser ................ 291

DC Agent . ..o e 292
Configuring DC Agent . ...ttt 293
Reviewing DC Agent polled domains and domain controllers. . ......... 295
Thedc configtxtfile ........ ... . i, 296
Logon Agent. . ... .. 297
Configuring Logon Agent. . ...ttt 298
Configuring RADIUS Agent . ......ottiiii it 299
Configuring eDirectory Agent . .. ...ttt 301
Adding an eDirectory serverreplica. . ........... ... ... 303
Identification and authentication of hybridusers........................ 304
Authentication priority and overrides . . . .......... ... . L., 306
TRITON AP-ENDPOINT Web software . .. ........................ 307
Integrating the hybrid service with a single sign-on identity provider. . . . . 309
Directory Agent and hybrid user identification. .. .................... 311
How Directory Agent works with User Service .. .................... 311
When hybrid users are not identified ............ ... ... ... .. .. .. 313
Delegated Administration and Reporting ................cevviienn.. 315
The fundamentals of delegated administration. .. ....................... 316
Delegated administrationroles .. .......... ... ... i, 316
Delegated adminiStrators. . .. ......vu vttt 317
Delegated administration and reporting permissions . ................. 318
Administrators in multipleroles . ... ....... ... . i 321
Multiple administrators accessing the TRITON console ............... 322
Preparing for delegated administration ................ ... .. ... ... .... 323
Creating a Filter Lock ......... ... .. . i, 324
Locking categories .. ..........ouiriinei i 325
Locking protocols . ... 326
Preparing delegated administrators. . ............ ... ... . ... 327
Managing delegated administrationroles. .. ........ ... ... ... . ... 328
Adding 10les . . ... 329
Editingroles .. ........ . i 330
Adding Administrators . ............couirirr ., 334
Adding managed clients ........... ... ... . L 335
Managing role conflicts. . . ......... .. 337
Updating delegated administrationroles . ............. ... ... ... ..... 337
Delete 10les . . ..ot 338
Delete managed clients . .......... ... . i, 339
Managing Super Administrator clients. . . ............. ... ... ... ...... 340
Performing delegated administrator tasks ........... ... .. ... .. ........ 340

Administrator Help » vii



Contents

Topic 16

VIEeW YOUI USET @CCOUNL. . o o v vttt ettt et et e e e e e e eee s 341
Add clientstothe Clients page . . .. ...cove i 342
Create policies and filters . . ........ ... ... i, 343
Reviewing administrator aCCOUNtS . . ... ..ottt i i e e 344
Enabling network accounts. . . ........ ... .. .. 344
Server Administration for Web Protection Solutions.................. 347
Web protection COmMpPONEeNtS. . . ..o vttt et et ee e e 348
Policy enforcement and management components. . .................. 349
Reporting components . ................itiririnininnnenen.. 352
User identification components. . . ..........oovuieninennenennen .. 352
Reviewing your web protection deployment . .. ........................ 354
Using the Policy Servermap. . .. ..o i, 355
Using the component list. .. ........... o i 356
Evaluating directory performance. .. ...............ccviiinenin... 357
Review directory serverdetails .. .............. ... ... .. ...... 358
Understanding Policy Broker. . ......... ... ... .. ... 358
Reviewing Policy Broker connections .. ........................... 359
Working with Policy Server. ........ ... ... .. . . i 360
Reviewing Policy Server connections. . .. ..............oiuuren.... 361
Adding or editing Policy Serverinstances ............... ... ... ..... 362
Working in a multiple Policy Server environment . ................... 363
Changing the Policy Server [P address. .. .......................... 364
Working with Filtering Service .. ........ ... ... .. 366
Review Filtering Servicedetails . . ............... ..., 367
Review Master Database download status .. ........................ 367
Resuming Master Database downloads. .. .......................... 368
Filtering Service support for YouTube in Schools .. .................. 368
Policy Server, Filtering Service, and State Server. .. .................... 369
Integrating with a third-party SIEM solution. . ......................... 372
Working with Content Gateway. . .. .. ..ottt nenenen.. 373
Managing Content Gateway connections . .. ..................ou.... 374
Viewing and exporting the auditlog . .......... .. ... .. .. .. ... .. . .. .. 374
Stopping and starting Websense Services. . .. ..o, 376
TInstallation directories for web protection solutions ... ................. 378
ALCTEINg. . oot 379
Floodcontrol. ... ... ... . 379
Configuring general alertoptions . .. ..............ovivinenenrn... 380
Configuring systemalerts . .. ........... . 381
Configuring category usage alerts. .. ..........ovivnenenenenen... 382
Adding or editing category usage alerts ......................... 383
Configuring protocol usage alerts. .. ...............ccvivininenen... 384

viii « TRITON AP-WEB



Topic 17

Topic 18

Topic 19

Contents

Adding or editing protocol usage alerts ......................... 385
Configuring suspicious activity alerts. .. ............ ... .. ... ...... 386
Reviewing current system status . ..., 387
Reporting Administration........... ..ottt 389
Assigning categories toriskclasses. .. .......... ... .. .. 390
Configuring reporting preferences . . .. ....ovv it ittt 391
Configuring how requests are logged. . .. ........ ... . .. 392
Configuring Log Server . ...... ..t e 394
Testing the Log Database connection. ... .......................... 400
Introducing the Log Database for web protection solutions ............... 401
Web protection reporting database jobs .. .......... ... ... ... 402
Log Database administration settings. . .. .. ...........ovtitneneneno... 403
Configuring database partition options. . . ............cccvvuenenn... 403
Configuring Log Database maintenance options . .................... 406
Configuring how URLs arelogged. ... ............. ... ... ..., 408
Configuring Internet browse time options .......................... 409
Configuring trend and application dataretention . . .. ................. 411
Log Database sizing guidance. . . ..............ccoitirnrnrnenen... 412
Configuring Dashboard reportingdata. . .............................. 414
Configuring investigative TePOTtS. . . . vttt e e it ettt e e e e e 416
Database connection and report defaults. . .. ........................ 417
Display and output options . . .. ...ttt 418
Self-reporting . .. .. .o 421
Configure Network Agent . ....... ..ottt iiiininrnenecnnnenns 423
Configuring Network Agent global settings. .. ......................... 424
Configuring Network Agent local settings. . ........................... 425
Configuring Network Agent NIC settings .......................... 427
Configuring Network Agent monitoring settings fora NIC .......... 428
Adding or editing IP addresses during Network Agent configuration. ... .... 429
Troubleshooting ...........cccitiiiiiiiiiiiiiiiiiiiiinennennnnnns 431
Web protection installation and subscription issues. .. ................... 431
Web protection Master Database iSSU€S. . .. ..o 432
The initial databaseisbeingused . .............. ... .. ... ... ... .... 432
The Master Database is more than 1 weekold . ...................... 433
The Master Database does notdownload . .......................... 433
Verify Filtering Service Internet access . ........................ 434
Verify Filtering Service firewall or proxy server settings ........... 435
Contacting Technical Support for database download issues............ 436
Filtering Service alert messages. . . ...ttt 436
Filtering Service iSnot running. . . .. .....c.ouveneenennnennenenn... 437

Administrator Help » ix



Contents

High CPU usage on the Filtering Service machine. ................... 437
Insufficient disk space on the Filtering Service machine . .............. 438
Insufficient memory on the Filtering Service machine................. 439
Filtering Service can’t communicate with a transparent identification agent. . .
............................................................ 440
Filtering Service can’t connect to the Management APT ............... 441
Network Agent 1SSUCS. .. . v vt 441
Network Agentisnotinstalled .. ............. ... ... ... ......... 441
Network Agent iSNOt rUNNING. . . ... oottt et e e e e 442
Network Agent is not monitoringany NICs......................... 442
Network Agent can’t communicate with Filtering Service. ............. 443
Insufficient memory on the Network Agent machine.................. 443
High CPU usage on the Network Agent machine. . ................... 444
User configuration and identificationissues ........................... 444
User and group-based policies are notapplied . . ..................... 445
Unusually high directory server connection latency................... 445
User Service isnotavailable. .. ........ ... ... ... ... ... .. .... 446
DC Agent has insufficient permissions. .. .......................... 446
DC Agent unable to access required file. . .. ............ ... .. ... .... 447
DC Agent Domains and Controllers pageisblank.................... 448

I cannot add users and groups to the Web module of the TRITON Manager. . .
............................................................ 449
Directory service connectivity and configuration .................. 449
Directory service configuration ............................... 450

User identification and Windows Server ........................ 450
Turning on the Computer Browser service . ...................... 451
Changing DC Agent, Logon Agent, and User Service permissions. . . . ... 452
User Service on an appliance or Linux server. . ...................... 452
Health alerts and Usage Monitor issues . ... ......covunennenennenenn .. 454
Where do I find error messages for web protection components? . . ... ... 454
Health alerts. . .. ... .o e 454
Usage Monitorisnotavailable .. ................................. 456
Usage Monitor iS NOt TUNNMING . . . . oot v et e et e e e e e eee e 457
Policy Server and Policy Brokerissues . .............. ... ... 457
Iforgot my password. .. ........ouiririr i 457
The Websense Policy Database service failstostart .................. 458
Policy Server stopsunexpectedly . .......... ... .. i 459

A Policy Broker replica cannot synchronizedata..................... 459
Policy API Server isnot running . .............c.uourninennnennn... 459
Log Server and Log Database iSSues .. .. ..........vvvtninenennnnnnn.. 460
Log Server iSnot running . . . ...o.vunt e tnt e ee e, 461
Log Server has not received log files from Filtering Service . ........... 462
Low disk space on the Log Server machine . ... ..................... 464

X <« TRITON AP-WEB



Contents

No Log Server is installed for a Policy Server . ...................... 464
More than one Log Server is installed for a Policy Server.............. 465
Log Database wasnotcreated. . ...t .. 466
Log Databaseisnotavailable .. .................................. 467
Log Database size causes reporting delays.......................... 468
More than 100 files in the Log Server cache directory................. 468
Last successful ETL job ran more than 4 hoursago................... 470
Log Server is not recording data in the Log Database ................. 471
Log Server cannot connect to the directory service ................... 471
Wrong reporting page displayed. . .......... ... .. .. ... ... 472
Investigative report and presentation report iSSues . ..................... 472
Presentation Reports Scheduler not connected to Log Database ......... 473
Inadequate disk space to generate presentation reports . ............... 473
Scheduled jobs in presentation reports failed . .. ..................... 473
Trend data is missing from the Log Database. . ...................... 474
Trend reports are not displayingdata .............................. 474
ALl TepOTtS are €MPLY. . . . o vttt et et e e e 475
Verify your Log Server configuration. . ............................ 476
Error generating presentation report, or report does not display. . ........ 476
Investigative reports search issues . ...............ccviirinieanen .. 477
General investigative reports iSSUES . . ... vv vt e te e e e e, 477
Other reporting issues for web protection solutions. . .................... 478
Low memory on the Real-Time Monitor machine . ................... 478
Real-Time Monitorisnotrunning .. ................cooveienenen... 478
Real-Time Monitor isnotresponding. . .. .............c.ovuunenen... 479
No charts appear on the Status > Dashboardpage .................... 480
There is a forensics data configuration problem. ..................... 480
The forensics repository location could not be reached ................ 480
Forensics data will soon exceed a size or age limit. . .................. 481
Multiplexer or Bridge Service is not running or not responding . ........ 481
Message Broker Handlerisnotrunning . . .......................... 482
Event Message Brokerisnotrunning. . .................cooiia.... 482
Cloud App Service iSNOt TUNNING. . . ..ot vt et e et e e e eeeeeeennn. 483
TRITON AP-WEB interoperability issues. . ... ...........cveiinaon... 483
Content Gateway iSOt TUNNING . . ... oottt ettt e e e e e e e 484
Content Gateway isnotavailable . . ......... .. .. .. ... ... ... ... 484
Content Gateway non-critical alerts .. ............................. 484
Administrator unable to access other TRITON modules ............... 487
Sync Serviceisnotavailable. . .......... ... ... ... ... .. . 488
Sync Service has been unable to download log files .................. 489
Sync Service has been unable to send data to Log Server .............. 489
Hybrid policy enforcement data does not appear inreports . ... ......... 489
Disk space is low on the Sync Service machine. .. ................... 490

Administrator Help » xi



Contents

The Sync Service configuration file .. ............................. 490
Directory Agent iSNOtTUNNING . . . . . oo vttt ettt e 491
Directory Agent cannot connect to the domain controller .............. 492
Directory Agent communication iSSUEs . ... ..........c.ouueneunen... 493
Directory Agent does not support this directory service................ 493
The Directory Agent configuration file. . ........................... 494
Directory Agent command-line parameters ......................... 495
Alerts were received from the hybrid service........................ 496
Unable to connect to the hybrid service ............................ 497
Hybrid service unable to authenticate connection. . ................... 497
Missing key hybrid configuration information. ...................... 498
Topic 20 Copyrights. . ..ot i i i i it ittt 499
Trademarks. . . ... ... 499
Other Acknowledgements .......... ... ... ... i, 500

xii <« TRITON AP-WEB



Getting Started

Administrator Help | TRITON AP-WEB and Web Filter & Security | Version 8.3.x

Get the most from Forcepoint™ TRITON® AP-WEB by using the instructions,
troubleshooting tips, and overviews in this guide. Unless otherwise indicated, the

topics in this guide also apply to Web Filter & Security.

To get started, you can browse the guide or select a topic from the table below:

First steps

Troubleshooting

o Jorking in the TRITON Manager
® Your subscription
® The Status Dashboards

Policy enforcement

® Managing access to categories and
protocols

Adding a client
Working with policies
Assigning a policy to clients

Configuring Content Gateway analysis

Using reports

Presentation reports
Investigative reports

Real-Time Monitor

Reporting on advanced real-time
analysis

e Using the Toolbox to verify policy
enforcement behavior

Advanced tools

® FExceptions to Web Protection Policies
® Reclassifying specific URLs

® Delegated Administration and
Reporting

e [Veb protection installation and
subscription issues

e Web protection Master Database
issues

® Filtering Service alert messages

e User configuration and identification
issues

® Health alerts and Usage Monitor
issues

o Log Server and Log Database issues

e [nvestigative report and presentation
report issues

® TRITON AP-WEB interoperability
issues

Administrator Help » 1



Getting Started

Overview
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Use your web protection solution to develop and enforce policies to protect your
network. Together, a series of web protection components (described in Web
protection components, page 348) provide security for web-based transactions, as well
as management, user identification, alerting, reporting, and troubleshooting
capabilities.

Initially, your software uses its Default policy to monitor Internet use without
blocking requests. (See The Default policy, page 74, for more information.)

e The Default policy governs Internet access for all clients in the network until you
define your own policies and assign them to clients.

e You are encouraged to edit the Default policy so that it can be used for
enforcement, rather than just monitoring.

e After you have created custom policies, the Default policy is applied to any
request not governed by another policy.

To get started with policy enforcement, see:

1. Internet Usage Filters, page 31
2. Web Protection Clients, page 55
3. Web Protection Policies, page 73

A single, browser-based tool—the TRITON Manager—provides a central, graphical
interface to the general configuration, policy management, and reporting functions of
all on-premises TRITON solutions. See Working in the TRITON Manager, page 3, for
more information.

You can define levels of access to the TRITON Manager to allow specified
administrators to manage one or more TRITON modules. Within the Web module,
you can further refine access permissions to allow administrators to manage policies,
perform reporting tasks, and more. See Delegated Administration and Reporting, page
315, for more information.
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Working in the TRITON Manager
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Related topics:

® Navigating the Web module of the TRITON Manager, page 4
® The Status Dashboards, page 17

The TRITON Manager (also called the TRITON console) is the central configuration
interface used to manage TRITON Web, Email, and Data solutions. Use its Web
module to customize policies, generate reports, monitor the system, and manage
configuration and settings.

At installation, the TRITON Manager is set up to give full access to all modules to a
single administrator account: admin. The password for this account is set during
installation.

Until a subscription key has been entered, when a Super Administrator logs on and
selects the Web module, an Initial Setup Checklist is displayed. Use the checklist to
enter your subscription key and perform basic initial configuration tasks.

Once a key has been entered and validated, administrators connecting to the Web
module are taken to the Status > Dashboard page.

e A quick tutorial is available for administrators new the Web module. Click Help,
then Getting Started, and select New Admin Tutorial.

e On first logon, when an administrator navigates away from the dashboard, the
Save and Deploy button activates. This allows initial default dashboard settings
to be saved for that administrator account.

e Ifyou are using an account with permissions to access multiple TRITON
modules, use the TRITON toolbar to switch between modules. See Navigating the
Web module of the TRITON Manager, page 4.

e Ifyou are using delegated administration, and have created administrative roles,
you may be prompted to select a role to manage. See Delegated Administration
and Reporting, page 315.

When you log on to the TRITON Manager, the Web module connects to the default
(base) Policy Server specified during installation. To manage another Policy Server,
select its IP address from the Policy Server drop-down list in the Web module toolbar.

A TRITON Manager session ends 30 minutes after the last action taken in the user
interface (clicking from page to page, entering information, caching changes, or
saving changes). A warning message is displayed 5 minutes before the session ends.

e Ifthere are uncached changes on the page or cached changes pending, the changes
are lost when the session ends. Remember to click OK to cache changes, and
Save and Deploy to record and implement those changes.
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e [fthe console is open in multiple tabs of the same browser window, all instances
share the same session. If the session times out in one tab, it times out in all tabs.

e [fthe console is open in multiple browser windows on the same computer, the
instances share the same session unless you:

m Launch multiple Internet Explorer windows independently of one another.

m  Use the File > New Session command to open a new Internet Explorer
window.

m  Use Internet Explorer to open one connection to the TRITON Manager, and
then use Firefox or Chrome to open another connection.

If you close the browser without logging off of the TRITON Manager, or if the remote
machine from which you are accessing a TRITON module shuts down unexpectedly,
you may be temporarily locked out of the console. The management components
typically detect this issue within about 2 minutes and end the interrupted session,
allowing you to log on again.

Navigating the Web module of the TRITON Manager
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The Web module of the TRITON Manager can be divided into 6 main areas:

TRITO N® APX 1 User name: admin | Log Off
m 2 Appliances @ TRITON Settings Lg) Help -

F’olic\;«r Server: 10.201.50.31 Role:| SuperAdministratorjl | sawve and Deploy

Dashboard 2

&, Database Download | GE] Status Monitor | &4 Print

Find Answers

Top Picks
Threats Risks Usage System Dashboard

Time period: | 7 day Total number of incidents: 90 [ Reports

San-14) Health Alerts

—— Show events by severity: V]IEl10 [+ W 20 10 ] L 50 Configure E
eporting a
Suspicious Network Activity No Charts
= Search Suppor
- Top Security Destinations 3 Search Support
Policy 3
Management Toolbox
Settings URL Category |wv
Check Policy |v
Test Filtering |+
URL Access | v
Investigate User | v

Banner
TRITON toolbar
Web module toolbar

Left navigation pane

A e

Right shortcut pane
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6. Content pane

This guide describes the options available to the admin account. Delegated
administrators may see a subset of the features described. See Delegated
Administration and Reporting, page 315, for more information.

The banner

TRITON® APX User name: admin | Leg Off

The banner, located at the top of the browser page, shows:

The user name associated with your administrative logon account

A Log Off button, for when you’re ready to end your administrative session

The TRITON toolbar

[ we ] | = avpnces

{@} TRITON Settings

r? Help -

The TRITON toolbar, located under the banner, allows you to:

Move between modules of the TRITON Manager.
View a list of Appliances deployed in your network.
Configure global TRITON Settings that affect all installed modules.

Access Help, tutorials, product information, and Technical Support resources.

The Web module toolbar

Policy Server: 10.203.134.58 Role: | Super Administrator ﬂ|

The Web module toolbar, located under the TRITON toolbar, is used to:

See which Policy Server you are currently connected to, and switch between
Policy Server instances, if applicable (see Working with Policy Server, page 360).

View your administrative Role, switch between roles, or release policy
permissions for the current role.

Tip

0 If you have policy management and reporting permissions,
but only reporting features are displayed, another
administrator may be logged on to the role. Only one
administrator at a time can access policy management
features for each role.

View Pending Changes (via the small magnifying glass icon) and Save and
Deploy pending changes. If there are no cached changes waiting to be saved,
these buttons are disabled.

See Reviewing, saving, and discarding changes, page 6, for more information.
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The left and right navigation panes

Reporting,
=_=,,
Policy

Management

Settings -~

L+

General

E

Scanning

The left navigation pane has two groupings: Main and Settings. Use the Main option
to access status, reporting, and policy management features and functions. Use the
Settings option to manage your Forcepoint account and perform global system
administration tasks. (Note that Settings displays different options depending on your

subscription level.)

The right shortcut pane contains links to useful tools and information.

e Find Answers provides links to articles, webinars, videos, worksheets, and
tutorials to help you complete your tasks. Use the Search box to find more
information in the Forcepoint eSupport Knowledge Base.

e The Toolbox contains quick lookup tools that you can use to verify your

configuration. See Using the Toolbox to verify policy enforcement behavior, page
276, for more information.

Both the right navigation pane can be minimized by clicking the double arrow (>>)
icon at the top of the pane. Click the reverse icon (<<) to view the pane.

Mouse over an icon or option in the left navigation pane to display a menu of features

in that group.

ko

Find Answers

Top Picks

Set Up Your Accountd
About Subscriptions?
[[] webCatcherd?

The Master Databased?
System Alertsé?

Toolbox

[URL Category | v]
| Check Policy | v|
[Test Filtering | vl
[URL Access | VI
[Investigate User | VI

Reviewing, saving, and discarding changes

Administrator Help | TRITON AP-WEB and Web Filter & Security | Version 8.3.x

When you make a change in Web module of the TRITON Manager, you must
typically click OK at the bottom of the page to cache the change, then click Save and

6 « TRITON AP-WEB




Getting Started

Deploy to save the change to the Policy Database, which causes the change to take
effect.

e Some fields or sections in Web module have their own Save or Save Now buttons.
Changes to these features are saved and implemented immediately, rather than
first being cached and later saved.

e Some types of changes require you to click OK on both a subordinate page and a
main page to cache changes.

Use the View Pending Changes page to review cached changes. Changes to a single
area of functionality are typically grouped into a single entry in the cache list. For
example, if you add 6 clients and delete 2 clients, the cache list indicates only that
changes were made to Clients. Changes to a single Settings page, on the other hand,
may result in multiple entries in the cache list. This occurs when a single Settings page
is used to configure multiple functions.

e To save all of the cached changes, click Save All Changes.
e To abandon all of the cached changes, click Cancel All Changes.

After choosing Save All Changes or Cancel All Changes, you are returned to the last
page you selected. There is no undo for either option.

Use the Audit Log to review the details of changes made in the Web module. See
Viewing and exporting the audit log, page 374, for more information.

Your subscription

Administrator Help | TRITON AP-WEB and Web Filter & Security | Version 8.3.x
Forcepoint subscriptions are issued on a per-client (IP address) basis.

To activate your software, enter a valid subscription key (see Configuring your
account information, page 8). This lets you:

e Download the Master Database (see The Master Database, page 11), enabling
policy enforcement.

e (TRITON AP-WEB only) Download the analytic databases to support real-time
analysis of web content.

After the first successful database download, the Web module displays the number of
clients your subscription includes and your subscription type (TRITON AP-WEB or
Web Filter & Security).

A component called Filtering Service maintains a subscription table of clients
generating Internet requests each day. In TRITON AP-WEB deployments, there is no
change in policy enforcement when the number of subscribed clients is exceeded, but
if the subscription is consistently exceeded, you may be asked to increase your
subscription limit. In Web Filter & Security deployments, when the number of
subscribed clients is exceeded, requests from users who exceed the subscription count
are permitted or blocked based on the setting Block users when subscription
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expires, found on the Settings > General > Account page in the Web module of the
TRITON Manager.

In all deployments, when a subscription expires, all requests are permitted or blocked,
depending on the same configurable setting. When the expiration date approaches,
administrators are notified through a combination of email alerts and TRITON
console health alerts.

e To configure how Internet requests are handled when a subscription expires, see
Configuring your account information, page 8.

e To have an alert message sent when the subscription approaches or exceeds its
limit, see Configuring system alerts, page 381.

Managing your account through the My Account Portal
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Forcepoint maintains a customer portal that you can use to access product updates,
patches and hotfixes, product news, evaluations, and technical support resources.
Select My Account from the Support options at www.forcepoint.com.

When you create an account, the account is associated with your Forcepoint
subscription key or keys. This helps to ensure your access to information, alerts,
hotfixes, and upgrades for your product and version.

Multiple members of your organization can create accounts associated with the same
subscription key.

Configuring your account information

Administrator Help | TRITON AP-WEB and Web Filter & Security | Version 8.3.x

Related topics:

®  Your subscription, page 7

e Configuring database downloads, page 13

® Protocol-based policy enforcement, page 259

Use the Settings > General > Account page to enter or review subscription
information, and to determine how your product responds when the subscription
expires or, for Web Filter & Security deployments, when the subscription count is
exceeded.

Also use the page to direct web protection components to send category and protocol
usage data to Forcepoint anonymously. This information may be used to help optimize
the Master Database (see The Master Database, page 11) and contribute to the
ThreatSeeker™ Intelligence Cloud (see this site for additional information).

After installation, or any time you receive a new subscription key, you can use the
Subscription key field to enter the key, and then click Apply. A check is done to
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verify the key syntax, and then Filtering Service attempts to download the Master
Database.

If a key is displayed, but the Subscription key field is disabled, you are connected
to a secondary Policy Server. This means that the Policy Server instance gets its
key information from the primary Policy Server whose IP address appears below
the number of subscribed users.

Use the Settings > General > Policy Servers page to manage subscription keys
in multiple Policy Server environments (see Working in a multiple Policy Server
environment, page 363).

If the key syntax is correct, but the Master Database download fails because the
key is invalid or expired, a health alert message is displayed on the Status >
Alerts page. By default, the message also appears on the System dashboard.

After the first successful Master Database download, the Account page displays the
following information:

Key expires End date for your current subscription. After this date, you

must renew the subscription to continue analyzing traffic and
enforcing policies.

Subscribed users When you add the Web Hybrid module to TRITON AP-WEB,

this shows the sum of users managed by on-premises
components and the hybrid service.

Subscribed network
users

Number of in-network users whose Internet requests may be
managed.

Subscribed remote
users

When you add the Remote Filter module to Web Filter &
Security, this shows the number of users whose requests may
be handled when they are outside the network.

Primary Policy Server

IP address of the Policy Server instance from which this

Policy Server receives subscription key information.

Appears only when viewing information for a secondary
Policy Server.

Select Block users when subscription expires to block all Internet access for all
users when the subscription expires. In Web Filter & Security deployments,
selecting this option will also block all requests from users who exceed the

Leave the option unselected to give users unrestricted Internet access when the

Mark Send category and protocol data to Forcepoint LLC to have web
protection components collect usage data about pre-defined categories and
protocols, and submit it anonymously to Forcepoint LLC.

This usage data helps web protection software to continually enhance its security

1.
subscription count.
subscription expires.
2.
capabilities.
3.

(Web Hybrid module for TRITON AP-WEB) To activate or update the connection
between the on-premises and hybrid portions of your software:
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m  Enter the Contact email address for your TRITON AP-WEB administrators.
This is typically a group email alias that is monitored frequently. Alerts about
hybrid service issues are sent to this address. Failing to respond appropriately
to an alert could lead to temporary disconnection of your hybrid service.

m  Enter the Country in which the administrators are located.

User requests are not managed by the hybrid service until this information has
been provided and validated. For more information, see Configure the Hybrid
Service, page 197.

Under WebCatcher, mark Send URL information to Forcepoint to help improve
URL categorization and security effectiveness. See What is WebCatcher?, page
14, for more information about this tool.

m  To submit uncategorized URLs to be evaluated for categorization, mark Send
uncategorized URLSs to improve URL categorization.

m  To send in security-related URLS to help track malicious website activity,
mark Send security URLSs to improve security effectiveness.

m  To keep a local copy of the information that is sent, mark Save a copy of the
data being sent to Security Labs.

When this option is enabled, WebCatcher saves the data as unencrypted XML
files in the Websense\Web Security\bin\ directory on the Log Server
machine. These files are date and time stamped.

m Select the Country of origin for your organization. This should be the
country where the majority of Internet activity is being logged.

m  Specify a Maximum upload file size. When the maximum size is reached,
collected WebCatcher data is sent automatically and a new file is started.

m  Use the Daily start time field to indicate a time each day when WebCatcher
should send the data it has collected if the maximum file size has not been
reached.

When you are finished making changes, click OK. Changes are not implemented
until you click Save and Deploy.

If you use the Management API to create and update API-managed categories, you
must define a basic authentication account that will be used to send data to the API.
Only one account may be defined per deployment. The account must include a
password.

L.

Click Advanced Options.

Note that this option is available only to Super Administrators and is not displayed
if the API is not installed.

Enter a User name for the account.
Use only alphanumeric characters.

A default user name, apiadmin, is provided but will not be saved until a valid
password is entered and confirmed.

Enter and confirm a Password for the account.
Passwords must be a minimum of 8 characters and include at least one:

m  Uppercase character
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m Lowercase character
m  Number
m  Special character
Supported characters include:
P#% &' ()*+,- . /s<=>2@[ ]"_ {[}~
The following special characters are not supported:
Space $: "\"
4. Click OK. Changes are not implemented until you click Save and Deploy.

Use this information to authenticate each connection to the Policy API Server.

See the Management API Guide for details on using the Management API.

The Master Database

Administrator Help | TRITON AP-WEB and Web Filter & Security | Version 8.3.x

Related topics:

® Real-time updates, page 12
e Configuring database downloads, page 13
® Review Master Database download status, page 367

® Resuming Master Database downloads, page 368

The Master Database houses the category and protocol definitions that provide the
first step in enhancing your Internet security (see Managing access to categories and
protocols, page 32).

e Categories are used to group websites (identified by URL and IP address) with
similar content.

e Protocol definitions group Internet communications protocols used for similar
purposes, like transferring files, or sending instant messages.

With TRITON AP-WEB, the Master Database provides an initial sorting mechanism
to help prioritize real-time analysis, as well as many of the names and descriptions that
appear in reports on analyzed content.

A limited version of the URL database is installed with Filtering Service, but it is a
good idea to download the full Master Database as soon as possible to enable
comprehensive policy management and reporting.

To download the Master Database for the first time, enter your subscription key in the
Initial Setup Checklist that appears when you open the Web module of the TRITON
console. (If Filtering Service must go through a proxy to perform the download, also
configure proxy settings in the checklist.)
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The process of downloading the full database may take a few minutes or more than
60 minutes, depending on factors such as Internet connection speed, bandwidth,
available memory, and free disk space.

After the initial download, Filtering Service downloads database changes on a
schedule that you establish (see Configuring database downloads, page 13). Because
the Master Database is updated frequently, by default, database downloads are
scheduled to happen daily.

If the Master Database is more than 14 days old, your web protection software stops
policy enforcement.

To initiate a database download at any time, or to view the status of the last database
download, the date of the last download, or the current database version number, go to
the System dashboard and click Database Download in the toolbar at the top of the
content pane.

Real-time updates

In addition to scheduled downloads of the full database, 2 types of smaller, partial
updates occur when needed.

e Real-time database updates

e Real-Time Security UpdaltesTM

Real-time database updates

A real-time database update might be used, for example, to recategorize a site that was
temporarily miscategorized. These updates ensure that sites and protocols are
managed appropriately.

Filtering Service checks for database updates every hour. The most recent updates are
listed on the Status > Alerts page (see Reviewing current system status, page 387).

Real-Time Security Updates

Real-Time Security Updates provide an added layer of protection against Internet-
based security threats. Installing these updates as soon as they are published reduces
vulnerability to new phishing (identify fraud) scams, rogue applications, and
malicious code infecting mainstream websites or applications.

With TRITON AP-WEB, these updates allow malicious sites to be blocked based on
Master Database categorization, rather than real-time analysis, reducing load on the
analytic components and potentially improving performance.

Filtering Service checks for security updates every 5 minutes. Because the updates
tend to be small, they do not disrupt normal network activity.

Use the Settings > General > Database Download page to enable Real-Time
Security Updates (see Configuring database downloads, page 13).
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Configuring database downloads
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Related topics:

Configuring your account information, page 8
The Master Database, page 11

Review Master Database download status, page 367

Use the Settings > General > Database Download page to establish the schedule for
automatic Master Database downloads. If you did not already enter the information in
the Initial Setup Checklist, you can use this page to configure any proxy server or
firewall settings that Filtering Service must use to download the database.

1.

Select Enable real-time security updates (default) to have Filtering Service
check for security updates to the Master Database every 5 minutes. When a
security update is detected, it is downloaded immediately.

Real-time security updates help reduce vulnerability to threats like new phishing
(identity fraud) scams, rogue applications, and malicious code infecting a
mainstream website or application while lightening the load on real-time analysis.

Select the Download days for automatic downloads.

m All download days are selected when Real-Time Security Updates are
enabled. Downloads are automatically performed every day to assure that the
most up-to-date standard database is available for the security updates.

m  You must download the Master Database at least once every 14 days for
policy enforcement to continue without interruption.

m If you deselect all download days, Filtering Service automatically attempts a
download when the database is 7 days old.

Next to Download between, select a start time and end time between which
Filtering Service attempts to download Master Database updates. By default,
download occurs between 21:00 (9 p.m.) and 06:00 (6 a.m.), according to the time
on the Filtering Service machine.

m Filtering Service selects a random time during this period to contact the
Master Database server. To configure alerts for download failures, see
Configuring system alerts, page 381.

m  Any time Filtering Service is restarted, it checks for available Master
Database updates. The update may begin immediately, rather than waiting for
the defined period.

Note

After downloading the Master Database, or updates to it,
CPU usage can reach 90% while the database is loaded
into local memory.
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4.

Select Use proxy server or firewall if Filtering Service must access the Internet
through a proxy server or a proxying firewall to download the Master Database.
Then provide:

m  The IPv4 address or hostname of the proxy server or firewall.
m  The Port through which the database download must pass (8080, by default).

If the proxy server or firewall configured above requires authentication to reach
the Internet, select Use authentication, and then enter the User name and
Password that Filtering Service should use to gain Internet access.

Note

If Use authentication is selected, the proxy server or
firewall must be configured to accept clear text or basic
authentication to enable Master Database downloads.

By default, the user name and password are encoded to match the character set for
the Policy Server machine’s locale. This encoding can be configured manually via
the Settings > General > Directory Services page (see Advanced directory
settings, page 63).

Note

To support the ability to report on cloud applications, a
Cloud Apps database is downloaded on a regular basis,
using the schedule defined for the Master Database
download.

What is WebCatcher?

Administrator Help | TRITON AP-WEB and Web Filter & Security | Version 8.3.x

WebCatcher is an optional feature that collects unrecognized and security-related
URLSs, and submits them to Security Labs. Uncategorized URLs are reviewed for
categorization, and security-related URLs are analyzed for what they can reveal about
active Internet threats. (Full URL logging is not required for WebCatcher processing.)
The results of the analysis are used to update the Master Database, resulting in
improved performance.

Note

If you have multiple Log Server instances, enable
WebCatcher only once, on the Web > Settings >
General > Accounts page in the TRITON console.

The information sent to Security Labs contains only URLs and does not include user
information. For example:

<URL HREF="http://www.ack.com/uncategorized/" CATEGORY="153"
IP_ADDR="200.102.53.105" NUM_HITS="1" />
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The IP address in the example reflects the IPv4 or IPv6 address of the machine hosting
the URL, not the requester’s IP address.

Note

Intranet sites are not sent by WebCatcher. This includes all
sites with IP addresses in the 10.XXX.XXX.XXX,
172.16.xxx.xxx, and 192.168.xxx.XXx ranges.

WebCatcher data is sent to Forcepoint via HTTP post. You may need to create roles or
make other changes on your proxy server or firewall to permit the outgoing HTTP
traffic.
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Forcepoint Technical Support
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Technical information about web protection software and services is available 24
hours a day at support.forcepoint.com, including:

the searchable Knowledge Base
Webinars and show-me videos
product documents and in-depth technical papers

answers to frequently asked questions

For additional questions, click the Contact Support tab at the top of the page.

The contact page includes information for finding solutions, opening an online
support case, and calling Technical Support.

For faster phone response, please use your Support Account ID, which you can find
in the Profile section of the My Account page at www.forcepoint.com.

For telephone requests, please have ready:

Forcepoint subscription key

Access to the management console for your solutions (for example, the TRITON
Manager, and Content Gateway manager)

Access to the machine running reporting tools and the database server (Microsoft
SQL Server or SQL Server Express)

Familiarity with your network’s architecture, or access to a specialist
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Administrator Help | TRITON AP-WEB and Web Filter & Security | Version 8.3.x

The Threats tab of the Status > Dashboard page appears first when you log on to the
TRITON Manager and connect to the Web module. It shows information about
suspicious activity that may be related to malware threats in your network (see Threats
dashboard, page 19).

Dashboard elements are visible to Super Administrators and those delegated
administrators with permission to view reports on the Status > Dashboard page (see
Editing roles, page 330).

e Delegated administrator access to the Risks, Usage, and System dashboards is
configured separately from Threats dashboard access.

e With TRITON AP-WEB, delegated administrators with Threats dashboard access
can also be granted permission to view forensics details associated with advanced
malware threats. See Reviewing threat-related forensic data, page 25.

The first time an administrator logs on to the Web module, then navigates away from
the Status > Dashboard page, the Save and Deploy button activates. This happens
regardless of whether any changes were made, in order to save default dashboard
settings for each administrator account.

After the initial defaults are saved, navigating away from the dashboard activates the
Save and Deploy button only when charts are added, removed, or edited.

The dashboard includes 3 additional tabs:

e Risks shows information about blocked and permitted requests for URLs that fall
into the Security Risk class. See Risks dashboard, page 26.

e Usage shows information about traffic patterns in your network, including
bandwidth information and summaries of blocked and permitted requests. See
Usage dashboard, page 27.

e System shows alert messages, status information, and graphical charts that show
the current state of your deployment, focusing on Internet activity in your
network. See System dashboard, page 28.

The Risks, Usage, and System dashboards can each display up to 12 elements (charts,
status summaries, or counters) at a time. Most dashboard charts can be customized to
change their time period (today, last 7 days, last 30 days, and so on) and their display
format (stacked column, stacked area, multi-series line, and so on). You can include
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multiple versions of the same chart on a tab (for example, showing different time
periods).

Dashboard elements are updated every 3 minutes.

All elements on a tab are also updated when any element on the tab is modified.
For example, if the time period for one chart is changed, data is refreshed in all of
the elements on the page.

The available set of dashboard elements depends on your subscription type.
Charts related to the hybrid service, for example, require TRITON AP-WEB and
the Web Hybrid module.

To add an element to the tab, click Add Charts, then see Adding elements to a
dashboard, page 29, for instructions.

To remove an element from the tab, click the Options icon (&) in the element
title bar, then select Remove.

To access all editing options for an element, click the Options icon in the element
title bar, then select Edit.

Clicking a pie, bar, or line chart typically opens an investigative report with more
details. Some security-related charts link instead to the Threats dashboard.

Up to 4 buttons appear in the dashboard toolbar:

Database Download, available to Super Administrators only, shows Master
Database download status and provides the option to initiate or interrupt a
download. See Review Master Database download status, page 367).

Status Monitor releases the current administrator’s policy permissions and enters
a monitoring mode that allows access to the following pages without timing out:

m  Status > Dashboard

m  Status > Alerts

m Reporting > Real-Time Monitor
See Status Monitor mode, page 30.

Add Charts allows administrators to customize their view of the selected
dashboard tab by adding elements to the page. See Adding elements to a
dashboard, page 29.

Print opens a secondary window with a printer-friendly version of the charts
displayed on the page. Use browser options to print the page.
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Threats dashboard
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Related topics:

® The Status Dashboards, page 17

® [nvestigate threat event details, page 22

® How severity is assigned to suspicious activity, page 23
® Reviewing threat incident details, page 23

® Reviewing threat-related forensic data, page 25

Use the Threats tab of the Status > Dashboard page to monitor and investigate
suspicious activity in your network.

e TRITON AP-WEB is required to display information about outbound threats and
to provide detailed forensic data about the threats.

e You cannot add elements to, nor remove elements from, the Threats dashboard.

The initial view of the Threats dashboard shows:

e Top Security Destinations shows the top countries to which suspicious traffic is
being sent, or in which sites associated with suspicious activity are hosted.

e Security Events by Type shows the number of blocked requests, permitted
requests, or both for sites (destinations) in the top security categories associated
with malware threats.

e Suspicious Event Summary lists information about threat-related events in your
network.

A Status control in the top, right corner of the tab indicates whether Threats data is
being updated automatically.

e Ifthe status is Running, click Pause to prevent data from being updated while
you examine current results.

e If the status is Paused, click Start to update the dashboard with any new data
collected while updates were halted.

Additional controls at the top of the tab let you restrict the information in the charts
and summary table to the specified:
e Time period (Today, 7 days, 30 days, and so on)

m Date details under the drop-down list shows the start date and time used to
calculate the selected period.

m  Configure the maximum time period available on the Settings > Reporting >
Dashboard page (see Configuring Dashboard reporting data, page 414).

With Microsoft SQL Server Express, the maximum time period is 30 days,
and cannot be changed.
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e Severities (Critical, High, Medium, or Low)

Click the Severity Mapping link for more information about the categories
associated with each severity level.

e Action (All, Permitted, or Blocked)
e Direction (All, Inbound, or Outbound)

The number of Advanced File Analysis requests made in the time period selected for
the Threats reports is also listed. (See Advanced File Analysis report, page 169.) Click
the link to navigate directly to the Reporting > Advanced File Analysis page and
view the details.

Note

The number displays only for Super Administrators. It is
not displayed to delegated administrators regardless of the
options used to define their role.

You can also use the Top Event Destinations map and Security Events by Type chart
to further refine the information that appears in the summary table at the bottom of the

page.
e Click a dot on the map to display only traffic associated with that country in the
Suspicious Event Summary table.

The size of the dot reflects the number of incidents associated with that country.
Hover over a dot to see a tooltip showing the country name. (Hovering over a blue
area without a dot displays the name of the continent.)

e Click a category in the chart to display only traffic associated with that category in
the table.

Each category is represented by a different color in the chart; hover over a bar or
segment in the chart to see a tooltip showing the category name.

By default:

e The Top Event Destinations map shows the top 20 countries from which
suspicious activity originates, or to which suspicious traffic is being sent.

e The Security Events By Type chart shows the top 5 categories associated with
suspicious activity in the network, displayed in stacked column format.

To modify the information in the map or the chart:

e (lick the Options icon, then select Edit.

e Use the Top list (both elements) or Chart type list (Security Events by Category
chart) to update the display.

Changing the “top” value or chart type does not affect the information displayed
in the summary table.

The Suspicious Event Summary table offers a variety of options to help you identify
specific events to investigate.
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e Use the Search box to find events for a user name, IP address, or hostname (if
available; requires Content Gateway).

To stop filtering the table based on the term in the Search box, click Clear.

e FEach of the filters (time, severity, action, direction, country, category) currently
applied to the summary table is listed. Clear the check box next to a filter to
remove it and expand the information shown in the table.

e C(lick a user name, IP address or hostname (if available) to see a detailed report.
See Investigate threat event details, page 22.

The Suspicious Event Summary can be customized to show or hide any of the
following columns. The columns displayed by default are marked with an asterisk (*).

Column Description

Severity* Indicated by an “S” icon with a blue background (IEH).
Shows the severity (Critical, High, Medium, or Low)
assigned to the event.

Forensics* (TRITON AP-WEB only) Indicated by a magnifying glass
icon (&4). Indicates whether the event included an attempt to
send files.

User* The user name (if any) associated with the activity.

IP address The IP address of the machine on which the activity
occurred.

Device* (TRITON AP-WERB only) The name of the machine on which
the activity occurred.

Category* The Master Database category assigned to the activity.

Last Attempt* | The timestamp of the most recent event sharing all of the
characteristics displayed in the row.

Country* Indicated by the abbreviation “CC” (for country code).
Shows the 2-letter country code for the event destination
(target). If more than one destination is associated with an
event, “Multiple” is displayed.

Direction Whether the suspicious activity involved inbound or
outbound traffic.

Outbound threat detection requires TRITON AP-WEB.

Incidents* The number of incidents sharing all of the characteristics

displayed in the row except for “Last Attempt.”

To add columns to the chart, or to remove columns, click the Customize link above
the table. Mark or clear the check box next to a column name to add or remove the
column from the table.

To export the contents of the table to a CSV file, click Export to CSV. Select the time
period for which to export event data, then click Export.
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Investigate threat event details
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Use the Dashboard > Threats > Event Details page to research suspicious activity
incidents. The page can show incidents related to:

e A specific user name, IP address, or device, selected from the Suspicious Event
Summary table on the Threats dashboard. (Device names are provided by Content
Gateway, and are not available in Web Filter & Security deployments.)

e A specific severity level, selected by clicking the link in a suspicious activity alert
email notification (see Configuring suspicious activity alerts, page 386).

At the top of the page, a table lists each incident associated with the selected user, IP
address, hostname, or severity level. The table shows 10 rows of data per page.

e Use the Search field to narrow results to a specific incident or group of related
incidents. Click Clear to remove the search filter.

e Refer to the information on the top, right portion of the page to see the time period
covered in the table, and when the table was last updated.

e C(Click Customize in the toolbar at the top of the content pane to change the
columns shown in the table. The detail table has the same column options as the
summary table on the Threats dashboard.

e Click a row in the table to update the bottom portion of the page with additional
details about the selected incident, its associated threats, and the detection
methods used (see Reviewing threat incident details, page 23).

The incident details section includes a link to ACEInsight. Use this link to view
current information about the URL and threats associated with the incident.

e Ifthere are more than 10 incidents, use the paging controls at the bottom of the
table to navigate through the data.

With TRITON AP-WEB, files associated with attempts to either infect your network
or send sensitive data out of your network may be captured. File-related data is
referred to collectively as forensic data, and it is stored in a special database, called
the forensics repository.

e Forensics capture and storage is enabled by default.
e Configure forensics capture and storage on the Settings > Reporting >

Dashboard page (see Configuring Dashboard reporting data, page 414).

When forensics capture is enabled and there are files (like spreadsheets, documents, or
compressed files) associated with an incident, an icon appears in the Forensics column
of the Event Details table. When you select an incident that includes forensics data,
information about any files associated with the incident is displayed in the Forensic
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Data section of the page (see Reviewing threat-related forensic data, page 25).

Warning

Use caution when opening a file associated with a threat
incident. If the file is infected with malware, it could infect
the machine you use to investigate the incident.

Captured files may also contain sensitive data.

If a user agent header was captured for the incident, the User Agent String field
includes a link that you can use to Search for other instances of the user agent. Click
the link to see results on the Search tab of the Reporting > Applications page. See
Application reporting, page 159, for more information about application reports and
user agents.

To export event information to a CSV file, click Export in the toolbar at the top of the
content pane. All threat-related events logged in the selected time period are
exported; not just those for the user, IP address, hostname, or severity level currently
displayed on the page.

How severity is assighed to suspicious activity

Administrator Help | TRITON AP-WEB and Web Filter & Security | Version 8.3.x

The Master Database assigns a severity level to threat-related events based on the
category assigned to the request.

e Severity levels are mapped to categories in the Master Database, and may change
when the database is updated.

e Web Filter & Security subscriptions do not include all categories with High and
Critical severity levels. These categories may appear on the Threats dashboard,
but cannot be managed in category filters.

Click the Severity Mapping link near the top of the Threats dashboard for a current
list of the categories that have an associated severity ranking. The list indicates any
categories that are not available for policy enforcement with your subscription.

Reviewing threat incident details
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When an administrator selects an incident in the table at the top of the Threats >
Event Details page, the area below the table is populated with all available details
about the incident. The available details may vary based on:

e What type of incident occurred. For example:

m  An outbound request for a URL that is blocked by its Master Database
category is unlikely to include a threat name, intent, or type, because the
request is blocked before Content Gateway analysis occurs.
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m A request that does not include a file transfer does not include forensic data.
e Your subscription level. For example:

m  Only Content Gateway (a component of TRITON AP-WEB) passes
hostname, threat name, threat intent, threat type, and scanning category
information.

m Not all Web Filter & Security integrations pass protocol, method, or content
type information.

e  Whether any file transfer attempts were associated with the incident. (Only
Content Gateway provides this type of forensic data.) See Reviewing threat-
related forensic data, page 25.

The following incident details may be displayed on the page:

Field Description

Severity Critical, High, Medium, or Low.
See How severity is assigned to suspicious activity, page
23.

Category The Master Database or custom category assigned to the
destination URL.

Threat Name The name associated with the malicious software, bot

traffic, or other threat activity (if applicable).

Threat Intent What the threat would attempt to do (log keystrokes,
open a back door into the network, and so on).

Platform The operating system targeted by the threat (Windows,
Android, and so on).

Threat Type The classification of the malicious software (Trojan,
worm, advanced persistent threat, and so on).

Action The action assigned to the request (Permit or Block).

Reason The reason the permit or block action was applied (for
example, the category assigned to the URL).

Incident Time The date and time the incident occurred.

ACEInsight Link A link to ACEInsight.com to enable further research on
the URL or threat.

User The user requesting the URL (if a user is identified).

Source IP Address The IP address from which the request originated.

Device (TRITON AP-WEB only) The name of the machine from

which the request originated. (When a hostname is not
available, the source IP address is repeated).

Destination IP Address The IP address of the requested URL.

Port The port used to communicate with the requested URL.

Protocol The protocol used to request the URL.

Direction Whethe.r the incident involved an inbound or outbound
connection.
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Field Description

Method Whether the request was a GET or a POST.

Content Type The value reported in the “Content-Type” field of the
HTTP header associated with the request (for example,
text/html, image/gif, or application/javascript).

Bytes Sent The number of bytes sent out from the source machine.

Bytes Received

The number of bytes returned by the target (destination)
URL.

If the request was blocked, this is 0.

Country

The country hosting the destination URL.

Full URL

The full URL (domain, path, CGI string, and file) of the
target site.

Active Policy

The policy used to manage the request.

Database Category

The category assigned to the request by the Master
Database.

Scanning Category

The category assigned to the request by Content
Gateway analysis (may match the Master Database

category).

Role

The delegated administration role responsible for the
policy used to manage the request.

Reviewing threat-related forensic data
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When an administrator selects an incident on the Threats > Event Details page that
includes forensic data, the Forensic Data area below the table is populated with details
about the attempted file transfer. Forensic details include:

Field Description

Source The user or IP address making the request.

Destination The IP address of the target machine.

Incident ID The TRITON AP-DATA ID number associated with the

incident. Can be used to further investigate the incident
in the Data module of the TRITON Manager.

This feature requires either the Web DLP module or a
TRITON AP-DATA solution.
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Field

Description

Files

The name and size of the file or files associated with the
incident. The file name is a link that can be used to open
the actual file.

WARNING: Use caution when opening a captured file.
The file might contain malware that could infect the
machine used for investigation. The file could also
contain sensitive data.

Parameters and Body

Shows CGI parameters and HTML body details for the
request used to send or retrieve the file.

The number of parameters and the details included in
the body of the request may vary widely from incident
to incident.

Risks dashboard

Administrator Help | TRITON AP-WEB and Web Filter & Security | Version 8.3.x

Related topics:

e System dashboard, page 28
e Threats dashboard, page 19
e Usage dashboard, page 27

® Adding elements to a dashboard, page 29

Use the Risks tab of the Status > Dashboard page to monitor permitted and blocked
requests for URLSs in the Security Risk class. By default, the following charts are

displayed:

e 30-Day Risk Trends shows blocked request trends for specific security and legal
liability categories over a 30-day period that includes today. When you click a

spark line:

m For security-related categories (like Malicious), the Threats dashboard is
displayed to allow further investigation.

m For other categories (like Adult), an investigative report with more detailed

information is displayed.

e Clients with Security Risks shows which computers have accessed Security Risk
sites. You may want to check these machines to make sure they are not infected

with any viruses or spyware.

e Top Security Risk Categories shows which Security Risk categories have
received the most requests to help you determine whether your current policies are
providing the right protection for your network.

e Risk Classes shows how many requests to each risk class have been permitted
and blocked (see Risk classes, page 36) to help you evaluate whether the current

policies are effective.
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Top Uncategorized shows which URLs not categorized by the Master Database
have been accessed most. Go to Filter Components > Edit Categories to assign
a URL to a category.

(TRITON AP-WEB only) Analytics: Security Risks shows how many requests
were assigned to new categories by Content Gateway analysis because the content
had been changed or the site was compromised.

Click any chart on the page to open an investigative report with more detailed
information.

Usage dashboard
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Related topics:

System dashboard, page 28

Risks dashboard, page 26

Threats dashboard, page 19

Adding elements to a dashboard, page 29

Use the Usage tab of the Status > Dashboard page to monitor general Internet
activity trends for your organization. By default, the following charts are displayed:

Top Blocked Users shows which users have requested the most blocked sites.

Top Requested Categories shows the categories that are being accessed most to
provide a high-level overview of potential security, bandwidth, or productivity
concerns. Click the chart to see an investigative report with more detailed
information.

Enforcement Summary provides an overview of recently permitted requests,
blocked requests for sites in the Security Risk class, and other blocked requests.

(TRITON AP-WEB only) Web 2.0 Categories shows the top categories assigned
to requested Web 2.0 URLs, measured by requests.

(TRITON AP-WERB only) Web 2.0 URL Bandwidth shows the Web 2.0 URLs
using the most bandwidth.

(TRITON AP-WEB only) Analytics: Top Categories shows the top categories to
which requested URLs were assigned after real-time analysis determined that they
no longer fit their original category.

Click any chart or element except the 30-Day Activity Summary to open an
investigative report with more detailed information.
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System dashboard
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Related topics:

e Threats dashboard, page 19

® Risks dashboard, page 26

e Usage dashboard, page 27

® Adding elements to a dashboard, page 29

Use the System tab of the Status > Dashboard page to monitor the status of your
deployment. By default, the following dashboard elements are displayed:

Health Alert Summary shows component alert and status messages. If an error
or warning appears in the summary, click the alert message to open the Alerts
page, where more detailed information is available (see Reviewing current system
status, page 387).

Information in the Health Alert Summary is updated every 30 seconds.

User Activity: Zoom Trend shows the volume of Internet requests processed into
the Log Database in the selected time period.

m Click and drag the cursor to select a section of the chart for closer
examination. This can be done multiple times to select increasingly narrower
time periods for review.

® At maximum zoom, a data point is shown for each 10 minute period (for
example, 12:00:00, 12:10:00, 12:20:00).
In the chart default (macro) view is shown, each data point may be based on
sampling of multiple 10-minute interval data points within the selected area of

the chart. As a result, the numbers shown in the macro view may not correlate
exactly to the numbers shown when the chart is zoomed in.

m  Click Zoom Out to return to the previous level of focus.

m  Click Reset Chart to return to the default level of detail.

Protocol Bandwidth Use shows which protocols are using the most bandwidth in
your network.

Filtering Service Status shows the status of each Filtering Service associated
with the current Policy Server.

Click the Filtering Service IP address to see more information about that Filtering
Service instance, including its Network Agent and Content Gateway connections.
See Review Filtering Service details, page 367.

(Requires the Web Hybrid module) Hybrid Bandwidth Summary shows the
bandwidth consumed by Internet requests managed by the hybrid service.

(Requires the Web Hybrid module) Hybrid Requests shows how many requests
by users from your organization were permitted and blocked by the hybrid
service.
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Adding elements to a dashboard
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Use the Status > Dashboard > Add Chart page to add elements to the Risk, Usage,
or System dashboard.

Note that you can neither add elements to nor remove elements from the Threats
dashboard.

To start, use the Add elements to tab drop-down list to select a tab, then select the
element that you want to add from the Dashboard Elements list.

e You can add an element to any configurable tab.
e FEach tab can show a maximum of 12 elements.
e Elements currently displayed on the selected tab are marked by a blue circle icon.

e You can add multiple copies of the same element to a tab (for example, each might
show a different time period).

When you select an element in the list, a sample is displayed in the Preview pane. You
can use the preview pane to make changes to the chart Name and, if applicable, Chart
type, Time period, and Top value (for example, top 1-5 categories, or top 16-20
users).

e Chart type: Many charts can be displayed as a multi-series bar, column, or line
chart, or as a stacked area or column chart. Some can be displayed as bar, line, or
pie charts. Which types are available depends on the data being displayed.

e Time period: Most charts can display a variable time period: Today (the period
since midnight of the current day), the last 7 days, or last 30 days. If the maximum
time period for dashboard charts is extended, charts may also be able to show the
last 180 or 365 days.

m  With Microsoft SQL Server Express, the maximum time period for dashboard
charts is 30 days, and cannot be changed.

m  Using the default maximum time period (30 days) may improve dashboard
performance.

See Configuring Dashboard reporting data, page 414, for information about
extending the time period for dashboard charts.

e Top: Charts displaying information about the top users, categories, URLs, and so
on can display up to 5 values. Select whether to show the top 5 values, 6-10
values, 11-15 values, or 16-20 values.

When you are finished making changes, click Add. The dashboard tab is updated
immediately.

If you have been editing a chart and would like to start over, click Restore Defaults to
reset the chart to is default time period, type, and top value (if any).

Two dashboard elements do not appear on any tab by default, but are available to be
added:
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e Activity Today provides examples of how your software has protected your
network today. The information varies based on your subscription. With TRITON
AP-WEB, it includes information about sites analyzed by Content Gateway.

This element also shows the total number of Internet requests handled so far
today, the total number of requests blocked, and the number of real-time database
updates processed.

e 30-Day Value Estimates provide a way to estimate time and bandwidth savings
afforded by your software over a 30-day period that includes today.

Mouse over the Time or Bandwidth item (under Saved) for an explanation of
how the estimate was calculated. The calculation can be customized on the Add
Charts page.

Status Monitor mode

Administrator Help | TRITON AP-WEB and Web Filter & Security | Version 8.3.x

For security purposes, a TRITON Manager session ends after 30 minutes of inactivity.
You can, however, enter a Status Monitor mode that lets you monitor Internet activity
and alerting data without timing out.

e You must log off of other TRITON modules to enter Status Monitor mode in the
Web module.

e In Status Monitor mode, information on the Status > Dashboard, Status >
Alerts, Status > Deployment, and Reporting > Real-Time Monitor pages
continues to update normally until you close the browser or log off.

To initiate Status Monitor mode, first save or discard any pending changes, then:

e Select Status Monitor mode from the Role drop-down list in the Web module
toolbar.

e Click the Status Monitor button in the toolbar at the top of the Status >
Dashboard or Status > Alerts. page.

To exit Status Monitor mode, log off of the console or close the browser.
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Related topics:

® Managing access to categories and protocols, page 32
e Jorking with filters, page 42

o Configuring filtering settings, page 50

® Web Protection Policies, page 73

® Refine Your Policies, page 241

Policies govern user Internet access. A policy is a schedule that determines how and
when clients are able to access websites and Internet applications. At their simplest,
policies consist of:

e Category filters, used to apply actions (permit, block) to website categories

e Protocol filters, used to apply actions to Internet applications and non-HTTP
protocols

Note
If you have the Web Hybrid module, note that the hybrid
service does not enforce protocol filters.

o A schedule that determines when each filter is enforced

Policies let you assign varying levels of Internet access to clients (for example, users,
groups, or IP addresses in your network). First, create filters to define precise Internet
access restrictions, and then use the filters to construct a policy.

In a first-time installation, the Default policy is used to monitor Internet requests as
soon as a subscription key is entered (see The Default policy, page 74). Initially, the
Default policy permits all requests.

To apply different levels of access to different clients, start by defining category
filters. You might define:

e One category filter that blocks access to all websites except those in the Business
and Economy, Education, and News and Media categories
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e A second category filter that permits all websites except those that represent a
security risk and those containing adult material

e A third category filter that monitors access to websites without blocking them (see
Creating a category filter, page 43)

To accompany these category filters, you might define:

e One protocol filter that blocks access to Instant Messaging and Chat, P2P File
Sharing, Proxy Avoidance, and Streaming Media protocol groups.

e A second protocol filter that permits all non-HTTP protocols except those
associated with security risks and proxy avoidance

e A third protocol filter that permits all non-HTTP protocols (see Creating a
protocol filter, page 46)

Once you have defined a set of filters that correspond to your organization’s Internet
access regulations, you can add them to policies and apply them to clients (see Web
Protection Policies, page 73).

Managing access to categories and protocols
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Related topics:
® When a category or protocol is blocked, page 33

® New Master Database categories and protocols, page 34
® Special categories, page 34

® Risk classes, page 36

e Security protocol groups, page 39

The Master Database organizes similar websites (identified by URLs and IP
addresses) into categories. Each category has a descriptive name, like Adult Material,
Peer-to-Peer File Sharing, or Spyware. You can also create your own, custom
categories to group sites of particular interest to your organization (see Creating a
custom category, page 251). Together, the Master Database categories and user-
defined categories form the basis for policy enforcement.

Forcepoint LLC does not make value judgments about categories or sites in the
Master Database. Categories are designed to create useful groupings of the sites of
concern to subscribing customers. They are not intended to characterize any site or
group of sites or the persons or interests who publish them, and they should not be
construed as such. Likewise, the labels attached to categories are convenient
shorthand and are not intended to convey, nor should they be construed as conveying,
any opinion or attitude, approving or otherwise, toward the subject matter or the sites
so classified.
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The up-to-date list of Master Database categories is available here.

To suggest that a site be added to the Master Database, or that a site be moved from
one category to another, go to support.forcepoint.com, select Tools, and click Site
Lookup Tool. You are prompted to log on to My Account, then given access to the
tool, which allows you to verify the current category assigned to a site and request a
new category.

When you create a category filter, you choose which categories to block and which to
permit.

In addition to housing URL categories, the Master Database includes protocol groups
used to manage non-HTTP Internet traffic. Each protocol group defines similar types
of Internet protocols (like FTP or IRC) and applications (like MSN Messenger or
BitTorrent). The definitions are verified and updated as frequently as nightly.

As with categories, you can define custom protocols for use in policies.
The up-to-date list of Master Database protocols is available here.

When you create a protocol filter, you choose which protocols to block and which to
permit.

Note

With TRITON AP-WEB, it is possible to filter non-HTTP
protocols that tunnel over HTTP ports using Content
Gateway (see Configuring tunneled protocol detection,
page 92). You can also use Network Agent to enable policy
enforcement for additional protocols.

In Web Filter & Security deployments, Network Agent
must be installed to enable protocol-based policy
enforcement.

The hybrid service does not enforce protocol filters.

Some pre-defined protocols allow blocking of outbound Internet traffic destined for an
external server—for example, a specific instant messaging server. Only pre-defined
protocols with dynamically-assigned port numbers can be blocked as outbound traffic.

When a category or protocol is blocked
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When a user requests a URL in a blocked category, the browser displays a block page,
rather than displaying the requested site. The block page is a customizable HTML
page with a brief explanation of why the requested URL has been blocked.

See Block Page Management, page 189, for a detailed description of the block page,
along with information about customizing block pages.
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When a user attempts to use an application that relies on a blocked protocol (for
example, a chat or torrent program), no blocking message is displayed. The
application may display an error message, or it may simply appear to hang.

To minimize error reports from users who are attempting to access blocked protocols,
make sure that users understand which applications they are and are not allowed to use
on your organization’s equipment.

New Master Database categories and protocols
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When new categories and protocols are added to the Master Database, each is
assigned a default action, like Permit or Block (see Actions, page 40).

e The default action is applied in all active category and protocol filters (see
Working with filters, page 42). To change the way the category or protocol is
filtered, you can:

m  Edit each active filter individually. Use this option if you want to give
different groups of clients different levels of access to the category or
protocol.

m  Edit the attributes of the category or protocol to apply the same action in all
filters. See Making global category changes, page 250, and Making global
protocol changes, page 262.

e The default action is based on feedback regarding whether or not the sites or
protocols in question are generally considered business-appropriate.

You can have a system alert generated whenever new categories or protocols are
added to the Master Database. See Alerting, page 379, for more information.

Special categories
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The Master Database contains special categories to help you manage specific types of
Internet usage.

e The Special Events category is used to classify bandwidth-oriented content
related to hot topics to help you manage event-related surges in Internet traffic.
For example, the video pages offering live stream of the World Cup might
generally appear in the Internet Radio and TV category, but be moved to the
Special Events category during the World Cup Finals.

Updates to the Special Events category are added to the Master Database during

scheduled downloads. Sites are added to this category for a short period of time,

after which they are either moved to another category or deleted from the Master
Database.

e The Security category focuses on Internet sites containing malicious code, which
can bypass virus-detection software programs.

m  Advanced Malware Command and Control (TRITON AP-WEB only)
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Advanced Malware Payloads (TRITON AP-WEB only)
Bot Networks

Compromised Websites

Custom-Encrypted Uploads (TRITON AP-WEB only)
Files Containing Passwords (TRITON AP-WEB only)
Keyloggers

Malicious Embedded iFrame

Malicious Embedded Link

Malicious Websites

Mobile Malware

Phishing and Other Frauds

Potentially Exploited Documents (TRITON AP-WEB only)
Potentially Unwanted Software

Spyware

Suspicious Embedded Link

The Productivity category focuses on preventing time-wasting behavior.

Advertisements

Application and Software Download
Instant Messaging

Message Boards and Forums

Online Brokerage and Trading

Pay-to-Surf

The Bandwidth category focuses on saving network bandwidth.
Educational Video

Entertainment Video

Internet Radio and TV

Internet Telephony

Peer-to-Peer File Sharing

Personal Network Storage and Backup
Streaming Media

Surveillance

Viral Video

The Extended Protection category focuses on potentially malicious websites.

m  Dynamic DNS includes sites that mask their identity using Dynamic DNS
services, often associated with advanced persistent threats.

m Elevated Exposure contains sites that camouflage their true nature or
identity, or that include elements suggesting latent malign intent.

m  Emerging Exploits holds sites found to be hosting known and potential
exploit code.
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m  Newly Registered Websites

m  Suspicious Content includes sites likely to contain little or no useful content.

The Extended Protection group filters potentially malicious websites based on
reputation. Site reputation is based on early signs of potential malicious activity. An
attacker might target a URL containing a common misspelling, for example, or
otherwise similar to a legitimate URL. Such a site could be used to distribute malware
to users before traditional filters can be updated to reflect these sites as malicious.

When Security Labs researchers detect that a site includes a potential threat, the site is
added to the Extended Protection category until researchers are 100% confident of the
site’s final categorization.

Risk classes
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Related topics:
e Assigning categories to risk classes, page 390
® Presentation reports, page 115

® [nvestigative reports, page 136

The Master Database groups categories into risk classes. Risk classes suggest
possible types or levels of vulnerability posed by sites in the group of categories.

Risk classes are used primarily in reporting. The dashboards include graphs where
Internet activity is displayed by risk class, and you can generate presentation or
investigative reports organized by risk class.

Risk classes may also be helpful in creating category filters. Initially, for example, the
Basic Security category filter blocks all of the default categories in the Security Risk
class. You might use the risk class groupings as a guideline when you create your own
category filters, to help decide whether a category should be permitted, blocked, or
restricted in some way.

There are 5 risk classes. By default, each risk class contains the categories listed
below.

e A category can appear in multiple risk classes, or not be assigned to any risk class.

e The groupings may be changed periodically in the Master Database. When you
receive notice that a new category has been added to the Master Database, it is a
good idea to check its default risk class assignment.

Legal Liability

Adult Material (includes Adult Content, Lingerie and Swimsuit, Nudity,
Sex)

Bandwidth > Peer-to-Peer File Sharing
Gambling
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Legal Liability
Illegal or Questionable
Information Technology > Hacking, Proxy Avoidance
Intolerance
Militancy and Extremist
Tasteless
Violence

Weapons

Network Bandwidth Loss

Bandwidth (includes Educational Video, Entertainment Video, Internet
Radio and TV, Internet Telephony, Peer-to-Peer File Sharing, Personal
Network Storage and Backup, Streaming Media, Surveillance, Viral Video)

Entertainment > Media File Download Services

Productivity > Advertisements, Application and Software Download
Social Web - Facebook > Facebook Video Upload

Social Web - YouTube > YouTube Video Upload

Business Usage
Bandwidth > Educational Video

Business and Economy (includes Financial Data and Services, Hosted
Business Applications)

Collaboration - Office (includes Office - Apps, Office - Documents, Office
- Drive, Office - Mail)

Education > Educational Materials, Reference Materials
Government (includes Military)

Social Web - LinkedIn (includes LinkedIn Connections, LinkedIn Jobs,
LinkedIn Mail, LinkedIn Updates)

Information Technology (includes Computer Security, Search Engines and
Portals, Web Collaboration, Web Translation, Web Analytics, and Web and
Email Marketing)

Travel
Vehicles

Security Risk
Bandwidth > Peer-to-Peer File Sharing

Extended Protection (includes Dynamic DNS, Elevated Exposure,
Emerging Exploits, Newly Registered Websites, Suspicious Content)

Information Technology > Hacking, Proxy Avoidance, Unauthorized
Mobile Marketplaces, Web and Email Spam

Parked Domain
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Security Risk
Productivity >Application and Software Download

Security (includes Bot Networks, Compromised Websites, Keyloggers,
Malicious Embedded iFrame, Malicious Embedded Link, Malicious Web
Sites, Mobile Malware, Phishing and Other Frauds, Potentially Unwanted
Software, Spyware, Suspicious Embedded Link)

(TRITON AP-WEB only) Also includes Advanced Malware Command and
Control, Advanced Malware Payloads, Custom-Encrypted Uploads, Files
Containing Passwords, Potentially Exploited Documents.

Productivity Loss
Abortion (includes Pro-Choice, Pro-Life)
Adult Material > Sex Education
Advocacy Groups

Bandwidth > Entertainment Video, Internet Radio and TV, Peer-to-Peer
File Sharing, Streaming Media, Surveillance, Viral Video

Collaboration - Office (includes Office - Apps, Office - Documents, Office
- Drive, Office - Mail)

Drugs (includes Abused Drugs, Marijuana, Nutrition, Prescribed
Medications)

Education (includes Cultural Institutions, Educational Institutions)
Entertainment (includes Media File Download Services)
Gambling

Games

Government > Political Organizations

Health

Information Technology > Web and Email Marketing, Web and Email
Spam, Web Hosting

Internet Communication (includes General Email, Organizational Email,
Text and Media Messaging, Web Chat)

Job Search
News and Media (includes Alternative Journals)
Parked Domain

Productivity (includes Application and Software Download, Instant
Messaging, Message Boards and Forums, Online Brokerage and Trading,
Pay-to-Surf)

Religion (includes Non-Traditional Religions, Traditional Religions)
Shopping (includes Internet Auctions, Real Estate)

Social Organizations (includes Professional and Worker Organizations,
Service and Philanthropic Organizations, Social and Affiliation
Organizations)

Social Web - Facebook (includes Facebook Apps, Facebook Chat,
Facebook Commenting, Facebook Events, Facebook Friends, Facebook
Games, Facebook Groups, Facebook Mail, Facebook Photo Upload,
Facebook Posting, Facebook Questions, Facebook Video Upload)

Social Web - LinkedIn (includes LinkedIn Connections, LinkedIn Jobs,
LinkedIn Mail, LinkedIn Updates)
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Productivity Loss

Social Web - Twitter (includes Twitter Follow, Twitter Mail, Twitter
Posting)

Social Web - Various (includes Blog Commenting, Blog Posting,
Classifieds Posting)

Social Web - YouTube (includes YouTube Commenting, YouTube
Sharing, YouTube Video Upload)

Society and Lifestyles (includes Alcohol and Tobacco, Blogs and Personal
Sites, Gay or Lesbian or Bisexual Interest, Hobbies, Personals and Dating,
Restaurants and Dining, Social Networking)

Special Events

Sports (includes Sport Hunting and Gun Clubs)
Travel

Vehicles

Super Administrators can change the categories assigned to each risk class on the
Settings > General > Risk Class page (see Assigning categories to risk classes, page
390).

Security protocol groups
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In addition to the Security and Extended Protection categories, there are 2 protocol
groups intended to help detect and protect against spyware and malicious code or
content transmitted over the Internet.

The Malicious Traffic protocol group includes the Bot Networks protocol, aimed
at blocking command-and-control traffic generated by a bot attempting to connect
with a botnet for malicious purposes.

The Malicious Traffic (Cannot block) protocol group is used to identify traffic
that may be associated with malicious software.

m  Email-Borne Worms tracks outbound SMTP traffic that may be generated by
an email-based worm attack.

m  Other tracks inbound and outbound traffic suspected of connection with
malicious applications.

The Malicious Traffic protocol group is blocked by default, and can be configured
within your protocol filters (see Editing a protocol filter, page 47). The Malicious
Traffic (Cannot block) protocols can be logged for reporting, but no other action can
be applied.
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Actions
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Category and protocol filters assign an action to each category or protocol. This is the
action that web protection components take in response to a client’s Internet request.
The actions that apply to both categories and protocols are:

Block the request. Users receive a block page or block message, and are not able
to view the site or use the Internet application.

Permit the request. Users can view the site or use the Internet application.

Evaluate current Bandwidth usage before blocking or permitting the request.
When this action is enabled, and bandwidth usage reaches a specified threshold,
further Internet requests for a specific category or protocol are blocked. See Using
Bandwidth Optimizer to manage bandwidth, page 265.

Additional actions can be applied only to categories.

Confirm—Users receive a block page, asking them to confirm that the site is
being accessed for business purposes. If a user clicks Continue, she can view the
site.

Clicking Continue starts a timer. During the configured time period (60 seconds
by default), the user can visit other sites in Confirm categories without receiving
another block page. Once the time period ends, browsing to any other Confirm
site results in another block page.

The default time can be changed on the Settings > General > Filtering page.

Quota—Users receive a block page, asking them whether to use quota time to
view the site. If a user clicks Use Quota Time, he can view the site.

Clicking Use Quota Time starts two timers: a quota session timer and a total quota
allocation timer.

m Ifthe user requests additional quota sites during a default session period (10
minutes by default), he can visit those sites without receiving another block
page.

m  Total quota time is allocated on a daily basis. Once it is used up, each client
must wait until the next day to access sites in quota categories. The default
daily quota allocation (60 minutes by default) is set on the Settings >
General > Filtering page. Daily quota allocations can also be granted to
clients on an individual basis. See Using quota time to limit Internet access,
page 41, for more information.

Important

0 In multiple Filtering Service deployments, State Server is
required for correct application of the Confirm and Quota
actions. See Policy Server, Filtering Service, and State
Server, page 369, for more information.
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e Block Keywords: When you define keywords and enable keyword blocking,
users requesting a site whose URL contains a blocked keyword are not allowed to
access the site. See Keyword-based policy enforcement, page 253.

e Block File Types: When file type blocking is enabled, users attempting to
download a file whose type is blocked receive a block page, and the file is not
downloaded. See Managing traffic based on file type, page 267.

Using quota time to limit Internet access
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When a user clicks Use Quota Time, she can view sites in any quota category until the
quota session ends. The default quota session time (configured via the Settings >
General > Filtering page) is 10 minutes.

Once the quota session ends, a request for a quota site results in another quota block
message. Users who have not depleted their daily quota allocation can start a new
quota session.

Once quota time is configured, Filtering Service uses a priority list to determine how
to respond when a user requests a site in a quota category. It looks for quota time
configured for:

The user
2. The computer or network client

Groups to which the user belongs

If a user is a member of multiple groups, quota time is allotted according to the
Use most restrictive group policy setting on the Settings > General > Filtering
page (see Configuring filtering settings, page 50).

4. Default quota time

Internet applets, such as Java or Flash applets, may not respond as expected to quota
time restrictions. Even if it is accessed from a quota-restricted site, an applet that runs
within the browser can continue running beyond the configured quota session time.

This is because such applets are downloaded completely to a client machine and run
just like applications, without communicating back to the original host server. If the
user clicks the browser’s Refresh button, however, Filtering Service sees the
communication, then blocks the request according to applicable quota restrictions.

Search filtering
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Search filtering is a feature offered by some search engines that helps to limit the
number of inappropriate search results displayed to users.

Ordinarily, Internet search engine results may include thumbnail images associated
with sites matching the search criteria. If those thumbnails are associated with blocked
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sites, your web protection software prevents users from accessing the full site, but
does not prevent the search engine from displaying the image.

When you enable search filtering, search engine feature stops thumbnail images
associated with blocked sites from being displayed in search results.

Forcepoint maintains a database of search engines with search filtering capabilities.
When a search engine is added to or removed from the database, an alert is generated
(see Alerting, page 379).

Search filtering is activated via the Web > Settings > General > Filtering page in the
TRITON Manager. See Configuring filtering settings, page 50, for more information.

Working with filters
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Related topics:

® Managing access to categories and protocols, page 32
® WWeb Protection Policies, page 73

e Creating a category filter, page 43

e (Creating a protocol filter, page 46

e Creating a limited access filter, page 243

Use the Policy Management > Filters page to view, create, and modify category,
protocol, and limited access filters.

The Filters page is divided into 3 main sections:

e Category Filters determine which categories to block and permit.
e Protocol Filters determine which non-HTTP protocols to block and permit.

Although Network Agent must be installed to enable full protocol-based policy
enforcement, with TRITON AP-WEB, Content Gateway can manage non-HTTP
protocols that tunnel over HTTP ports. See Configuring tunneled protocol
detection, page 92, for more information.

The hybrid service does not provide protocol-based policy enforcement.
e Limited Access Filters define a restrictive list of permitted websites (see
Restricting users to a defined list of URLs, page 242).

Category, protocol, and limited access filters form the building blocks of policies.
Each policy is made up of at least one category or limited access filter, and one
protocol filter, applied to selected clients on a specific schedule.

e To review or edit an existing category, protocol, or limited access filter, click the
filter name. For more information, see:

m  FEditing a category filter, page 44
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m  FEditing a protocol filter, page 47
m  FEditing a limited access filter, page 244

e To create a new category, protocol, or limited access filter, click Add. For more
information, see:

m  Creating a category filter, page 43

m  Creating a protocol filter, page 46

m  Creating a limited access filter, page 243
To duplicate an existing filter, mark the check box next to the filter name, and then
click Copy. The copy is given the name of the original filter with a number appended

for uniqueness, and then added to the list of filters. Edit the copy just as you would
any other filter.

If you have created delegated administration roles (see Delegated Administration and
Reporting, page 315), Super Administrators can copy filters that they have created to
other roles for use by delegated administrators.

To copy filters to another role, first mark the check box next to the filter name, and
then click Copy to Role. See Copying filters and policies to roles, page 246, for more
information.

Creating a category filter
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Related topics:

e  Working with filters, page 42

e [diting a category filter, page 44

®  When a category or protocol is blocked, page 33

Use the Policy Management > Filters > Add Category Filter page to create a new
category filter. You can work from a predefined template, or make a copy of an
existing category filter to use as the basis for the new filter.

1. Enter a unique Filter name. The name must be between 1 and 50 characters long,
and cannot include any of the following characters:
*<>{}~!$%&@#."|\&+=?/;:,
Filter names can include spaces, dashes, and apostrophes.

2. Enter a short Description of the filter. This description appears next to the filter
name in the Category Filters section of the Filters page, and should explain the
filter’s purpose.

The character restrictions that apply to filter names also apply to descriptions,
with 2 exceptions: descriptions can include periods (.) and comma