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Register App and Retrieve Credentials 
To set up scans with Azure AD (MS Entra ID) you will need to provide your client ID, client secret, and tenant ID. 

Use the following steps to register the app with Microsoft Entra ID: 

1. Go to https://portal.azure.com/#home. 

2. Go to Azure Home > Microsoft Entra ID. 

 

Figure 1.  

3. In the left panel select App Registrations. 

4. Select + New registration.  
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Figure 2.  

5. Enter a meaningful name. 

6. Select New registration and click on Register. 

 

Figure 3.  

7. In the left panel select API Permissions > + Add a permission. 
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Figure 4.  

8. Select Microsoft Graph > Application Permissions. 

 

Figure 5.  

9. Search and add the following permissions: 

• AppRoleAssignment.ReadWrite.All 
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• AuditLog.Read.All 

• Directory.Read.All 

• Group.Read.All 

• GroupMember.Read.All 

• User.ManageIdentities.All 

• User.Read.All 

• UserAuthenticationMethod.Read.All 

For example: AppRoleAssignment.ReadWrite.All 

 

Figure 6.  

The Delegated Permission User. Read should already be applied, if not add it as well. 

Your final set of permissions should look like below: 
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Figure 7.  

10. Once the permissions are added select Grant admin consent > Yes. 

11. On the left panel select Certificates & secrets. 

12. Select + New client secret. 

 

Figure 8.  
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13. Give it a meaningful description, use recommended expiration or per your organisation’s guidelines. 

14. Select Add. 

 

Figure 9.  

15. Copy the Client Secret Value.  

 

Figure 10.  
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16. In the left panel, select Overview 

Here you can copy the Application and Directory IDs 

 

Figure 11.  

Add the copied string to the Azure AD connector modal window in Forcepoint DSPM UI to save and start a 
new user and group scan. 

Note: 

o Client Secret = The Value NOT the Secret ID (Client Secret Value in the UI) 

o Tenant ID = Directory (tenant) ID 

o Application ID = Application (client) ID 
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About Forcepoint 
 
Forcepoint simplifies security for global businesses and 
governments. Forcepoint’s all-in-one, truly cloud-native platform 
makes it easy to adopt Zero Trust and prevent the theft or loss 
of sensitive data and intellectual property no matter where 
people are working. Based in Austin, Texas, Forcepoint creates 
safe, trusted environments for customers and their employees 
in more than 150 countries. Engage with Forcepoint on 
www.forcepoint.com, Twitter and LinkedIn. 
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