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Register App and Retrieve Credentials

To set up scans with Azure AD (MS Entra ID) you will need to provide your client ID, client secret, and tenant ID.
Use the following steps to register the app with Microsoft Entra ID:

1. Go to https:/Iportal.azure.com/#home.

2. Go to Azure Home > Microsoft Entra ID.

= : - 5 admin@dcoetzeeadmin.. @

Azure services

mnm —
- e (o]

_’I_ o L vy —_ o O\ _)
Create a Microsoft Entra App Users Subscriptions Storage Tenant Microsoft Virtual More services
resource ] registrations accounts properties. Purview.. machines

Resources

Recent  Favorite

Name Type Last Viewed

(Disabled) Azure subscription 1 Subscription 5 hours ago
= testconnector1234 Storage account 24 hours ago
= csa10032000¢7710a6f Storage account 2 weeks ago
(%) cloud-shell-storage-northeurope Resource group a month ago
- qradarsmarttech Storage account a month ago
() smart-tech Resource group a month ago
(%) ArchLinuxTest_group Resource group 3 months ago
(%) NetworkWatcherRG Resource group 3 months ago
2 smant-tech Event Hubs Namespace 3 months ago
ZE smart-tech-Central-US Event Hubs Namespace 3 months ago
EZ smart-tech-uk-west Event Hubs Namespace 3 months ago
T4 smart-tech-uae-north Event Hubs Namespace 3 months ago
Seeall

Figure 1.

3. Inthe left panel select App Registrations.

4. Select + New registration.
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Home > Visibility Blockchain Limited

Visibility Blockchain Limited | App registrations » - X

Microsoft Entra ID
« @ Endpoints ¢~ Troubleshooting () Refresh - Download [l Preview features A7 Got feedback?

© Overview

3 Preview features
@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directary Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide

# Diagnose and solve problems technical support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft

Graph.

Manage
A Users All applications ‘Owned applications  Deleted applications
£ Groups s

O Start typing a display name or application (client) ID to filter these ... "7 Add filters
€5 External Identities
4. Roles and administrators 26 applications found
& Administrative units Display name T Application (client) ID Createdon Ty  Certificates & secrets

% Delegated admin partners
2 Enterprise applications

Devices

App registrations

9

(&) Identity Governance

¥ Application proxy

[ Custom security attributes

% Licenses

@ Cross-tenant synchronization

4 Microsoft Entra Connect

5. Enter a meaningful name.

Figure 2.

6. Select New registration and click on Register.

£ Search resources, services, and dacs (G+/) admin@dcoetzeead

ity in Limited | App regi: i >

Register an application P

Home > Vi

* Name

The user-facing display name for this application (this can be changed later)

| New Azure AD Scan v

Supported account types

Who can use this application or access this API?
(®) Accounts in this organizational directory only (Visibility Blockchain Limited only - Single tenant)
(O Accounts in any organizational directory (Any Microsoft Entra D tenant - Multitenant)

(O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarias.

Select a platform + | [ eg. https//example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies 7

Figure 3.

7. Inthe left panel select APl Permissions > + Add a permission.
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Home > Visibility Blockchain Limited | App registrations > New Azure AD Scan

- New Azure AD Scan | APl permissions = - X
« O refresh | & Gotfeedback?

B Overview

& Quickstart

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the

« Integration assistant wvalue in your organization, or in organizations where this app will be used. Learn more

Manage Configured permissions

= Branding & properties Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

D Authentication all the permissions the application needs. Leam more about permissions and consent

Certificates & secrets -+ Add ape " Grant admin consent for Visibility Blockchain Limited

m N
1l Token configuration API / Permissions name Type Description Admin consent requ... Status

APl permissions |  Microsoft Graph (1) o
& Expose an API UserRead Delegated ~ Sign in and read user profile No o

App rales
42 Owners To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

&, Roles and administrators

[ Manifest

Support + Troubleshooting

2 Troubleshooting

£ New support request

Figure 4.

8. Select Microsoft Graph > Application Permissions.

i admin@dcoetzeead

Home > Visibility Blockchain Limited | App registrations > New Azure AD Scan Request API permissions X
- New Azure AD Scan | APl permissions =

LAl ARIS

¢ O P caeac | gy Mol Graph

https://graph.microsoftcom/ Docs (-

i Overview — - .
What type of permissions does your application require?
& Quickstart . i i ’
@ The “Admin consent required” colums Delegated permissions Application permissions
# Integration assistant value in your organization, or in orgar
) Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.
Mana -
9 Configured permissions
2 Branding & properties Applications are authorized to call APls Wt Select permissions expand all
2 Authentication all the the n needs.

O Start typing a permission to filter these results

" . |

Certificates & secrets -+ Add apermission /" Grant admir Permission Admin consent required
1I!" Token configuration API / Permissions name Tyr

o > AccessReview
= APl permissions v Microsoft Graph (1)
@ Expose an AP UserRead Del > Acronym
FL App roles
N > AdministrativeUnit
&2 Owners To view and manage consented permissio
4. Rales and administrators > AgreementAcceptance
il Manifest
> Agreement
Support + Troubleshooting
2 Troubleshooting > APiConnectors
2 New support request
[ Add permissions || Discard |

Figure 5.

9. Search and add the following permissions:

e AppRoleAssignment.ReadWrite.All
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e AuditLog.Read.All
e Directory.Read.All
e Group.Read.All
e  GroupMember.Read.All
o User.Manageldentities.All
e User.Read.All
e UserAuthenticationMethod.Read.All
For example: AppRoleAssignment.ReadWrite.All

— ) 5 a7 admin@dcoetzeeadmin... @

Home > Visibility Blockchain Limited | App registrations > New Azure AD Scan Request API permiSSions x
- New Azure AD Scan | APl permissions =

< All APIs

£ Search « () Refresh | 2 Got feedback? @ Microsoft Graph
httpsy//graph.microsoft.com/ Docs -7
i Overview
What type of permissions does your application require?
& Quickstart

B i} “‘f [Acojochsent g e ACORIN Delegated permissions Application permissions
#  Integration assistant wvalue in your organization, or in orgar i e . )
Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a

signed-in user.

Manage

Configured permissions
=2 Branding & properties

Applications are authorized to call APls wt ~ Select permissions expand al
2 Authentication all the permissions the application needs. ‘ A o
pproleassig x
Certificates & secrets + Add a permission ~* Grant admir Permission Admin consent required
1l Token configuration API / Permissions name Tyt

i ~ AppRoleAssignment (1)
o G =2 “ Micrasaft Graph (1)

& Expose an API User Read e HE AppRoleAssignment.ReadWrite All (0
Manage app permission grants and app role assignments

Yes
f App roles
& Owners To view and manage consented permissio
&. Roles and administrators

I Manifest

Support + Troubleshooting

& Troubleshooting

I New support request

Figure 6.
The Delegated Permission User. Read should already be applied, if not add it as well.

Your final set of permissions should look like below:
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i admin@dcoetzeeadmi

Home > bility Blockchain Limited | App registrations > New Azure AD Scan

. New Azure AD Scan | API permissions  # - X
5 Search « O Refresh b? Got feedback?

B Overview A You are editing permission(s) ta your application, users will have to consent even if they've already done so previously.

& Quickstart

#  Integration assistant Configured permissions

Manage Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

B2 Branding & properties

3 Authentication + Add a permission | ~ Grant admin consent for Visibility Blockchain Limited

Certificates & secrets APl / Permissions name Type Description Admin consent requ... Status
1I' Token configuration * Microsoft Graph (9) o
- API permissions AppRoleAssignment ReadWrite, Application Manage app permission grants and app role assignments  Yes A Not granted for Visibilit_ ===
& Expose an API AuditLog.Read All Application  Read all audit log data Yes A\ Not granted for Visibilit  ++=
App roles Directory.Read All Application  Read directory data Yes A Not granted for Visibili_ ++=
2 Owners Group Read All Application  Read all groups Yes A Not granted for Visiilit_| ===
G M Read All i Not granted for Visibilit_ ++
&, Roles and administrators roupMember.Read. Application Read all group memberships Yes A gt 3
User.Manageldentities All lication  Manage all users' identities Yes A\ Not granted for Visibilit  =+=
[l Manifest o ApP 9
UserRead Delegated  Sign in and read user profile No e
Support + Troubleshooting .
User.Read Al Application  Read all users' full profiles Yes A Not granted for Visibilit_
2 Troubleshooting o
UserAuthenticationMethod Reac  Application  Read all users’ authentication methods Yes A Mot granted for Visibilit_ *+=

i New support request

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
Figure 7.

10. Once the permissions are added select Grant admin consent > Yes.
11. On the left panel select Certificates & secrets.

12. Select + New client secret.

Search i ind docs (G n@dcoetzeead:

Home > Visibility Blockchain Limited | App registrations > New Azure AD Scan

New Azure AD Scan | Certificates & secrets = - X
B Overview
& Quickstart Credentials enable ions to identify th to the authentication service when receiving tokens at a web addressable location {using an HTTPS

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
#" Integration assistant

Manage
@ Application registration certificates, secrets and federated credentials can be found i the tabs below.

= Branding & properties

Authenticati
D Authentication Certificates (0)  Client secrets ()  Federated credentials (0)

Certificates & secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password
{I' Token configuration

= APl permissions

& Expose an AP Description Expires Value @ Secret ID
& App roles No client secrets have been created for this application.
s Owners

& Roles and administrators

I Manifest

Support + Troubleshooting

£ Troubleshooting

s New support request

Figure 8.
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13. Give it a meaningful description, use recommended expiration or per your organisation’s guidelines.
14. Select Add.

i admin@dcoetzeeadmi

Home > Visibility Blockchain Limited | App registrations > Mew Azure AD Scan Add a client secret %
New Azure AD Scan | Certificates & secrets =

Description | Mew AAD Scan |
£ Search « A7 Got feedback?
) Expires Recommended: 180 days (6 months) e I
B Overview
& Quickstart Credentials enable i ions to identify to the authentication s

scheme). For a higher level of assurance, we recommend using a certificate (instead of a ¢

# Integration assistant

Manage
@ Application registration certificates, secrets and federated credentials can be found in the

= Branding & properties
D Authentication Centificates (0)  Client seerets (0)  Federated credentials (0)

Certificates & secrets

A secret string that the application uses te prove its identity when requesting a token. A
m

il Token configuration

- APl permissions + New client secret

@ Expose an API Description Expires Value @
T hoproles Mo client secrets have been created for this application,

2 Owners

il Roles and administrators

[ Manifest

Support + Troubleshooting
ﬁ Troubleshooting

I New support request

Figure 9.

15. Copy the Client Secret Value.

. A i admin@dcoetzeeadmil
Home > Visibility in Limited | App r » New Azure AD Scan

New Azure AD Scan | Certificates & secrets = - *

Psearch |« A Gotfeedback?
B Overview
& Quickstart @ 6ot a second to give us some feedback? —

# Integration assistant
Credentials enable dentify to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential

= Branding & properties

D Authentication @ Application registration certificates, secrets and federated credentials can be found in the tabs below -

Centificates & secrets
11! Token configuration Cenrtificates (0)  Client secrets (1)  Federated credentials (0)
5 .

API permissions A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
@ Expose an API
" t New client secret
L App roles
2 Owners Description Expires Value 1 Secret ID

. New AAD Scai 25/08/2024 [is]
4. Roles and administrators e " /08/. v} W
B Manifest
Support + Troubleshooting
& Troubleshooting
2 New support request
Figure 10.
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16. In the left panel, select Overview
Here you can copy the Application and Directory IDs

= i i = @ o admin@dcoetzeeadmin.. @

Home > Visibility Blockehain Limited | App registrations >

12 New Azure AD Scan = - %
L

O Search * (1] Delete (3 Endpoints [E] Preview features

B ovenview ﬂ ‘Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =
& Quickstart
A Integration assistant [~ essentiats
Display name © New Azure AD Scan Client eredentials ¢ O certificate, 1 secret
Manage
| Application (client) ID E | Redirect URIs H- Redi R
= Branding & properties
Object ID Application ID URI : Add an Application |D URI
D Authentication
| Directory (tenant) ID E | Managed application in |... : New Azure AD Scan

Certificates & secrets Supported account types : My organization only

! Taoken canfiguration

5 AP permissions o ‘Welcome to the new and improved App registrations. Looking to learm how it's changed from App registrations (Legacy)? Learn more

®

Expose an AP
0 Starting June 30th, 2020 we will ne longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directary Graph. We will continue te

App roles provide technical suppert and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Micresoft Authentication Library (MSAL)
and Microsoft Graph. Leam more

&

43 Owners
4. Roles and administrators GetStarted  Documentation
I Manifest
. . . . . . "

Support + Troubleshooting Build your application with the Microsoft identity platform
ﬁ' Troubleshooting

The Microsoft identity platform is an authenti Service, oy e libraries, and ion management tools. You
I New support request can create modemn, standards-based authentication solutions, access and protect APls, and add sign-in for your users and

customers. Learn more)

Figure 11.

Add the copied string to the Azure AD connector modal window in Forcepoint DSPM Ul to save and start a
new user and group scan.

Note:

o Client Secret = The Value NOT the Secret ID (Client Secret Value in the Ul)
o Tenant ID = Directory (tenant) ID
o Application ID = Application (client) ID
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About Forcepoint

Forcepoint simplifies security for global businesses and
governments. Forcepoint’s all-in-one, truly cloud-native platform
makes it easy to adopt Zero Trust and prevent the theft or loss
of sensitive data and intellectual property no matter where
people are working. Based in Austin, Texas, Forcepoint creates
safe, trusted environments for customers and their employees
in more than 150 countries. Engage with Forcepoint on
www.forcepoint.com, Twitter and LinkedIn.
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