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Agenda

1. Deploy through the license portal.

Full registration command.

2. Rancher/K3s issues

k3s cheat-sheet

agent-edge not working.
flink-jobmanagerservice crashing.
Cluster paused/unpaused.
Labels

traefikpatch not applied.

support-tools chart.

3. Keycloak issues

Keycloak admin site ok but Ul not

Reset admin password.

4. Agentissues

Installation fails.
Generate installation logs.
Agent not connected to server.

Agent icon not appearing in taskbar.

Plugin not loading/Classification ribbon not visible.

Agent ribbon greyed out.
“Unexpected error when updating document.”
Platform Hub is not running.

Logs directories

Deploy through the License Portal

Portal URL: https://license-management.master.k3s.getvisibility.com/#/license-management/register

CUSTOMER

REGION

LICENCE TYPE

SEATS

EXPIRATION DATE
EVALUATION LICENCE
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o ORDER PROCESSOR EMAIL ADDRESS(ES)
e CC EMAIL ADDRESS(ES)
e CUSTOMER EMAIL (OPTIONAL)

Register a new deal

EXPIRATION DATE

3/26/2025

CC EMAIL

Figure 1.
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Confirmation Email

Dear Customer,
Thank you for purchasing our classification software suite.

Please find the licence registration code below. The command contains two parts: the first creates the cluster and starts the install and the
second notifies us that an installation is beginning.

read —p "selkrk MESSAGE FROM VENDOR SUPPORT sskeksricsk Please enter your email to receive 2 hours free Professional Services
to help with install and deployment. If you have any issues with the deployment please contact Forcepoint Support or
support@getvisibility. com seeessk MESSAGE FROM VENDOR SUPPORT ssstks: " user_email && kubectl apply -f
https://rancher.forcepointemea.k3s.getvisibility.com/v3/import/4qjjdvignxvfzp7jcpddSnqdSgzpzfBrnijf8rapliwjvivmflhindn c-
m-5cc4hven.yaml && curl -k —location “https://customer-
management.master.k3s.getvisibility.com/vl/updateClusterState/6eff6f6e-3e92-46c2-b901-5782153e4b667email=5user email"

Please refer to the product documentation to find:

« The technical prerequisites
« Commands for registering your licence
= Steps to download a copy of the software

We welcome you to our community and look forward to working with you.

Sincerely,

Figure 2.
Registration details:
Customer Name: marcostest2
Region: EMEA
Cluster Name: Geff6fée-marcostest2-22mar24
Licence Type: FOCUS
Seats: 150
Expiration Date: 2025-03-22T15:43:562
Evaluation Licence: No
Figure 3.

Applying Registration Command

Prompt for email.

© 2024 Forcepoint Proprietary
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® CustomerRegistrationBot APP 4:07 PM
S,

Customer started installation!

e Customer name: marcostest2

e Customer email:

e Cluster id: c-m-5cc4hven

e Cluster name: 6effé6fé6e-marcostest2-22mar24
e Region: EMEA

e Installation initiated on: 03/25/2024 16:07:32

Figure 4.

K3s Cheat-Sheet

e Kubectl get pods -A —retrieve information about all pods in all namespaces (local, default, cattle-system,
etc.)

e Kubectl getevents-A —retrieve information about events from all name spaces.
e Kubectl describes nodes —receive detailed information about each node in the cluster.
e Kubectl logs pod/$POD_NAME -n SNAMESPACE_NAME —retrieve logs from a specific pod.

e Jjournalctl-u k3s --since "7 days ago” --no-tail > /tmp/k3s.log —logs from k3s
service. Information about startupof k3s service, errorsor warningsduring operation, events related to
Kubernetes components and other relevant system messages.

Pods, events, and logs can be retrieved from Rancher as well. Let's see how!

Agent-Edge not Working - Symptoms

Console Source
= | Forcopoint bata viswiy S+ poaivics (€ Pleasereloadthe pageand ryagain 6d | MokbE R

iing || Media Wasm || Other

© o es locked requests

W Installation v

(U] A Agent Configuration
svstem v3
Download
This page applies only to 3.x
versions of Agent.
(v} e We help companies secure their X ders Response Initiator  Timing  Cookies
PLUGINS data using classification levels, auth?client_id=dashboard&redirect_uri=h... v General
compliance tags and interaction = atallton =
X rules. These combine to restrict Request URL: https://10.30.425/agent-edge/configurati
Activity e S ) runtime.93494674¢1c1c71e.js =
= documents and emails containing Materialicons-Regularwoff2 Request Method: GET
MAGROS AR sensitive information. 7] Materialicons-Regular.tf Status Code: 404 Not Found
material-icons.css Remote Address: 10.30.4.25:443
7 styles.96e5224311a96eed css Referrer Policy: strict-origin-when-cross-origin
) token
Configuration Materialicons-Outlined.woff2 paResponsE Beaters
“Import lato-regular-latin 712a{93da0543024woffz | Content-Length: 19
] lato-bold-latin.d6762d29244a753awoff2 | Content-Type: textjplain; charset=uti-8

Use this option to
migrate your existing material-symbols-outlined.bb2683a3c71f..  Date:
configuration from a ) config.json X-Content-Type-Options:  nosniff
JSON file:

e v Request Headers
) features
logo-enterprise.png B y: 10.30.4.25
) i GET
VE‘xpert e e Jagent-edgefconfiguration
 Usercustom settings if configuration ] : g g i

Tue, 26 Mar 2024 17:11:10 GMT

yolwant to change all et ""0? ) ‘
possible security and % o hete g Accept: applicationfison, text/plain, */*
interaction rules across < el Accept-Encoding: gzin, defiate, b, zstd
the features provided. - udliea ot Accept-Language: en-US,en;q=0.9

© data:image/svg+xml;.. thoraatn: S

Figure 5.
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Relevant PlatformHublogs (Agent’s perspective):

03/26/2024 17:21:02.601 [T10\AgentEdgeConnectivityManager.HandleConnectionAbortion] [OfficeVersionNumber:
16.0.17328.20184, OfficeVersionName: O365ProPlusRetail] [CpuCores: 4] [TotalMemory: 15.65GB] INFORMATION:
Connection was aborted: Grpc.Core.RpcException: Status(StatusCode="Unimplemented", Detail="Bad
gRPCresponse. HTTP status code: 404")

Agent-Edge not Working - Troubleshoot

Rancher

e Check deployment
e Check pod logs
Collect info and create a ticket with GV Support.

flink-jobmanager Service Enters crashloopback State - Symptoms
e Agent doesn’t receive suggestions
e Platform Hub logs (agent point of view)

o 03/26/2024 17:35:58.523 [ T3\ConfigurationListener.Start] [OfficeVersionNumber:
16.0.17328.20184, OfficeVersionName: O365ProPlusRetail] [CpuCores: 4] [TotalMemory:
15.65GB] WARNING: Error occuredin ConfigurationListener: Grpc.Core.RpcException:
Status(StatusCode="Unknown", Detail="Application error processing RPC")

o At
Grpc.Net.Client.Internal.HttpContentClientStreamReader'2.MoveNextCore(CancellationTokenca
ncellationToken)

o at
GVClient.Application.Hub.AgentsEdge.Components.ConfigurationListener.Start(CancellationTok
encancellationToken, Calllnvokercalllnvoker) in D:\a\office-classifier\office-
classifier\GVClient\3.Application\GVClient.Application.Hub\AgentsEdge\Components\Configurati
onListener.cs:line42

o 03/26/2024 17:35:58.523 [ T3\ConfigurationListener.Start] [OfficeVersionNumber:
16.0.17328.20184, OfficeVersionName: O365ProPlusRetail] [CpuCores: 4] [TotalMemory:
15.65GB] INFORMATION: Waiting some time before restarting configuration listener...

flink-jobmanagerservice enters crashloopback State - Troubleshoot

Rancher

e  Check deployment
e Check pod logs
Collect info and create a ticket with GV Support.

Cluster Paused/Unpaused
Rancher —Hamburger menu —Continuous delivery —Clusters —cluster_name

A paused cluster will essentially not receive updates when GV releases them. GV releases updates (new versions of

© 2024 Forcepoint Proprietary
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the product) every 1 or 2 weeks that can affect several deployments (pods).

In this process, what usually happens is that the affected deployment deploys a new pod(s), and after this(these)
is(are) completed and running healthy, the old ones are terminated.

All other functionalities are still there.

=  Continuous Delivery fleet-default

Dashboard
Git Repos 4 Clusters

Cluster Groups - C Force Update 1selected marcos

Advanced
B State Nodes Ready Repos Ready Resources LastSeen © Age

7 1 6minsago 1day

1 1dayago Sdays

Figure 6.

Labels
Rancher —-Hamburger menu —Continuous delivery —Clusters —cluster_name—three dots —Edit Config

If the deployment was deployed correctly, all labels should be fine. But sometimes there could be spelling mistakes
for the manually entered ones or the product type needs to be changed.

= Continuous Delivery fleet-default

Dashboard
GitRepos Clusters

marcos

Cluster Groups 11 Pause O Force Update. ') Change workspace & Download YAML | 1 selected

Advanced
Nodes Ready Repos Ready Resources LastSeen . Age

1 2 2 mins

|1 Pause
Y 2 1 day| © Force Update
) Change workspace
\ Edit Config
& Edit YAML

& Download YAML

Figure 7.

Labels Issues - Symptoms

e Several deployments missing. Normally an enterprise deployment has ~75 pods, an error in label could
show ~40 pods in Ranceror kubectlget pods A

e 404 on dashboard AND keycloakadmin page
e Agent not connecting to the backend

Relevant missing deployments:

e agent-edge (hence the 404 in dashboard)

© 2024 Forcepoint Proprietary
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e classification-tags

e classifier-focus

e classifier-synergy

e connector-generic (and others)
e dashboard (hence 404 as well)
o fleet-agent

e flink(both)

e scan-data-manager

e scan-manager

e And more!

Labels Issues — Symptoms — Fix

=  Continuous Delivery fleet-default

Dashboard

6effé6fée-marcostest2-22mar24

Warkspace: Age: 1day

Git Repos

Cluster Groups

Advanced

Labels
Key/value pairs that are attached to objects which specify identifying attributes.
KeyB Value

cluster_name: 6efféfée-marcostest2-22mar24

cluster_reseller forcepoint

environment product

objectset.rio.cattle.io/hash 8571be0f9439991d0587b58 38891180f43fc127

product enterprise

provider.cattle.io k3s

Figure 8.

traefikpatch not Applied — Symptoms

e 404 on keycloakadmin site

© 2024 Forcepoint Proprietary
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€ > C o Hp5://10.30.4.36/auth/ad!

404 page not found

Figure 9.

traefikpatch not Applied — Troubleshooting

e Check traefiklogs (search for ingress)

Btraefik-f75d47cab-grwéw (X) &

) ¢

Elements  Console  Sources N Performance  Memory.

Preserve log Disanle cache No throttiing ¥

Invert Hide data URLs (] Hide extension URLS

All [Fetch/XHR | (Doc | (88 |( 5 [ Font | Img | Media || Manifest |(WS | (Wasm | Other

Blocked response cookies
Big request rows

Overview

oms

Name

ad

Blocked requests (] 3rd-party requests
Group by frame
enshots

woms &0 0 soms  100ms

Preview Response Initiator  Timing
v General
Request URL:
Request Method:
Status Code:
Remote Address:

https:/f10.30.4.36/a thfacmin
GET

@ 404 Not Found
10.30.4.36:443

Referrer Policy: strict-origin-when-cross-origin

v Response Headers
Content-Length: 19

Content-Type: text/plain; charset=Ltf-8
Date:

X-Content-Type-Options:  nosniff

¥ Request Headers

authority: 1030436

method: GET

path: Jauth/admin

heme: htips

hccept: textjhtmi applicationxhtmi +xm, applica
tion/xmi;q=0.9,imagefavifimagefwebp
mage/apng[*ia=0 applicationsigned

20247 - :10:35. 877177 ZlZ £0327 12:10: 5 3778
wlalphal Ingressknute‘ failed to list %vlalphal.Ing
rce “ingressroutes” in API group “traefik,io" at the cluster

reflector.go:1

S, JD/Cllent -go@ve. ZB j/locls/cachelre
FensROlte T i o es s e A o e e e e e carsi ecac Lo

6!

ector.go

Fai’ ed to watch
ube-systen: traefik! cannot list

Wed, Mar 27 2024 12:10:38 pm We327 12:10:38.678174

traefikservices. traefik.i0 is forbidden: User "system:serviceaccount:kube-system:traefik" cannot list resource "traefikservices" in API group "traefik.io"

cluster scope

1 reflector.qo:424] k8s.io/client-go@v@.26.3/tools/cache/reflector.go:169: failed to List *vlalphal.TraefikService:

the |

2024-03-27T12:10:38.678357479Z £0327 12:10:38,678212

1 reflector.go:140] k8s.io/client-go@v0.26.3/tools/cache/reflector.go:169: Failed to watch

+vlalphal.TraefikService: failed to list *vlalphal.TraefikService: traefikservices.traefik.io is forbidden: User "system:serviceaccount:kube-system:traefik" cannot

list resource "traefikservices" in API group "traefik.io" at the cluster scope
o/client-go@v@.26.3/tools/cache/reflector.go:169: failed to list *vlalphal.MiddlewareTCP:
tkube-systen: traefik" cannot list resource "middlewaretcps" in APL group "traefik.io" at the

Wed, Mar 27 2024 12:10:43 pm W0327 12:10:43.067202 1 reflector.go:424] kss.
middlewaretcps.traefik.io is forbidden: User "system:serviceaccoun
cluster scope

Wed, Mar 27 2024 12:10:43 pm E0327 12:10:43.067610

1 reflector.go: 14

k8s.io/client-go@v.26.3/tools/cache/reflector.go:169: Failed to watch *vlalphal.MiddlewareTCP: failed to list

Suistoha M iddlewareTes widdlomontens. kraetik. fofds forhiadan: Usco eystensseryiceacealntrkiibe-oystent tras ikt amnat Lixt cespipe ot ewaretcit AP aroup

"tra t the cluster scope
Wed, Mar 27 2024 12:10:45 pn W327 12:10:49.604443
ingressrouteudps.traefik.io is forbidde
cluster scope
2024-03-27712:10:45.604607939Z E0327 12:10:45.604476

1 reflector.go:424] k8s.io/client-go@ve.26.3/tools/cache/reflector.go:169: failed to list *vlalphal.IngressRouteUDP:
ser "system:serviceaccount: kube-system:traefik" cannot list resource "ingressrouteudps” in API group "traefik.io" at the

1 reflector.go:140] ks.io/client-go@ve.26.3/tools/cache/reflector.go:169: Failed to watch

*vlalphal.IngressRouteUDP: failed to list svlalphal.lngresskouteUDP: ingressrouteudps.traefik.1o is forbidden: User “system:serviceaccount:kube-system:traefik" cannot

List resource "ingressrouteudps” in API group "traefik.ic" at the cluster scope

1 reflector.go:424] kBs.io/client-goevo.26.3/tools/cache/reflector.go:169: failed to list *vialphal.Middleware: middlewares.traefik.io is
User "system:serviceaccount:kube-system:traefik" cannot list resource "middlewares" in API group "traefik.io" at the cluster scope

reflector.go:140] k8s.io/client-go@vd.26.3/tools/cache/reflector.go:169: Failed t

Wed, Mar 27 2024 12:10:48 pm We327 1.
forbidden

2024-93-27T12: .0205650852 EQ327 12:10:48.020282

4
*vlalphal.Middleware: failed to list xvlalphal.Middleware: mmdlewares traefik.io is forbidden:

“middlevares" in API group “traefik.io" at the cluster scope

Figure 10.

traefikpatch not Applied — Fix

B serrstoemarcostest2-22mar2a

Cluster

Wortiods gv-support-tool-destructlve Update Step 2
v th ppworks

Apps 2 nux only

Service Discovery

Configure Values used by Helm that help define the App.
Storage

Policy EditOptions  Edit YAML Compare Changes

Monitoring

More Resources (None)

nup of agent entries

B Apply traefik pa

t Keycloak Admin pa

Figure 11.
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All Namespaces

Remove old agent entries
This will apply traefik patch

Leave empty toskip

Reset Keycloak admin password, it will be default password after reset
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e Or create a ticket with GV support
e traefik logs after applying the patch

e And keycloak site becomes accessible

Btraefik-6f9c5c49f6-8kfxg X) <
Wed, Mar 27 2024 12:16:21 pm time="2024-03-27T12:16:217" level=info msg="Configuration loaded from flags."

Figure 12.

Support Tools

e Support tools is a chart that provides quick access to troubleshooting tools
e |t can be installed from Apps —Charts and filtering for it
e Upon installation we will be able to choose from a series of predefined checks

e The most common ones are (from the Default tab, the rest of the tabs are more advanced and out of scope
for this training):

¢ Run generic system checks: it will give a summary of cpu/storage/inodes/memory/os-version
e Run kubectlget pods -A

e Run kubectlget events -A

e Retrieve v3 agent config from Consul

e Retrieve v4 agent config from ES

o After installation, two jobs will be created and to access the retrieved information. The information will be in
the logs of the job from default namespace.

Jobs m
L Download YAML @ Delete E -

State Name o Namespace Image Completions Duraton Restarts Age Health

(Active ) elastic-hooks default getvisibilipyfbackup:0.0.1 v1 1035 0 47 mins @ b

(CActive) gv-support-tool cattle-syst A masterk isibili pport-tools:0.1.6 171 23s o] 6mins L b v

(E:) Bv-support-tool default images.master.k3s. isibilit pport-tools:0.1.6 w1 6s ) 6 mins B b v

‘@; heim-install-traefik kube-system rancher/klipper-helm:v0.8.2-build20230815 1 27s i3 52 mins B hd

‘:El helm-install-traefik-crd kube-system rancher/klipper-helm:v0.8.2-build20230815 /1 23s o 52 mins O
Figure 13.
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Job: gv-support-tool (Active )
NamespadGZdefauli > Age: 9 mins  Pod Restarts: 0

Started: 9minsago  Duration: 6secs  Image: images.master.k3:

Labels: | controller-uid: 5ef12522-597-4df5-80a8-51904¢75ac8d  job-name : gv-support-tool

pport-tools:0.1.6

0

Annotations: Show 4 annotations
Runs
Successful Running
Conditions Recent Events Related Resources
& Download YAML ¥ Delete
State Name Image
((Completed ) gv-support-tool-4jwch images.masterk

Keycloak issues

Keycloakadmin site ok but Ul not -symptoms

Failed
Ready
pport-tools:0.1.6 o/l
Figure 14.

Restarts

0

P

10.42.0.62

When accessing https://server-ip/ui, an ‘Invalid parameter: redirect uri’ appears

-
i

© 2024 Forcepoint Proprietary
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Forcepoint Classification
Powered by Getvisibility

-

> Viewlogs

“\ Edit Config

® Edit YAML

& Clone

L Download YAML

@ Delete
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Keycloak Admin Site ok but Ul not -Fix

Add https://server-ip/* in Keycloak—gvrealm —Clients —Valid redirect URIs

@AKEYCL( (] admin ~
—
Clients > Client detgifs
dashboard ' openid Connect @ cnabled @ Action
Manage Clients are applications and services that can request authentication of a user:
Clients
Settings = Roles = Clientscopes  Sessions = Advanced
Client scopes —
Realm roles General Settings Jump to section
tee ClientID * ® dashboard
i
e eshboar General Settings
Groups
Sessions Name @ Dashboard Access settings
Events N
Description & Dashboard authenticat on client Capability config
z
Configure Login settings

. Aways displayinul @ Q) OfF
Realm settings

Logout settings

Authentication Access settings
Identity providers
Root URL (&) ${authBaseUrl}
User federation
Home URL ®
Valid redirect URIs @ https:/10.30.4.25/* [-]
" e

© Add valid redirect URIs

Figure 16.

Reset Admin Password

Rancher —Apps —Charts —GV - Support Tool Destructive

All Namespaces

Cluster

Workloads

GV - Support Tool Destructive “jInstall: Step 2
0.2

Change how the App works
Apps Linux only

Service Discovery

Configure Values used by Helm that help define the App.
Storage

Pdlicy Edit Options  Edit YAML Compare Changes

Monitoring

More Resources (None)

Remove old agent entries
This will apply traefik patch

Leave empty toskip

Reset Keycloak admin password, it will be default password after reset

Figure 17.
Or create a ticket with GV support.

Agent Issues
Installation Fails

If the installation of the agent fails abruptly, please check the following points:

e InstallerConfig.json has a typo
e Make sure there are no left overs from previous installations under C:\Program Files (x86)\GVClient\

e Try to restart the process explorer.exe

© 2024 Forcepoint Proprietary
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e Reboot after previous versions were removed

e Make sure the file installerConfig.json is not blocked->right-click -> Properties -> Unblock

# Getvisioility Classifier Setup = X

Getvisibility Classifier Setup Wizard
ended prematurely

Getvisibility Classifier Setup Wizard ended prematurdy
tecause of an error. Your system has not been modified. To
install this program at a later time, run Setup Wizard again.
Click the Finish button to exit the Setup Wizard.

Back Cancel

Figure 18.

Generate Installation Logs Command

AgentClassifier.4.0.5-Forcepoint-windows.msi /lv c:\install.log

Welcome to the Agent Classifier Setup
Wizard

The Setup Wizard allows you to change the way Agent
Classfier features are installed on your computer or to

remove it from your computer. Click Mext to continue or
Canczl to exit the Setup Wizard.

Figure 19.

© 2024 Forcepoint Proprietary
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.:-‘|

= | Local Disk (C:) Manage — | *
Home Share Drive Tools 5 e
» _ l—’l o % - @ 47 | E
4 L ¥
Pin to Quick Copy Paste _ =1 Mew  Properties Select
access 0 2 i # i
Clipboard Crganise Cpen
—
- v (’F.. ) v ‘ J} »p
S— ~
[&] Pictures o Mame
artitacts SWinREAgent
GVClient EFI
Logs PerfLogs
Logs Program Files
Program Files (x36)
E LI ProgramData
- 30 Objects Users
[ Desktop Window
£ Documents install.log
{ Downloads
= Downloads on Marcos:
J" Music
[&] Pictures
B videos
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Figure 20.

Agent not Connected to Server / Configuration not Available.

e Symptoms: ribbon greyed out; not receive suggestions; not receive config changes from the Ul

Main reasons:

e Wrong IP in the configuration —search PlatformHublogs for *AgentEdgeConnectivityManager’

e agent default user not configured in Keycloak — search PlatformHublogs for Grpc.Core.RpcException:

Status(StatusCode="Unauthenticated", Detail="JWT Token is null or malformed")
e agent-edge failing
o Network issues (endpoint doesn’t reach the server)
e No communication through port 443 —check with telnet
Agent Icon not Appearing in Taskbar
e Missing icon in taskbar is usually an indicator that the AgentUlIprocess is not running at all.
e  Symptoms: no pop upwindows at all.

e Main reasons: AgentUlprocess crashed —run manually from C:\Program Files (x86)\GVClient\app-
4.0.5\AgentUNGVClient.AgentUl.exe
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Plugins not Loading / Classification Ribbon not Visible

Main reasons:

e Ribbon suppressed in Agent Config

e Plugin is disabled under COM Add-ins

© 2024 Forcepoint
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Figure 21.

Ij‘ View and manage Microsoft Office Add-ins.

Add-ins

Name ~ Location

Active Application Add-ins

| Date powL C:\Program Files\Common Files\

Instant Messaging Contacts (English) 3 emman Files\,
Measurement Converter (Measurement Converter) ymmon Files\,
Telephone Number (XML) Program Files\Common Files\,
Visual Studio Toals for Office Design-Time Adaptor for Word  C:\Program Files (x86)\Microsoft

WordClassifier file://{...rdClassifier.vsto|vstolocal

Inactive Application Add-ins
OneNote Notes about Word Documents C:\Program Files\Microsoft Offic
rooka-word-plugin fi rd-Plugin.vsto|vstolocal

Time (XML)

Document Related Add-ins
Add-in: Date (XML)
Publisher: Microsoft Corporation
Compatibility: No compatibility information available
Location: \Program Files\Common Files\Microsoft Shared\Smart Tag\MOFL.DLL

Description: Additional actions specified in list description files,

Manage: | COM Add-ins

Figure 22.

Type

Action
Action
Action
Action
COM Add-in
COM Add-in

W Add-in
COM Add-in
Action




Forcepoint DSPM: GV Troubleshooting Training Forcepoint.com

Agent ribbon is greyed out

A greyed-out button is an indication that the plugin is loaded but classification is not available.
Main reasons:

e Plugin is disabled in Agent Config

e Platform Hub is not running/Agent Configuration not available.
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Figure 23.
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Figure 24.
“Unexpected error when updating document. Please contact support.”

When the Office Plugin (Word, Excel, Outlook, or PowerPoint) encounters an unexpected error while trying to update
the document, a generic error message will be shown to the user.

This will occur when there is a new, unhandled bug that has previously not been seen.

sification

v

Error

Unexpected error when updating document. Please contact support.

Information on the specific error can be found in the logs.

Figure 25.
Troubleshooting:

Search the log file for the relevant plugin (Word, Excel, Outlook, or PowerPoint) for either FATAL and/or Unhandled
exception when updating document to find the correct entry.

Figure 26.

Platform Hub is not Running
The Platform Hub is essential for the agent's functionality; without it, the entire product cannot operate properly.

Main reasons:

e .NET Framework not installed. It's essential that the machine has the following frameworks installed:
e .NET Framework 4.7.2 or higher
e .NET6.x.x

Note: look for ‘runtime’ versions (no SDK or Desktop Runtime)

Service Startup Type is misconfigured —set to Automatic (Delayed Start) or Automatic

© 2024 Forcepoint Proprietary
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Figure 27.

e %appdata%\OutlookClassifier\Logs

e 3%appdata%$\ExcelClassifier\Logs

e 2appdata%\GVClient.Powerpoint\Logs

e Sappdata%$\WordClassifier\Logs

Auto update logs:

C:\Windows\SysWOW64\config\systemprofile\AppData\Roaming\GVClient.AutoUpdateService.Wi

ndows\Logs
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About Forcepoint

Forcepoint simplifies security for global businesses and
governments. Forcepoint’s all-in-one, truly cloud-native platform
makes it easy to adopt Zero Trust and prevent the theft or loss
of sensitive data and intellectual property no matter where
people are working. Based in Austin, Texas, Forcepoint creates
safe, trusted environments for customers and their employees
in more than 150 countries. Engage with Forcepoint on
www.forcepoint.com, Twitter and LinkedIn.
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