Forcepoint Data Security
Posture Management

v3.204.1

Release Notes

rorcepoint

Forcepoint
April 23, 2024




Forcepoint Data Security Posture Management v3.204.1 | Release Notes Forcepoint.com

Table of Contents

R L
OVERVIEW OF NEW UPDATES BY FEATURE .......oooiirtnincscnnnmssssn s ssssss s s sassssss s sassassnsss sassassnsnnss

Y IR [0 S PO OPRPRUPPURIN
EXPLORE FILES PAGE ... ittt ettt ettt ettt ettt ettt eemt e e e et e e te e e s eeeemeeeamee e et e e e s eeeemeeeameeeamseeaseeeanseeamneeaneeanseeeaneean
MISCELLANEOUS / INTERNAL IMPROVEMENTS .....uttitttittesttesteesteesseesseesseessessseessessseasseesseessesssesssesssessssessssssessssssnssssessnsesssesnees
IMIULTIPLE BUG FIXES ...ttt ettt ettt ettt ettt ettt h e st a 442t e 48t £kt 4 4o bt 44 E 44 bt e h e e 4a bt 4o b e e ettt e ab bt e rmbe e e mbe e e beeennee s

FEATURE UPDATE DETALLS ...ttt ss s s sm e s s e e a e s e R R e ae e s e e n e ae s

AANALYTICS PAGE ..ttt ettt ettt ettt ettt e ettt oottt eea e e et e e et e e e eseeeemeeeamee e e eeeeeeeeemeeeamseeameeeamseeeameeeamneeamseeanseeeaseeeanseeanneeans
EXPLORE FILES PAGE ...ttt ettt a4t h ekt e 1o bt 44 b et 4 bt e h e oo R bt e ettt ettt e ahb e e rabe e st e e e be e e bt s

RESOLVED ISSUES ...ttt s s a s s e s SRR S RE SRR R AR RE SRR AR R AR RE SRR R R RE R e R bR R R e ne s

© 2024 Forcepoint Proprietary



Forcepoint Data Security Posture Management v3.204.1 | Release Notes Forcepoint.com

Summary

In this release, the team have made a number of incremental improvements across multiple areas of the product.
We've expanded the visibility of Externally Shared files by adding “box” as a connection type. We've added a new
search parameter in GQL to search for data sources when creating new widgets. And finally, we’ve improved our
GAQL searching abilities on the Explore Files page by adding the ability to search by Configuration ID.

In addition to these, the team have resolved a multitude of known bugs and issues on the platform, improving its
overall stability, all while reducing technical debt and improving internal testing abilities.

Overview of New Updates by Feature

Analytics
e When creating new widgets, you can now search Data Sources / Connectors as a parameter in GQL.
Explore Files Page
e Box has been added as a new connector type that supports the new “Is this file Externally Shared” functionality.
e Users can now use the GQL search term “Configuration ID” when searching for files in the Explore Files page.
Miscellaneous / Internal improvements
e Tech debt improvements: Revised and fixed all Java backend metrics.
e Internal testing improvements: Multiple end-to-end testing improvements.
Multiple Bug fixes

e See details below

Feature Update Details

Analytics Page

e We've added a new search parameter in GQL that allows a user to search by connected Data Sources. This is
helpful for the user as it allows them to configure new widgets on their analytics page to see data sources more
granularly. For instance, if | wanted to create a widget to have a complete picture of my Data Asset Inventory, |
can now create a widget that checks how many assets | have in Azure, Confluence, AWS, Google Drive, along
with my total number of connected assets.
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e To search by data sources, when creating a new widget, select “Connectors Dataset” in the Dataset dropdown
and filter by connector type.
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Explore Files Page

e We've added the data connector type “box” to the list of data connections that can view if a file has been
externally shared outside of their organisation. This is critical for users who have sensitive data stored in
their box account and want to be able to see if this data has been shared inappropriately outside of their
organisation. Also, it allows the user to see if any of their data is publicly exposed, for instance if a file can be
accessed by anyone outside their organisation using just a link to the file.

o We've added the ability for a user to search the Explore Files page by Configuration ID. This adds more
flexibility to our growing list of search terms using GQL.
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Figure 3.

Resolved Issues

e Explore Files: Fixed missing WebURL for confluence attachments

e GAQL: Fixed connectors dataset endpoint

e Analytics: Fixed margin between dataset controls

e Analytics: Fixed export columns format visual bug

e Analytics: Fixed incorrect fetch data signature

e Analytics: Fixed connectors GQL Endpoint

e Data Sources: Renamed Connectors to Data Sources

e PDF Generation: Updated the pdf generator to support connector dataset
e PDF Generation: Updated to use hash routing

o Detectors: Expanded the preview detector dialog box to make it more readable
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About Forcepoint

Forcepoint simplifies security for global businesses and
governments. Forcepoint’s all-in-one, truly cloud-native platform
makes it easy to adopt Zero Trust and prevent the theft or loss
of sensitive data and intellectual property no matter where
people are working. Based in Austin, Texas, Forcepoint creates
safe, trusted environments for customers and their employees
in more than 150 countries. Engage with Forcepoint on
www.forcepoint.com, Twitter and LinkedIn.
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