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Webhooks

A webhook is a method used in web development to enhance or modify the behavior of a web page or application through custom
callbacks. These callbacks are automated messages sent by applications when specific events occur. Triggered by events in a
source system, webhooks generate HTTP requests with payload data, which are sent to a destination system. Webhooks enable
real-time communication between different applications, allowing them to exchange data seamlessly and synchronize processes.
Developers, even if not affiliated with the originating application, can manage, and modify these callbacks. This event-driven
communication approach finds applications in various scenarios, enhancing automation and integration between different software
systems.

Using Webhooks in SIEM software

Webhooks are used by Security Information and Event Management (SIEM) software to enhance security monitoring and incident
response. SIEM tools integrate with webhooks to receive real-time event notifications from various sources, such as authentication
systems, cloud services, or other security tools. These notifications trigger automated actions in the SIEM, allowing it to detect and
respond to potential security threats promptly. Webhooks provide a seamless way to feed event data into SIEM systems,
enhancing threat detection, analysis, and reporting capabilities. This integration enables organizations to achieve more effective
and efficient security operations, as SIEM software can aggregate and correlate data from diverse sources to provide a
comprehensive view of the security landscape. The result is improved incident response and better protection against cyber
threats.

Logging Data Classification events with Pipedream into
Google Sheets

Pipedream is an integration platform designed for developers to connect APIs rapidly using a low-code approach. It allows users to
create workflows that integrate different applications, data sources, and APIs, without the need for extensive coding. Pipedream
facilitates event-driven automations by providing a hosted platform where users can develop and execute workflows that streamline
processes and automate tasks. With Pipedream, developers can build efficient connections between numerous services and
systems, reducing the need for manual intervention and accelerating development cycles. The platform offers open-source
connectors and supports multiple programming languages like Node.js, Python, Go, and Bash. Pipedream simplifies the integration
of disparate apps and enables developers to create effective workflows with ease, contributing to enhanced efficiency and
productivity in software development.

Workflow

In Connect APIs, Al, databases and more - Pipedream, a workflow is a sequence of steps that automate processes and connect
APls. Workflows make it easy to create and manage integrations, allowing developers to connect different applications, services,
and data sources. Workflows consist of steps that are executed in order, and they can include actions, code, and triggers. Triggers
define when a workflow is initiated, such as through HTTP requests or scheduled intervals. Each step in a workflow can perform
actions like connecting to APIs, manipulating data, and more. Pipedream enables users to create workflows with code-level control
when needed, and even offers a no-code approach for automation. Workflows in Pipedream simplify the automation of complex
tasks, integration of APIs, and the creation of event-driven processes.

1. Create first Trigger in Pipedream

Trigger is a fundamental concept that defines the initiation of a workflow. Triggers specify the type of event or condition
that starts the execution of a workflow. These events can include HTTP requests, data from external apps or services,
scheduled intervals, and more. When a trigger event occurs, the associated workflow is automatically initiated, and the
defined steps within the workflow are executed sequentially. For instance, you can set up a trigger to activate a workflow
when an HTTP request is received at a specific URL, allowing you to automate actions based on external events.
Pipedream's triggers enable developers to create dynamic and event-driven workflows that respond to various inputs
and conditions, enhancing automation and integration capabilities.
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a) Create your first trigger by using New HTTP/Webhook Requests option.

m Classification-Notification Draft i
trigger + Add more triggers H
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figure 1.

b) Click Save and Continue button.

m Classification-Notification Dt

& trigger + Add more tri

Event Data

= Full HTTP request s
Select the data to export and reference in future steps via the steps object
HTTP Response

= Return HTTP 200 OK =
Customize what happens when an HTTP request is made to this endpoint URL

Optional Fields

Filter favicon.ico Remove all favicon.ico requests

é o

figure 2.
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c)

Use the newly created URL when configuring a webhook.

m Classification-Notification Draft

Deploy H

0}'?\_;) trigger

The unique URL to trigger this workflow is:

https://eomtw8ztdkOqgdet.m.pipedream.net T

[ Generate Test Event ] [ See Code Examples ]

Action Required
Send an HTTP request to the URL above cr generate 3 test event. More

)

The selected event provides data for autccomplete and testing to help you build your workflow

figure 3.

2. Create Webhook in Data Classification

a)

Navigate to Administration > Webhooks.

1

b)

Awebhook is a distinctive feature that triggers a call to a specified APl endpoint when it detects 3 file that meets the given condition.

D
RN To set up a webhook, you need to specify a condition that will trigger the webhook and the endpoint to send a notification. Once you have defined the condition, the webhook
ING will continuously monitor the source and wait for the event to occur. When the event is detected, the webhook will send an HTTP request to the specified APl endpoint,
providing relevant data and information about the event that has occurred.
S
Name GQL Query Callback URL Status
MENT

o Showing 1o 20 of 1 entries < o »

&S

WEBHOOKS

g

figure 4.

To capture classification events, use the “flow=CLASSIFICATION” query.
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Create new Webhook

GQL Query @

| flow=CLASSIFICATION n

Callback URL @

‘ https://feomtw8ztdkOgdet.m.pipedream.net B

Name @

| pipedreanﬂ '@'

figure 5.

3. Startascan

a) Start a previously configured scan, in this example BOX.COM location.

(& GETVISIBILITY

e

CONNECTIONS

Box
Connection scans Taggingrules @
CIFS

Google Drive Add, adjust, or remove data sources. Initiate scanning or tagging on selected sources. Tailor your data management to your unique needs.

NEW 5CAN SHARE

LDAP

OneDrive

nnections by name n
SharePoint On-Premise

Name Path

SharePoint Online

hverma-accuracy-test ﬁ

(® Request connector

Showing 1 to 20 of 1 entries ¢ o b

figure 6.

4. An event reached out Pipedream.com!

a) We can continue with our workflow after first event reach out Pipedream workflow.
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9 .
@ trigger + Add more triggers H

Success
Reference exports in future steps via the ; steps; object

Exports
¥steps.trigger {2}
» context {15}
wevent {7}
method: POST
path: /
query {8}
client_ip: 54.228.22.38
url: https://eomtw8ztdk8qdet.m.pipedream.net/

» headers {5}

» body {25}
T

figure 7.

b) After configuring Pipedream to add rows to our test spreadsheet in Google , workflow is completed.
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Qel add_single_row ﬁ]

Google Sheets Account
I B mprzepiorka@getvisibility.com I 2 $
B Credentials are encrypted. Revoke anytime.

Spreadsheet 8

= Classification events 1smGVT3RL6ancgbmt3RelKBb_IGAVYYhKUtIURyTwz8g I

4

Sheet Mame 6

Does the fi rsgw of the sheet have headers?

If the first row of your document has headers we'll retrieve them to make it easy to enter the value for each column. @

L3

@ {{steps.triggerevent.body.source}} {{steps.trigger.eventbody.path}}  {{steps.trigger.eventbody.category}} f{{ste 3

Provide a value for each cell of the row. Google Sheets accepts strings, numbers and boolean values for each cell. To set a cell to an empty
value, pass an empty string.

Optional Fields

Drive Defaults to my prive . To select a Shared Drive instead, select it from this list.

Success
Added 1 row to Classification events (Sheetl!A1:M1). We detected something other than a string/number/boolean in at least ane of

the fields and automatically converted it to a string.

Exports Inputs Details

¥ steps.add_single row {2}

» Ssummary

¥ sreturn_value {5}
spreadsheetId: 1smGWT3RL6ancgbmt3ReIK8b_iGAVYYhKUtIURy7wzSg
updatedRange: Shestl!Al:Ml
updatedRows: 1
updatedColumns: 13
updatedCells: 13

Test ‘ V]

figure 8.

c) Now Deploy it and head over to the Sheet to check the action.
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Success
Added 1 row to Classification events (SheetllAl:M1), We detected something other than a string/number/boclean in at least one of
the fields and automatically converted it to a string.

Details

Exports Inputs

wsteps.add_single row {2}

» Ssummary

wireturn_value {5}
spreadsheetId: 1smGVT3RLGancqbmt3RelK8b_iGAVYYhKULIURy7wzBg
updatedRange: Sheet1!Al:M1
updatedRows: 1
updatedColumns: 132
updatedCells: 13

Test ‘ ~ } Deploy

figure 9.

Congrats!

You've successfully deployed your workfiow!
Check the event inspecter for more details.

figure 10.
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Result

The workflow is now completed and as a result out Sheet is being populated with classification events.

Al

Classification events

File

QA o c & F

A

Edit

fi box

- >
View Insert Format Data Tools Extensions Help
100% - | $ % 0 99 123 Defaul. v | — +|B I
B c D E F

All Files/accurac HR_Documents TRUE TRUE null png
All Files/accurac Financial_Docur TRUE FALSE null doc
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All Files/accurac Technical_Docur TRUE TRUE null txt

All Files/accurac Technical_Docur TRUE TRUE null doc
All Files/accurac Technical_Docur TRUE TRUE null et

All Files/accurac Technical_Docur FALSE FALSE null doc
All Files/accurac Technical_Docur TRUE TRUE null doc
All Files/accurac Technical_Docur TRUE TRUE null pdf
All Files/accurac Technical_Docur TRUE TRUE null doc
All Files/accurac Technical_Docur FALSE FALSE null doc
All Files/accurac Technical_Docur TRUE TRUE null doc
All Files/accurac Technical_Docur TRUE FALSE null pdf
All Files/accurac Technical_Docur TRUE TRUE null doc
All Files/accurac Technical_Docur TRUE TRUE null doc
All Files/accurac Technical_Docur TRUE TRUE null doc
All Files/accurac Technical_Docur TRUE TRUE null pdf
All Files/accurac Technical_Docur TRUE TRUE null et

All Files/accurac Technical_Docur FALSE FALSE null doc
All Files/accurac HR_Documents TRUE TRUE null xlsx
All Files/accurac Technical_Docur FALSE FALSE null doc
All Files/accurac Technical_Docur TRUE TRUE null pdf
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FALSE
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FALSE
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cv Intarnal 09604387153

Quotation/Pricin: Internal
Correspondence Internal
Quotation/Pricin; Internal
Proposal Internal

Specification/Blu Confidential
Specification/Blu Confidential
Specification/Blu Confidential
Specification/Blu Internal

Proposal Internal
Configuration  Internal
Proposal Internal
Proposal Internal
Proposal Internal
Agreement/Cont Internal
Proposal Internal
Proposal Internal
Proposal Internal
Proposal Internal
Proposal Internal
Proposal Internal
Specification/Blu Internal
Note/Log Internal
Timesheet Confidential
Agreement/Cont Internal
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06122632843
02674975912
05822838295

0.307586643
05777263958
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0.431917931
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0.4765425224
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