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Summary

Introducing Agent 4.1.x a significant update packed with exciting features, improvements, and bug fixes to enhance your user
experience. The main feature of this update is the ability to add visual labels to PDFs. Additionally, we're thrilled to introduce the Al
mismatch property, empowering administrators to promptly alert end users if they select a value different from suggested options.
With Agent 4.1.0, administrators gain enhanced control over updates, with the ability to selectively auto-update test machines prior
to organization-wide deployment. Moreover, we've streamlined our release process internally, ensuring swift and seamless delivery
of the agent to you.

We encourage you to upgrade to Agent 4.1.x today, gaining access to these new features and enhancements.

New Features for Agent 4.1.0

Visual Label on PDF

Up until now, administrators could only add metadata to PDFs, but with this latest update, they can now configure the addition of
visual label i.e. headers to PDF documents. This feature offers complete flexibility, allowing admins to decide whether they want
visual labels on PDFs or not, based on their specific needs. Refer to the video linked below for further details of configuration.

Al Mismatch Policy for Categorical and Binary tag types

Admins can configure the new Al mismatch property to notify end users when they select a value that deviates from suggested
options, whether higher or lower. Admins have full control, with the ability to configure the property to block, warn, or simply ignore
the discrepancy. Administrators can also set the percentage of suggestion confidence at which the policy is enforced, providing
tailored control over user interactions. This functionality extends across classification, distribution, and compliance, covering both
binary and categorical tags. Please refer to demo attached for details.

Enabling Beta auto-updates

With the enable beta version update property, administrators now have advanced control over the update process, allowing them to
strategically auto-update designated test machines before rolling out changes organization-wide. Administrators can now specify
machines to receive the Release Candidate (RC) agent, which serves as a beta version for thorough testing before the final
deployment across the organization. This selective approach ensures that any potential issues are identified and resolved before
widespread implementation, minimizing disruptions and maximizing the reliability of updates.

Bug-Fixes for Agent 4.1.0

—  SharePoint Online - Word Unexpected error when updating document issue

— Agent Installer: Retain current configuration when running upgrade manually

—  This will work only for upgrades starting from 4.1.0 and above

—  [PowerPoint plugin] when saving the file getting "Unhandled exception when updating document”

Demo for Agent 4.1.0: Agent 4.1.0 Featues .mkv

Contact support.forcepoint.com to install agent 4.1.0 or any additional details.

Hotfix

Agent 4.1.5

The list of issues resolved in this hotfix are:
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—

—

—

[Agent > Word Plugin] Export to PDF function overlaps header
[Agent > Excel/Outlook Plugin] Slowness on opening, classifying, saving, sending

[Agent] Installation rolls back (fails) if FIPS is enabled

Agent 4.1.6

The list of issues resolved in this hotfix are:

—

—

—

—

Agent activity dataset - fileName not populated for unsaved documents

Selected tag not being whitelisted to email/domain on the list

Outlook not reading the classification from PDF attachments

Slowness on opening, classifying, saving, sending

Right-click classification does not show already existing tags

False warning of non-whitelisted recipients on auto-classified emails until they are classified again
False warning of non-whitelisted recipients on manually classified emails until they are classified again
File name not showing until the file is re-opened

Excel takes much longer to save/classify when formulas are present

Excel - Classification throwing an exception for older files in specific scenarios

Word -s “Save as PDF” - Missing configurable metadata

De-escalation not working for Office and Outlook

Agent 4.1.7

The list of issues resolved in this hotfix are:

—

An undefined object identified in the tracingService which was causing minor stability issue.
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FO rcep0i nt About Forcepoint

forcepoint.com/contact Forcepoint is the leading user and data protection cybersecurity
company, entrusted to safeguard organizations while driving
digital transformation and growth. Forcepoint’s humanly attuned
solutions adapt in real-time to how people interact with data,
providing secure access while enabling employees to create
value. Based in Austin, Texas, Forcepoint creates safe, trusted
environments for thousands of customers worldwide.
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