Forcepoint

Forcepoint Data Visibility
Powered by GetVisibility

Sharepoint Scan Setup

rorcepoint

forcepoint.com

Forcepoint
4 November 2023
Forcepoint Proprietary




GetVisibility: Sharepoint Scan Setup forcepoint.com

Table of Contents

SHAREPOINT SCAN SETUP ....uuueiiiiiiiiiiismeeeiiiisssssssssesirisssssssssssseisssssssssssesssisassssssssssssissssssssssssseessssssssssssssssssssssnnsssssnssns 2
SHAREPOINT ONLINE WIZARDY ... e e et e e e e e e e e e e e e e e e e et e e e e e e e e e e e e e e e e e e e e e eeeaeeeeaaanes 2
SHAREPOINT ON-PREMISES WIZARD.........uuuttiiiieeeeeeeeeeee e e e e et e e et e e e e e s e et e eeaeeessae e eeeeaeeesssaasaeeeeassssaastareeaesessesrsaneaaaessas 12

© 2023 Forcepoint Forcepoint Proprietary 1



GetVisibility: Sharepoint Scan Setup forcepoint.com

Sharepoint Scan Setup

Figure 1: Connection Configuration page

Navigate to Administration > Connections > Sharepoint Connections.

1. Sharepoint Online Connection Wizard.
2. Sharepoint On-Premises Connection Wizard.

Sharepoint Online Wizard:

Sharepoint scan setup

Gain insights into the classifications of files on your
system.

To start with Sharepoint classification we need to configure
sites and folders to scan. Please click next to continue.

Figure 2: Sharepoint scan setup

3. Select Next.
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Steplof 4

Connection Details

Domain or FQDN:

Site URL:

Username:

Application (client) ID:

Client Secret Value:

Figure 3: Connection Details pane

1. The Sharepoint Domain address.

The Sharepoint Site URL.

A Sharepoint username that has access to the files you wish to scan.
Directory ID is used to to identify the root folder

Application ID is used to link the connectors.

Client Secret Value is used to verify the connector.

Enter the details that are available. If a connection has not been previously setup, details 4 and 5 will be generated.

© N o a0 &~ 0D

Select Next.
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Step2of 8

Registering the App

+ Login to Azure Portal
+ Choose your Azure Active Directory Tenant
+ Click on App Registration and Select New Registration
+ On the App Registration page enter the information below and click
Register button
> Name: Enter the app name that will be displayed to all users
s Supported account types: Select which accounts you would
like your application to support
s Redirect URIs: Select the type of app as Web and then enter
the redirect URI (or reply URL) as https:/localhost
» Add another URI: This is found in the Focus Ul as the
current address ending at ui. e.g.
https://123.432.345.32:999%/ui
« Back in Azure Portal, copy the Application (client) ID from the
Overview page and enter it in the text box below

Application (client) ID:

PREVIOUS

Figure 4: Registering the App

9. Follow the instructions to register the connector and copy the Directory (tenant) and Application (client) IDs.

© 2023 Forcepoint Forcepoint Proprietary
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10.

11.

Application (client) ID:

e

Home

App registrations =

@ Endpoints & Troubleshooting () Rrefresh & Download [& Preview features 27 Got feedback?

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support anc
will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph, Learn more

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only TN S = s o BN
O Accounts in any organizational directory e m g = E——,
() accounts in any organizational directory | “ | B B WE s Y ol E el BT = Bl G e B BN

O Personal Microsoft accounts only

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

Web ~ ] [ https://localhost \/J

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies !
| Register I
Figure 5: Application ID

Directory (tenant) ID:

Home » App registrations >

m GetvisiblityTest & ES
0 Search « Bl Delets Endpaints  [fs] Preview features
2 poi
B Overview
 Essentials
& Quickstart
Dhsplay name : GetwisibiityTest Client credentials : D certificate, 1 secret
#" Integration assistant
- Application (client) ID : a4Badcce-T2c9-4481-b563-291514ab84cT Redirect URls : Add a Redirect URI
Manage Object ID : Te51903a-c591-42ca-Bebb-6c79%e5ciabdc Application 1D UR; : Add an Application 1D LRI
B Buanding & properties Directory (tenant) ID : B2a45807-bbca-47a5-a626-8dd4812ea03 Managed application in | : GetvisiblityTest

D Authenbication Supported account types : My organization only

Coctiicates & esciun @ starting June 30th, 2020 we will no longer add any new features ta Azure Active Directory Authentication Library (ADAL) and Azuire AD Graph. We will continue to provide technical support and security updates

but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

| Token configuration

@ APl permissions :
Get Started  Documentation
@ Expose an APl I
BL App roles . . . . - . s
Build your application with the Microsoft identity platform
& Owners
2, Roles and administrators The Microsoft identity platform is an authentication service, open-source libraries, and application tools. You can ¢ ol
standards-based authentication sohutions, access and protect APls, and add sign-in for your users and customers.  Learn more®
M Manifest

Figure 6: Directory ID
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12. Client Secret Value:

Step 3 of 8

Generating a client secret for your app

In the Azure portal, in App registrations, select your application
Select Certificates & secrets > New client secret

Add a description for your client secret

Select an expiration for the secret or specify a custom lifetime
Client secret lifetime is limited to two years (24 months) or less. You
can't specify a custom lifetime longer than 24 months

Microsoft recommends that you set an expiration value of less than
12 months

Select Add

Record the secret's value for use in your client application code.
This secret value is never displayed again after you leave this page
Enter the secret value into the text box below

Client Secret Value:

Figure 7: Generating a client secret for your app

13. Follow the instructions:

Home » test-delete-later

‘ Add a client secret
test-delete-later | Certificates & secrets =

O Search |« &7 Got teedback?
B overview : .
Credentials enable confidential applications to identify themselves to th
& Quickstart scheme). For a higher level of assurance, w i
P Integration assistant 12 months
Manage @ 2oplication registration certificates, secrets and federated credentials 18 menths

B Branding & properties -

3 authentication Certificates (0) Client secrets (0) Federated credentials (0) Custom
I Certificates & secrats I A secret string that the application uses to prove its identity when reg

{ll Token configuration

& API permissions

Description Expires
& Expose an AP

B App roles Mo client secrets have been created for this applica
& Owners

dl. Roles and administrators

Hl manifest

support + Troubleshooting

& Troubleshooting

& MNew support request

Figure 8: Add a client secret
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14. Authenticate Connector:

Users can choose to optionally include sites.manage.all permission here for the tagging functionality.

Step 4 of 8

Getting API permissions to the app o

= In the Azure portal, in App registrations, select your application

» Select APl Permissions > Add a permission

+ Select Microsoft Graph = Application permissions and select the
following tick-box for scanning only:

Sites > Sites.Read.All

+ [f you wish to include the optional ability to write metadata tags to
files automatically using Getvisibility's ML select the following tick-
box:

o Sites > Sites.Manage.All
+ Select Add permissions
+ Once the permission is added, grant admin consent to it

PREVIOUS AUTHENTICATE

Figure 9: Getting APl permission to the app

15. Follow the instructions:

- GetvisiblityTest | API permissions & - bt

P Search « () Refresh | &7 Got feedback?
B Overview
& Quickstart x
@ The “Admin consent required® column shows the defauit value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the vake in
# Integration assistant your organization, or in organizations where this app will be used. Leam more
Manage

Configured permissions

B Branding & properties Applications are authonized to call APls when they are granted permissicns by users/admins as part of the consent process. The list of configured permissions should include

5 Authentication all the permissions the application needs. Leam more abaut permissions and consent

Centificates & secrets ~+ Add a permission |~ Grant admin consent for gv

{I!' Token configuration

API / Permissions name Type Description Admin consent requ... Status

@ APl permissions » Microsoft Graph (6]

@ Expose an APl

HL App roles To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications
& Owmers

. Roles and administrators

H Manifest

Support + Troubleshooting
£ Troubleshooting

& New support request
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Microsoft APls

Request API permissions

Select an API

Commonly used Micrasoft APls

APls my organization uses My APls

Microsoft Graph

[
\ Take advantage of the tremendous asmount of data in Office 365, Enterprise Mobility + Secunty, and Windows 10
r Agcess Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneMote, SharePoint, Planner, and mare through a

single endpoint.

(™) Azure Rights Management
Li. Services
Allow validated users to read and write
protected content

D Dynamics CRM

Access the fapahllan of CRM business
software and ERP systers

Request APl permissions

¢ Al AP
& Microsoft Graph

https//graph.microsoft.com/ Docs

What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP| as the signed-in user,

j_t Azure Service Management

Programmatic access to much of the
functicnality awailable through
the Azure portal

% Intune

ngrnmrnmlr access o Intune data

Dynamics 365 Business
Central
Programenatic access 1o data and
functionality in Cymamics 365 Barsiness
Central

Ij Office 365 Management APls

Retrizve information about user, admin,
systemn, and pobcy sctons and events
from Office 365 and Azure AD activity
logs

Application permissions

Your application run“s a background service or daemon without a
signed-in user,

Forcepoint Proprietary
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Request APl permissions

{ Al AFK
Micrasedft Graph
' hitpe g eph mirmefoom Docs o
Wrat typa of penmissions dods your applcation rguin?

Credegoned perrmisthons
Wi Appicaion seeds b access the A g The Sgned-in user,

Select permissions

L sites
Permission
S e {25

I:I Siters FullContral &1 C)

Application permasony
our application russ m a heckgroend wrvice or dasmen withost 1
Shgresd-in iEer.

eapand al

Aedmrin corment required

Vi

Horsr il cortral of al gie collaction

= Sitirs Manage D) -
Create, edit, and cieleie ilems and bsts m all sibe collections:
St Raad A1

= . _ us
Read iems in al ste collactions

I:I St RaadWrita Al (T s
Read and write teme in ol site colections
St Salctind

m . s

Aress selected site collections

Figure 10: Request API permissions

16. The details will be populated in the Ul:

© 2023 Forcepoint
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StepS5of 8

Connection Successful

Domain or FQDN https./idcoetreeadminsharepont.c
Username admingEc X padmn.onmic

Application (client) ID refc516d-dd59 ba¥8-e61a7t

Client Secret Value Kbl7Q~xPuE.QahzqJOHYLUgxe4E

Figure 11: Connection Successful

17. Select the folder to scan:

© 2023 Forcepoint

Step6of 8

Select Site or Folder to Scan

Figure 12: Select site or Folder to Scan

Forcepoint Proprietary
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Stepéof 8

Select Site or Folder to Scan

Figure 13: Select site or Folder to Scan
18. Give the connection a name to identify it later:

Step 7 of 8

Name your Connection

Domain name:

Site/Folder to scan:

Connection name; Demd

Figure 14: Name your Connection

© 2023 Forcepoint Forcepoint Proprietary
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19. The scan can be saved for later or saved and kicked off immediately.

Step8of 8

Ready to go

Domain name

Site/Folder to scan:
Connection name

We are all set for the first scan!
You can launch the scan immediately or save it for later.

Figure 15: Ready to go

20. The scan is now stored and ready.

Sharepoint On-Premises Wizard

Sharepoint scan setup

Gain insights into the classifications of files on your system.

To start with Sharepoint classification we need to configure sites and

folders to scan. Please click next to continue.

Figure 16: Sharepoint scan setup

21. Select Next.

© 2023 Forcepoint Forcepoint Proprietary
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22. Enter credentials:

Steplof 4

Connection Details

Domain or FQDN:
Username:

Password:

Figure 17: Connection Details

23. Select Next.

24. A folder tree of the Sharepoint site is now visible:

Step2of 4

Select Site or Folder to Scan

Figure 18: Select Site for Folder to Scan

25. Select folder to scan:

© 2023 Forcepoint Forcepoint Proprietary
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Step2of 4

Select Site or Folder to Scan

Figure 19: Select Site for Folder to Scan
26. Name the scan to identify it later:

Step3of 4

Name your Connection

Domaln name:

Site/Folder to scan:

Connection name: I ey

Figure 20: Name your Connection

© 2023 Forcepoint Forcepoint Proprietary
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27. The scan can be saved for later or saved and kicked off immediately:

Step 4 of 4

Ready to go

Domain name: http:/Evwin 2
Site/Folder to scan: Sharec

Connection name; Demo or

We are all set for the first scan!
You can launch the scan immediately or save it for later.

Figure 21: Ready to go

© 2023 Forcepoint Forcepoint Proprietary
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